TNU Journal of Science and Technology 227(11): 136 - 143

STUDYING A SOLUTION FOR EARLY DETECTION OF DDOS ATTACKS
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This paper focused on researching and proposing to build a system that
acts as a sensor that can be installed anywhere on the network and
performs online traffic classification. The proposed system used basic
machine learning techniques for network anomaly detection and data
dimensionality reduction techniques to remove features that are not
significant in anomaly detection. The main goal of the proposed system
was to reduce the computation time to help detect the attack early but
still ensure the accuracy of anomaly detection. The obtained results
showed that the model using the KNN algorithm combined with the
feature extraction technique had relatively stable accuracy for all data
sets (lowest is 99.15% on NSL-KDD set, highest is 99.73% in
simulation dataset) with fast execution time (since the data is reduced
in size, making the calculation faster).
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Bai bdo nay tp trung nghién ctru dé xuat xay dung hé thong hoat dong
nhu mot cam bién c6 thé dugc cai dat & bat ky dau trén mang va thuc
hién phan loai luu luong truy cp truc tuyén. Hé thong dé xuat s dung
cac k¥ thuat vé hoc may co ban dé phat hién xam nhap bat thuong mang
va cac k¥ thuat giam chiéu dit liéu dé loai bo cac dic trung khong co
nhiéu y nghia trong viéc phat hién bt thuong. Muc tiéu chinh cia hé
thong dé xuat 1a giam thoi gian tinh toan giup phat hién sém tin cong
nhung van dam bao d6 chinh xac cta viéc phat hién bét thuong. Qua
két qua dat dugc cho thiy mé hinh sir dung thuat toan KNN két hop voi
k¥ thuat trich chon dic trung cho dé chinh xéc twong ddi 6n dinh véi tat
ca cac bo dit liéu (thip nhit 12 99,15% trén bd NSL-KDD, cao nhit 1a
99,73% tai by dit liéu md phong) véi thoi gian thuc thi nhanh (do di
liéu duoc gidm chiéu khién cho viéc tinh toan nhanh hon).
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1. Gi6i thiéu

Thur thach 16n nhit trong viéc chdng lai DDoS 14 viéc phai phat hién sém cac cudc tin cong
va giam thiéu tan cong nhanh nhat co thé. Pa c6 nghién ctru chi ra tinh khong hiéu qua cua viée
phat hién va giam thiéu cac cudc tdn cong DDoS c¢6 lién quan tryc tiép dén viéc cau hinh hé
thong sai va su ton thoi gian do thiéu cong cu theo dbi luu lugng dong trén mang neu thiéu su
giam sat ciia con ngudi. Cac phuong phap phat hién xAm nhap truyén thong chii yéu dugc chia
thanh phat hién bat thudng va phat hién dua theo dau hiéu. Phat hién bat thuong chu yéu su
dung kinh nghiém chuyén mén va cac phwong phap suy luan. Trong d6 phuong phap thong ké
va thuat toan Bayers 14 céc thudt toan dién hinh dai dién duoc st dung. Phuong phéap nay nhin
chung gitip phat hién va chong lai cac cugc tan cong mang kha tdt nhung voi cac ki thuat cong
ngh¢ cao nhu ngay nay va su phat trién vé cac ky thuat tan cong ngay cang manh va tinh vi thi
cac phuong phap ndy cling rat kho dap Umg duoc viéc ngan chan va phat hién sém. Mot s6
cong bd lién quan t&i nghién ciru nay gan day nhu: Phuong phap D-FACE [1], [2]; Mot k¥
thuat dya trén Giao thuc HTTP [3], [4]; K¥ thuat Multiple — Features - Based Constrained — K
— Means [5]-[7]; Phuong phap K-nearest neighbor classifier (KNNC) [9]-[11] da c6 nhiing uu
diém nhu: c6 thé phat hién céc cudc tan cong DDoS nhung lai doi hoi mirc dd twong thich IPS
cao nén n6 han ché sir dung cho giai phap chung va phuong phap nay duong nhu khong thé ap
dung trong cac h¢ thong giam thiéu ty dong, dac biét la trong moi trudng san xuat khong hd trg
ty 1 lay mau cao hogc trinh phat hién ton kém vé mat tinh toan dé thuc hién trong thoi gian
thue khi s6 luong qua trinh dong thoi ting 1én.

Trong nghien clru nay, nhom tac gia dé xuét xay dung hé thng hoat dong nhu mot cam bién
c6 thé duoc cai dat & bat ky dau trén mang va phan loai luu lugng truy cap truc tuyen bang chlen
luge dya trén cac thuat toan hoc may (Machine Learning) giup phén loai cac mau luu luong ngau
nhién dugc thu thap trén cac thiét bi mang thong qua giao thirc truyen phat. Phuong phap dé xuat
tuong thich véi co so ha tang Internet va khong yéu cau nang cdp phan mém hodc phan cing
[12]. Bén canh d6, quyén riéng tu dit liéu ciia ngudi dung duoc dam bao & tat ca cac giai doan
van hanh hé thong. Hé thdng dé xuét sir dung cac k¥ thuat vé hoc may co ban dé phat hién xam
nhap bét thuong mang (DDoS) va cac ky thuat giam chiéu dir liéu dé loai bo cac dic trung khong
¢6 nhiéu y nghia trong viéc phat hién bat thuong. Muc tiéu chinh cua hé théng d& xuét 1a giam
thoi gian tinh toan giup phat hién som tn céng nhung van dam bao do chinh xéc cia viéc phat
hién bét thudng.

2. Co sé nghién ciru va iwng dung
2.1. Cdc thudt toan hoc mady

Céc thuat toan hoc may c6 thé img dung trong viéc phat hién tin céng DDoS hoic dung trong
mot s6 hé thdng phat hién xam nhap nhu [3]-[11]: Thuat toan K-nearest neighbor (KNN) 1a mot
trong nhing thudt toan hoc c6 gidam sat (Supervised-Learning) don gian nhit (ma hiéu qua trong
mdt vai truong hop) trong hoc may. Khi huén luyén (training), thudt toan nay khong hoc mot
didu gi tir dit liéu training (day ciing 1a 1y do thuat toan nay duogc xép vao loai may ludi hoc/Lazy
Learning), moi tinh toan dugc thyuc hién khi n6 cAn du doan két qua cua dit lidu méi. K-nearest
neighbor ¢ thé ap dung dugc vao ca hai loai ctia bai toan Supervised learning 1a Classification
(phan loai) va Regression (hdi quy vé cac gia tri). Thuat toan Random Forests (RF) 1a mot
phwong phéap Supervised Learning do viy c6 thé xir Iy dwoc cac bai toan vé Classification (phan
loai) va Regression (dy béo vé cac gia tri). Vé co ban thi Random forests 1a phuong phap xay
dung mét tap hop rat nhiéu cdy quyét dinh (Decision Tree) va st dung phuong phap bau chon dé
dua ra quyet dinh vé bién muc tiéu (target) can dugc du bao. S6 lugng cay quyét dinh trong RF
dugc khéng ché theo mong muon cua ngudi st dung n6. Thuét toan AdaBoost lién quan dén viéc
sir dung cac cdy quyét dinh rit ngin (mot cip), duge goi la decision stumps nhu nhimg weak
learner duoc thém lién tuc vao nhém. Mdi mé hinh tiép theo cb ging stra cac du doan dugc thuc

http://jst.tnu.edu.vn 137 Email: jst@tnu.edu.vn



TNU Journal of Science and Technology 227(11): 136 - 143

hién béi mo hinh trudce khi né trong chudi. Tir d6 két qua thu dugc s& 1a két qua tot nhat c6 thé;
Thuét toan Support Vector Machine (SVM) 1a mét phuong phap hoc c6 gidm sat trong cac mod
hinh phén dang mau. N6 khong chi hogt dong tot voi cac dir 1iéu dugce phén tach tuyén tinh ma
coOn tot voi cd dir liéu phan tach phi tuyen.

2.2. Mjt s6 ky thudt giam chiéu dir liu

2.2.1. Ky thuat Principal Component Analysis (PCA)

PCA 1a mét thuat toan thong ké sir dung phép bién doi truc giao dé bién dodi mot tap hop dir
lidu tir mot khong gian nhiéu chiéu sang mot khong gian moi it chiéu hon nham ti wu héa viéc
thé hién sy bién thién cua dir liéu. Phép bién dbi tao ra nhitng wu diém sau ddi voi dir lidu:

- Gidm s6 chiéu cua khong gian chira di liéu khi n6 ¢6 s6 chiéu lon.

- Xy dung nhing truc toa d9 mdi, c6 kha nang biéu dién dir liéu tot twong duong, va dam bao
d6 bién thién cua dir liéu trén mdi chleu moi.

- Tao d1eu kién dé cac lién két tiém 4n cia dir lidu c6 thé duoc kham pha trong khong gian
moi, ma néu dit trong khong gian cii thi kho phat hién vi nhiing lién két nay khong thé hién rd.

- bam bao cac truc toa do trong khong gian mdi ludn tryc giao d6i mot voi nhau, mac du
trong khong gian ban dau cac truc c6 thé khong truc giao.

2.2.2. KJ thudt Feature Importance

Feature Importance dé cap dén cac k¥ thuat gan diém (chi sé “importance”) cho cac dic trung
dau vao dua trén mac do hitu ich cua chung trong viéc duy doan mot gia tri muc ti€éu. Chi )
“importance” rat hiru ich va c6 thé dugc str dung trong mot loat cac tinh hudng trong mot van dé
moO hinh du doan, chéng han nhu:

- Hiéu 13 hon vé dit liéu; Hiéu rd hon vé mot mé hinh.

- Giam s6 luong cac déc trung dau vao: Diéu nay c6 thé dat dugc bang cach sir dung chi sO
“importance” dé chon cac dic trung cin xéa (“importance” thap) hodc cac dac trung can gt
(“importance” cao). Dy 1a mdt loai lwa chon déc trung va co thé don gian hoa van dé dang dugc
md hinh hoa, tang tbc qua trinh mé hinh hoa (x6a cac dic trung duge goi 1a giam kich thudc) va
trong mot s6 trudng hop, cai thién hiéu suat ciia mé hinh.

2.2.3. Ky thudt Univariate Selection

Univariate Selection kiém tra timg dic trung riéng 1¢ dé xac dinh d6 manh ciia mdi quan hé
gita ddc trung voi gia tri tra 10i. Cac phuong phap nay don gian dé thyc hién va kha tot dé co
duoc sy hiéu biét tdt hon vé dit liéu, tim ra duoc dic trung nao c6 quan hé tdt cho viéc tim ra gia
trj tra 10i. Sau do, giit lai sé lwong cac dic trung mong mudn dé lam dic trung dau vao cho mot
mo hinh du doan.

2.3. Phat biéu bai todn va irng dung

Véi co so 1y thuyét vé& cac thudt toan hoc may co ban va ky thuat giam chiéu dir liéu,
ching ta c6 thé ap dung vao hé thdng phat hién xdm nhiap mang dua trén bat thuong. Hé
théng dé xuat [12]:

- Str dung phuong phéap Rescaling sir dung MiMaxScaler c6 san trong thu vién sklearn.

- Str dung céc k¥ thuat giam chiéu dit liéu xur 1y céc dit liéu dau vao.

- Sir dung céc giai thuat hoc may dé phat hién cc cudc tan cong nhd vao kha ning phan loai
cua ching.

Heé thong phat hién xdm nhap mang IDS dé xuit 1a mot hé thdng lai c6 dic diém:

- B dir liéu chir ky Signature Dataset (SDS): phat hién xam nhép dua trén chir ky.

- Str dung k¥ thuat Recursive Feature Elimination with Cross Validation dé lwa chon cac dic
trung quan trong, sau d6 hudn luyén qua thuét toan Random Forest.
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Hinh 1. M6 hinh phdt hién tan cong sir dung két hop gidi thudt hoc may va kj thudt giam chiéu dir liéu

Chi tiét md hinh thyc hién nhu trong hinh 1 nhu sau:

= Khéi lwa chon dic trung: Sau khi nhan duoc dit lidu, khbi chirc ning nay tap trung sir dung
ba k¥ thudt lya chon dic trung khac nhau PCA, Feature Importance (St dung Extra tree va
SelectFromModel cua thu vién scikit-learn), Univariate Selection (Str dung SelectKBest vai thuat
toan chi-squared). Trong do:

v' PCA: tinh toan lai mdi quan hé giira cac dic trung va giam s chiéu dir liéu vé s lugng ma
ching ta mong mudn. Dé tim ra dugc sé chiéu phu hop thi can thir nghiém nhiéu lan.

v’ Feature Importance va Univariate Selection: tuy c6 cach danh gia dic trung khac nhau
nhung hai k¥ thuat nay déu tinh “diém” cho timg déc trung va sau do6 giit lai nhitng dic trung co
“diém” cao hon ngudng dit ra.

» Khoi hoc mdy: sau khi xt ly giam chiéu dit liéu véi cac k¥ thuat trén, ta nhan dugc bo dir
liéu méi véi sb chiéu nho hon sd chiéu cua dit liéu ban dau. Hudn luyén bo dir li€u nay lan lugt
v6i timg giai thuat hoc may (KNN, AdaBoost, Random Forest, SVM) dé phan loai dugc luu
lwong tan cong va luu lugng binh thudng.

- Hé théng dé xuit dem lai mot sb vu diém nhu sau:

v Két hop k¥ thuat giam chiéu di liéu gitp ting tdc d6 xir 1y sao cho phut hop, dam bao duoc
d6 chinh xac khi phat hién cac luu luong bat thuong.

v Khi giam chiéu dit liéu dau vao cho céc thuat toan, thdi gian tinh toan cta cac giai thuat cé thé
giam di, ting kha ning phat hién ra bat thuong sém, ting hiéu ning phong chdng tan cong DDoS.

v’ Vi cac k¥ thuét trich chon dac trung nhu Feature Importance va Univariate Selection, sau
khi tim dugc cac dic trung phu hop dé giit lai thi nhimg dic trung du thira khac c6 thé bo di.
Didu nay gitp cho viéc gidm sat luu lugng mang dat hiéu qua hon, chi can theo doi va thiét lap
ludt bat cac dic trung can thiét khi c6 mot luu lwong méi di vao hé théng. Khong can giam sat
toan bd nhitng dac trung cda luu lugng, tir d6 giam thiéu duogc d6 16n dit liéu dau vao cho hé
thdng phat hién tén cong.

3. Trién khai danh gia trén b dir liéu mang mé phéng
3.1. By dir li¢u

Vé bd dit lidu st dung huén luyén: bo dir liéu duogc ty tao ra theo nhu mé hinh mang hinh 2.
VLAN 5, 6, 7 va 8 dugc sir dung lam cac mdy nan nhan. VLAN 100 danh riéng cho nguoi dung
ciia mot don vi hoc thugt. VLAN 10 dugce str dung lam may chu tan cong, giam sat tai VLAN 1.
Tét ca cac mang déu c6 quyén truy cip thuong xuyén vao Internet. K& hoach tin cong ctr sau 30
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phut lai tao ra mot cudc tan cong, 48 su kién tin cong trong 24 gid, bit dau tir 00h00mO0s va két
thac & 23h59m00s. Tt ca cac cude tin cong da dugc thuc hién boi may chu tan cong (thude
VLAN 10), trong thoi gian d6 n6 khong truyen luu luong truy cap hop phap cho cac nan nhan.
Céc cong cu tin cong duoc tham s hoa dé tao ra ché do sneaky low- volume, medium-volume
hodc light mode, va massive high-volume attacks. Bo di li€u ban dau gom 73 dac trung cho mét
ban ghi, va dugc gan nhan 1a “normal” va “attack” ro rang.

VLAN 8
VLAN 5 Reme (Target Host)
(Target Host ° %
ﬂ [Boa, i
e CORE ROUTER '

VLAN 100

VLAN 6 ﬂ! s ’ rrrﬂ E(RESEARCH Host)

(Target Host) y | 4;
%E 4 VLAN 10
VLAN7 (Attacker)

(Target Host) VLAN 1
(Monitoring)

Hinh 2. Cdu tric mang xdy dung bo dir liéu

Bo dit lidu nay duoc xdy dung kha gin véi mot moi trudng mang hoat dong trong thuc té. Tir
do, str dung bo dir liéu nay dé kiém thir véi mo hinh dé xuat s& gitip ta danh gia dugc sy hiéu qua
ctia hé thong. Nhung bd dir liéu nay chua dii 16n, bao gom 45500 ban ghi (trong d6 c6 22412 tin
cong va 23088 ban ghi binh thuong). Py 14 co s¢ dé tham khao va xiy dung mot bo dir liéu 16n
hon dé c6 thé phat trién hé théng sau nay [13] — [17].

3.2. Ddnh gid két qud thu dwgc
Céc két qua thu duoc 1a gié tri trung binh sau 15 1an huin luyén va kiém thu.
3.2.1. Sau khi thyc hién giam chiéu dit liéu sir dung PCA
Bang 1. Két qua kiém thik trén b dir liéu mé phong véi giam chiéu sit dung PCA

Thuét toan Do chinh Do chinh xac sau khi ~ Thoi gian thwee  Thoi gian thyc thi
xac ban dau giam chiéu dir liu thi ban dau sau khi giam chiéu
(%) (%) (ms) dir liéu (ms)
KNN 99,91 99,89 6850,37 1428,85
AdaBoost 99,92 99,92 536,28 964,01
Random Forest 99,85 99,83 412191 6626,19
SVM 99,85 99,91 997,18 907,55

Phén tinh toan thoi gian sau khi giam chidu dit liéu di tinh ca thoi gian xir 1y v6i ki thuat
PCA. B6i ban chit cua k¥ thuét nay 1a tinh toan lai quan hé giita cac dic trung dé chuyén tir
khong gian nhiéu chiéu vé it chiéu dit liéu hon. Vi vay, mdi lan c6 mot luu lugng mang di qua thi
hé théng can thay ddi chiéu dit liéu cua luu lugng d6, sau d6 phan tich xem luu luong 1a hop 1€
hay tn cong. Theo quan sat nhu trong Bang 1 ta nhén thiy, ngoai trir thudt toan Random Forest
va AdaBoost c6 thot gian thyc thi tang 1€n tuong d6i nhiéu, con lai thoi gian thyc thi déu giam
tuong d6i manh. Nguyen nhén do PCA da chuyen bd dir liéu thanh mét bo dir liéu mai lam cho
cAu triic cac cdy méi duge xdy dung khac véi cdy ban dau. Nhin chung thi d9 chinh xéc s& giam
di sau khi giam chiéu dir liéu. Nhung viéc giam di nay 1a c6 thé chip nhan duoc so véi thoi gian
thyc thi. Nhan thdy thuat toan KNN rat phu hgp v6i bg dit lidu huan luyén nay boi sau khi duoc
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huén luyén boi bo dir liéu di giam chiéu dit liéu thi thoi gian thuc hién nhanh hon han va van cho
ra dugc hé thong c6 do chinh xac tuwong doi cao.

3.2.2. Sau khi thuc hién giam chiéu dir liéu sir dung Feature Importance

Thyc hién gidm chiéu dit liéu véi k¥ thuét Feature Importance st dung Extra Tree dé tinh toan
Importance cua tung dac trung sau do st dung thuat toan SelectFromModel dé lua chon céac dic
trung thoa man diéu kién nguoi dung thiét 1ap. Thyc hién giam chidu dit liéu nén loai bo dugc 53
dac trung, chi con 20 dic trung duoc st dung. Pac trung con lai sau khi st dung Feature
Importance:  ‘tcp dataofs median’,  ‘tcp dataofs mean’,  ‘tcp flags mean’,  ‘ip_proto’,
‘ip ttl cv’, ‘tep flags rte’, ‘ip len std’, ‘ip ttl std’, ‘tcp flags median’, ‘ip _len_entropy’,
‘sport_entropy’, ‘tcp_seq _mean’, ‘tcp_dataofs rte’, ‘ip_len cv’, ‘ip_ttl_cvq’, ‘tcp_ack entropy’,
‘tep_flags cv’, ‘tcp_seq entropy’, ‘tcp_ack cvq’, ‘ip_len _mean’.

Bang 2. Két qua kiém thir trén b dir liéu mé phong véi giam chiéu sir dung Feature Importance

Thuat toan D§ chinh xdic D¢ chinh xac sau khi  Thai gian thue Thoi gian thuce thi
ban déu giam chiéu dir liéu thi ban dau sau khi giam chiéu
(%) (%) (ms) dir li€u (ms)
KNN 99,86 99,81 6166,43 808,75
AdaBoost 99,87 99,89 527,46 131,59
Random Forest 99,99 99,93 4123,88 1894,85
SVM 99,82 99,79 1017,15 389,93

Theo quan sat trong Bang 2 ta nhan thay, két qua thu duogc 14 rat kha quan. Do chinh xac cia
tung mo hinh chi giam nhe nhung thoi gian thuc hién ciia mé hinh lai gidm manh. Ngoai ra, khi sur
dung k¥ thuat Feature Importance, ta thu dugc két qua chi con lai 20 dac trung dugc sir dung. Tu
do, khi quan trj hé thong IDS, ngudi quan tri chi can thiét 1ap luat sao cho chi can liy dung 20 dic
trung trén cho mot ludng dit liéu di vao, giam thoi gian 1y mau dir lidu, ting toe d6 xtr Iy cho ca hé
thong. Phuong phap giam chiéu dir liéu giup cho mo hinh phat hién xdm nhap mang ap dung cac
thuét toan hoc may co ban dat dugc muyc tiéu dé ra ciia nghién ciru. Thoi gian thyc thi cang ngan thi
cang sém phat hién dugc tin cong, dam bao duoc d chinh xac khi phan loai tan cong.

3.2.3. Sau khi thyc hién giam chiéu dit liéu sir dung Univariate Selection

Thuyc hién giam chiéu dit liéu v6i k¥ thuat Univariate Selection sir dung thuét toan chi- -squared
dé tinh toan chi binh Jphuong cho ting dac trung trong bo dir liéu va sap xép chiing theo thir tu
giam dan. Sau do thiét 1ap tham s0 dac trung muon gitr lai cho SelectKBest, cac dic trung dugc
lay tir cao xudng thip theo chi s chi binh phuong da tinh cho dén khi du. Thuc hién giam chiéu
dir liéu bang phuong phap trén loai bé 53 dic trung, chi con 20 dic trung duoc sir dung. Pic

trung con lai sau khi si dung Univariate Selection: ‘ip #tl c¢v’, ‘ip len cv’, ‘ip len cvq’,

‘ip ttl cvq’, ‘tep_ack _rte’, ‘tecp_seq cvq’, ‘tecp _seq rte’, ‘tep _dataofs _median’,
‘tep_dataofs_mean’, ‘tcp_window_median’, ‘dport cv’, ‘tcp_window _mean’, ‘tcp_flags mean’,
‘tep_flags median’,  ‘tcp_ack cvq’,  ‘tcp seq mean’,  ‘tcp seq median’,  ‘tcp seq cv’,

‘ip ttl std’, ‘ip len std’.

Bang 3. Két qua kiém thir trén b dit liéu mé phong véi giam chiéu sir dung Univariate Selection

Thuat toan D) chinh xac D) chinh xac sau Thoi gian thyee  Thoi gian thye thi
ban dau khi gidm chiéu thi ban dau sau khi gidm chiéu
(%) dir liéu (%) (ms) dir liéu (ms)
KNN 99,84 99,87 6765,63 1434,09
AdaBoost 99,93 99,91 443,72 174,44
Random Forest 99,88 99,86 4077,38 244135
SVM 99,92 99,90 1047,19 303,09
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Theo quan sét trong Bang 3 ta nhan thiy, két qua thu dugc 1a rat kha quan. D9 chinh xac ctia mo
hinh gidm nhe nhung thoi gian thuc hién mé hinh lai giam manh. Ngoai ra, khi st dung ky thuat
Feature Importance, ta thu duoc két qua chi con lai 20 ddc trung dugc st dung. Tt do, khi quan tri
hé théng IDS, nguoi quan tri chi can thiét lap luat sao cho chi can léy dang 20 dic trung trén cho
mot ludng dit liéu di vao, giam thoi gian 1dy miu dit liéu, ting toc do xir Iy cho ca hé thong.

4. Két luan

V61 bd dit 1i€u chi c¢6 hai nhan dén 14 binh thuong va tAn cong, bd dit 1iéu moé phong trong bai
bao nay thi cac mo hinh dé xuat déu dem lai két qua tot. Dam bao viéc phat hién xAm nhap mang
kip thoi (thoi gian phan loai tin cong va luu lwong thuong nhanh) nhung van cho ra dugc do
chinh xac ciia hé théng tuong dbi cao. Hé thong dua ra phan loai luu luong thudng twong dbi
chinh x4c, nhung khi danh gid d¢ chinh xac khi phan loai ting loai tAn cong cu thé thi d6 chinh
xac thip, dua ra cac canh bao sai. Hé théng d& xuit phu hop voi cac bo dir liéu duge danh nhin
dé phan loai gitra luu luong tdn cong va luu lwong thuong. Hai mé hinh sir dung KNN va
Random Forest két hop véi cac k¥ thuat giam chiéu dir liéu déu cho két qua tt vé ca do chinh
xac va thoi gian thyc hién. Tong hop tat ca cac két qua thu dugc, ta thiy hé thong dé xuit dat két
qua t6t nhét trén ca ba bo dit liéu 1a viéc két hop gitra giai thuat KNN va k¥ thuat giam chiéu dir
liéu Feature Importance. Sau khi tinh toan va tra vé s6 luong dic trung quan trong trong viéc phat
hién tan cong badi ky thuat Importance thi hi€u nang ctua giai thuat KNN duoc cai thién. Vi chi
giit lai cac dic trung quan trong, sd chiéu dit liéu cang giam thi kha ning tinh toan cua KNN cang
nhanh. Vi véy, tuy do chinh x4c c¢6 giam nhe nhung thoi gian tinh toan thi giam di rat nhiéu. Diéu
nay 1a c6 thé chap nhan dugc.
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