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The processes of authenticating and encrypting documents are tasks
that need to be completed immediately and are of the utmost
importance in document storage systems that are currently being
utilized by corporations and other organizations. This article proposes a
solution to authenticate and secure stored documents using a
combination of cryptographic techniques, including Merkle tree,
Ed25519 elliptic curve digital signature scheme, and the AES block
cipher. The purpose of the suggested solution is to achieve the same
level of security as the traditional method, which consists of digitally
signing and encrypting each document independently, while also
providing improved performance. A theoretical and practical
comparison of the Python programming language with well-established
methods for cryptography and digital signing has provided the evidence
necessary to demonstrate these results. Therefore, it is possible to reach
the conclusion that this approach has a significant amount of potential
for implementing the security of stored documents in practice.
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Xac thuc va bao mat vian ban 1a cac nhiém vu quan trong va cap thiét
trong hé théng luu trir van ban cua doanh nghiép, té chic hién nay. Bai
Viét nay dé xuat giai phap xac thuc, bao mat van ban luu trir s dung két
hop cac k¥ thuat mat ma 1a cay bam Merkle, lugc do ky sé trén duong
cong elliptic Ed25519 va ma khéi AES. Muc tiéu giai phap dé xuat la
c¢6 do an toan ngang bang va hiéu ning tot hon so véi giai phap ky sd,
ma héa timg vin ban truyén théng Céc két qua nay duoc ching minh
dua trén viéc so sanh co s 1y thuyet va thuc nghiém bang ngdn ngit 1ap
trinh python so véi giai phap ky so6 va ma hoa truyen thong Qua d6 két
luan rang day 1a mot giai phap ¢ tiém nang tét dé co thé ap dung bao
mat van ban luu trir trén thuc té.
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1. Gigi thigu

Chuyén d6i s6 dang duoc quan tm va tré thanh xu huéng bat budc trong tuong lai gin cua
céc doanh nghiép, chinh phii tai Viét Nam hién nay. Dé tién hanh chuyén d6i s6 thi cong viéc dau
tién can thyc hién 1a viéc s6 hoa cac tai liéu truyén thong sang cac tai liéu, van ban dién tu.

Céc van ban dién tir duoc tao ra va luu trir trong hé thong cong nghé thong tin cia cac co
quan, doanh nghiép. Nhitng vin ban dién tir c6 thé chtra cac thong tin nhay cam lién quan dén ca
nhan, co quan, doanh nghi¢p. Va yéu cau dit ra can c6 giai phap bao mat, xac thuc cac van ban
dién tu luu trit nay.

Giai phap bao mat, xdc thue cac van ban dién tir dang dugc sir dung phd bién hién nay 1a ap
dung cac thudt toan mat ma, bao gdbm thuat todn ma hod va chir ky s0 [1], [2]. Qua trinh ma hoa
van ban s& dam bao tinh bi mat cua van ban va qua trinh ky s6 dam bao tinh toan ven va chong
chéi bo d6i véi vin ban di ky. Hai qua trinh ¢6 thé dwoc thuc hién riéng 1¢ hozc két hop tuan ty
v6i nhau. Tuy nhién véi s6 lwong vin ban cia co quan, to chic can luu trit ¢6 dung lugng I6n
theo timg nam thi viéc ma hoa va ky sd timg vin ban s& can rat nhidu dung luong luu trir ban ma
va gia tri ky s6. VAn dé thir hai 1a viéc kiém tra van ban luu trit co bi thay d6i hoac chinh sira hay
khong phai tién hanh theo timg vin ban mat nhiéu cong strc. Nhu vay, d6i véi cac van ban luu trir
Vi tinh chét co rét it su chinh sira thi yéu cau dit ra can c6 giai phap bao mat vin ban theo ting
nhém (16) vin ban tuong tng Véi ngudi dung sé hitu va co thé dé dang thyc hién va kiém tra su
thay doi chinh sira nhing van ban luu trit nay.

Xuat phat tir ¥ tuong luu trix tap tin hé thong voi cay bam Merkle trong [3], thi trong bai viét
nay, chung t6i dé xuét giai phap bao mat, xac thuc van ban sir dung nguyén thuy mat ma 1a cay
bam Merkle [4] — [9], lwgc db ky sb Ed25519 [10], [11] va ma khbi AES [12]. Muc tiéu cua giai
phap nay s& mang lai hiéu ning tot so viéc ma hoa, ky s6 vin ban mot cach tudn ty don 1é va
mang lai do bao mat cao do st dung cac nguyén thuy méat ma hién dai. Cac myc tiéu nay duoc
ching minh dya trén viée so sanh co so ly thuyet va thyc nghiém bang ngén ngit 1ap trinh python
S0 Véi giai phéap ky s6 va ma hoa truyén thong.

Bai viét nay duoc bd cuc theo 5 muc chinh: sau phan 1 giéi thiéu, phan 2 dua ra co so Iy
thuyét lién quan. Phan 3 trinh bay chi tiét vé giai phap bao mat, xac thuc van ban sir dung cay
bam Merkle, luge db ky sb Ed25519 va mi khdi AES ma chung t6i dé xuét. Phan 4, bai viét trinh
bay vé van dé an toan, hiéu ning cta giai phap dé xuat dia trén co so 1y thuyét mé hinh giai phap
va két qua trién khai thuc nghiém cia giai phap. Cudi cung 1a phan két luan va tai liéu tham khao
dugc tham chiéu trong bai viét.

2. Co sé 1y thuyét lién quan
2.1. Cdy bam Merkle

Cay bam Merkle duoc giGi thiéu boi Merkle vao nam 1979 [4]. V@ co ban, ciy bam Merkle 1a
mot cdy nhij phan co thir tu dugc xay dung tir mot diy cac dbi twong dit liéu (dy, dy, ..., d) sir dung
mot ham bam mat ma H. Cac nut 14 cua céy la cac gia tri bam H(d;) ddi voi 1 <i<n. Cac nut khac
clia cdy bam Merkle déu s& bao gdm hai nut con, mdt niit con bén tréi (left) va mot niit con bén phai
(right). Cac nuat dudi ciing cia ciy 1a cac nit 14. Cac nut tiép theo s& chira gia tri bam H(left|[right),
trong do6 left 1a gia tri bam chta ¢ nit bén trai, right 1a gid tri bam luu ¢ nit bén phai va dugce ghép
ndi v6i nhau (|[). Nt cudi ciing ctia cay dugc goi la nat goc hay root [2] — [9].

Qua trinh xdy dyng cay bam Merkle duoc trinh bay thong qua vi du trong hinh 1.

Dau vao ching ta co dit lidu 1, 2, 3, 4: ddy co thé 1a cac tap tin dir liéu hoic cac khéi dit lidu.
Céch thire xay dung cay bam Merkle duqc thuc hién theo cac budc sau:

- Tién hanh bam cac dit liéu 1, 2, 3, 4 v&i mot ham bam mat ma H dé thu duoc cac gia tri bam
la Hy, Hp, Hs, Ha.
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- Luu c4c gia tri bim vao cac nut 14 cay Merkle. Vi hai nat 14 thi thanh lap duoc mét nut tiép
theo cua cay bam Merkle. Cac nit nay chtra ngi dung la gia tri bam H(left || right) trong d6 thi left
la gia tri nat bén trai va right la gia tri nat bén phai cia nut vira thanh 1ap.

- Tién hanh xay dung cac niit con lai ciia cdy bam Merkle voi noi dung 1a gia tri bam H(left ||
right) dé thu duoc nat cudi cing goi 1a nut gbc hay root.

Root

[ i L -

D liéu 1 D liéu 2 D liéu 3 D@ ligu 4

Hinh 1. M6 td cdu triic cdy bam Merkle

Thay rang véi s6 luong dit liéu 1a Ity thura cua 2 thi cdy Merkle dugc xay dung tuan ty nhu
cac bude di néu trén. Truong hop sé lwong dit lidu dau vao khong phai la Ity thura cia 2 thi cac
nut 14 con thiéu cia cay Merkle s& nhan gia tri bam cua dit liéu cubi cung.

2.2. Lwgc dé ky s6 Ed25519

Ed25519 14 luge d6 ky sb dua trén duong cong elliptic dang Edwards sir dung ham bim SHA-512
va Curve25519 dugc gidi thiu boi Daniel J. Bernstein va cac ¢ong sy ndm 2012 trong [10], [11].
Cac tham s6 lugce d6 ky s6 Ed25519 bao gom:

. . 121665
- Phuong trinh duong cong: —x? + y? = 1 — ——x?2y?
121666

- S6 nguyén té p = 2255 — 19
- Bac caa duong cong:
| = 2252 4 27742317777372353535851937790883648493

- Piém co s6 B ¢o toa do:

Xg = 15112221349535400772501151409588531511454012693041857206046113283949847762202

Yg = 46316835694926478169428394003475163141307993866256225615783033603165251855960

- Ham bam SHA-512

- Ham PH(x) = x 1a ham tinh gia tri bam dau vao x.

Qua trinh sinh khéa lugc dd Ed25519 dugc mo ta trong lugc dd hinh 2 bao gém cac budc:

- Budc 1: Khoa bi mat nguoi dung (Private key) gom 32 octet (256 bit) dugc sinh ngiu nhién.

- Budc 2: Bam khoa bi mat 32-byte bang SHA-512, luu duéi dang tém lugc trong mot bo dém
dai 64 octet.

- Bude 3: Tién hanh lugc by dém chi s dung 32 byte trong sé thap va két qua 1a dugc thé
hién dang sé nguyén s.

- Budc 4, 5: Thuc hién nhan v6 huéng sé nguyén s v6i diém co sé B. Két qua 1a mot diém
trén dudng cong Curve25519 va duoc thyc hién qua trinh ghi ma dé chuyén diém vé dang s6
nguyén dai 32 octet va day chinh la khoa cong khai A cua nguoi dung.

Qua trinh ky Ed25519 dwoc mé ta trong hinh 3 bao gdm cac budc chinh sau:

- Bude 1: Bam 32 octet khoa riéng str dung ham bam SHA-512. Xy dung thanh phan a vo
huéng bi mat tir nira dau tién cua gia tri bam, va tuong ung voi khoa cong khai A, nhu mo ta &
phan trugc.
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1

Sinh ngau nhien
khéa bi mét

- Khoa bi mat (32 octet)

- Khoa cong khai A
(256 bif) ;Thong diép Mw(co do dai bat ky
| Bam khoa bi mat (SHA-512) |

2

Bam khoa bi mat
(SHA-512)

3
| Tinh r = SHA — 512(prefix||M) |
]

4

3
Luge bét bo dém | . Tinh r =r ”‘:d l; R=rB |

2 Tinh k = SHA — 512(R||A]|M)

Nhan vo urong sB
6 ¥
5

- | Tinh k =kmod l; §= (r+ ka)mod [ I
Ghi ma diem sB

7
(khoa cong khai A) /

W
- Chit ky = RS /

Keét thiic Két thuc

Hinh 2. Qua trinh sinh khoa Ed25519 Hinh 3. Qud trinh ky s6 Ed25519

- Bu6c 2: Tinh toan SHA-512(prefix|| M) véi M 1a thong diép duoc ky. Chudi tom lugc 64
octet duoc thé hién nhu mét s6 nguyén .

- Budc 3: Tinh diém R=rB  dé budc nay hiéu qua, thay thé r bang r mod I trude khi tinh.

- Budc 4: Tinh SHA-512(R||A||M), dau ra 1 ban tom luge 64 octet duoc biéu dién dang s6
nguyén K.

- Budc 5: Chir ky duoc tao 1a su ghép ndi caa chudi R (32 octet) va ban ghi mé cua S (320ctet,
3 bit c6 ¥ nghia cao nhét cua octet cudi ciing bang 0).

1
- Chir ky so Ed25519
- Khoa cong khai A, théng diép M

2 [
Tach chir ky thanh R va $
(0=s5=1D

4 Bring

7
——{ Chir ki khng hop 1¢

| k=sHA-512(R|IAIM) |

>—SB = R + kA? Sai

6 Biing.

[ Chir ky hop 1¢ |
I

Hinh 4. Qud trinh kiém tra chit ky s6 Ed25519

Qua trinh kiém tra chir ky Ed25519 duoc mé ta trong hinh 4 bao gém céac bude chinh sau:

- Budc 1, 2, 3: Nhap thong tin chit ky s6, khoa cong khai A va ban & M. Pau tién phai tach chir
ky thanh 2 phan, mdi phan 32 octet. Giai mi phan octet dau tién thanh mot diém R, va phan con lai
thanh sb nguyén S (o<s<l). Tién hanh giai ghi md khoa cong khai A, tirc 1 chuyén khoa cong
khai thanh diém A’. Néu bat ky qua trinh nao & trén that bai thi chir ky 1a khong hop 1€.

- Budc 4: Tinh SHA-512(R||A]|PH(M)) va ban tém lugc 64 octet nhu s6 nguyén k.

- Buéc 5: Kiém tra phuong trinh SB = R + kA’. Néu phuong trinh trén 1a dung thi chit ky
dugc xac nhan 1a chinh x4c nguoc lai chit ky khong hop €.
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- Budc 6: Thong bao chit ky hop 1€.
- Budc 7: Thong bao chit ky khong hop 1€.

2.3. Chuédn ma héa tién tién AES

AES 1a tiéu chuan ma hoa tién tién cua Hoa Ky cong bo ndm 2001 v6i muc dich sir dung dé
ma hoéa dir liéu so trong cac linh vuc dan sy khac nhau [12]. Pay 1a thuat toan ma khoi c¢o ba
phién ban khac nhau tuwong ing 3 kich thudc khoa 1a 128 bit, 192 bit, 256 bit.

3. Giai phap xdc thuc, bao mat vin ban luu trit s dung cdy bam Merke, lugc dd ky sb
ED25519 va mia khoi AES

Trong bai viét nay cac tac gia dua ra dé xuét giai phap, xac thyc bao mat vén ban luu trit su
dung cay bam Merkle, lugc do ky so Ed25519 va ma khoi AES theo lugce do hinh 5.

1

/ - Tap van ban trong 1 thu muc /
- Khéa bi mat Ed25519 va AES-256
2

Ma hda tirng van ban v&i AES-256

3

Xay dwng cay bam Merkle tir cac
van ban ma voi ham bam SHA-256
4 v

Ky s6 gia tri bam tai ndt goc cay

Merkle wv&i khéa bi mat Ed25519
5

- Tép van ban ma /
- Chit kv s& tai ndt gbe cdy badm Merkle

Hinh 5. Luge dé ky s6, md héa van ban dé xuat

Giai phap dé xuét duoc thuc thi theo 5 budc trong lwge dd hinh 5. P& 1am rd 5 bude nay thi
chiing ta xem xét hoat dong giai phap vdi tap 4 van ban rd trong thu myc nhu hinh 6:

- Budc 1, 2: Céac van ban rd trong thu muc s& duoc tién hanh ma hoa 1an luot véi hé mat AES
c6 do dai khoa 256 bit.

- Budc 3: Xay dung cay bam Merkle véi cac nit 1a 1a cac gia tri bam ctia van ban ma, sir dung
ham bam SHA-256 [13].

+ Trudng hop nay s vin ban ma m = 4 va bang 2" véi n = 4 thi cdy bam duoc xiy dung binh
thuong nhu hinh 6.

+ Truong hop 2™! > m > 2" thi cdy bam Merkle duoc xdy dung véi 2™ niit 1a va gia tri nit 14
tir m+1 t6i 2™ gidng véi nit 14 m.

- Budc 4: Str dung khoa bi mat Ed25519 cua ngudi dung dé ky 18n gia tri bam nat gbe cay
bam Merkle. Chit ky thu dugc luu trit cung thu muc hodc noi an toan thuan tién cho qua trinh
kiém tra.

Qua trinh kiém tra cac van ban dugc mé ta nhu trong luoc dd thuat toan hinh 7 bao gém cac budc:

- Buéc 1: Nhap céc tham sb du vao: cac vin ban ma kém chir ky s, khoa cong khai Ed25519
va khoa bi mat AES-256 cia ngudi dung.

- Budce 2: Xay dung cdy bam Merkle véi cac nat 1a cac gia tri bam ciia van ban ma, st dung
ham bam SHA-256. Thyc hién twong ty qua trinh ky so.

- Budc 3: Str dung khoa cong khai dé kiém tra chit ky s nat gbc. Néu diing chuyén sang buéc
4, sai thi chuyén sang budc 6.
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- Budc 4: Gi’éi ma ting van ban véi khoa bi mat AES-256 nhap vao.
- Budc 5: Ket qua nhan dugc tap van ban 1 va thong béao chir ky so hop 1¢€.
- Budc 6: Thong bao chit ky so khong hop €.

Budcd |, _ Ky s Ed25519

Buéc3 !
: A A A 0
Buéc 1-2 , 1 AES + AES 'AES . AES
Van ban 15 1 Van ban rd 2 Van ban 15 3 Van ban 15 4

Hinh 6. Chi tiér qud trinh ky s6, ma héa van ban dé xudt
1

- Tap van ban ma trong 1 thw muc kem chi ky so /
- Khoa cong khai Ed25519, khoa bi mat AES
v

2
Xay dwng cay bam Merkle tir cac
van ban ma wyi ham bam SHA-256

Kiém tra chlr ky sé

.

Giai ma tirng vén ban voi AES-256 / Chix ky s6 khang hop & /

5
/ - Tap véan ban rd /
- Chit ky s6 hop 1é

Hinh 7. Kiém tra ky 56, giai mé van ban cua gidi phap dé xuat

Ly gidi vé cdc lira chon thudt todn mét ma trong gidi i phap dé xuat

Viéc lua chon cay bam Merkle gitip cho giai phap c6 thé ky so mat hoac mot tap van ban luu trir.
Diéu nay dan toi hiéu ning giai phap cai thién dang ké so véi ky s timg van ban (xem muyc 4.2).

Ngoai ra, giai phap Iya chon lugc dd ky s6 Ed25519 vi day 1a luoc dd ky s6 méi co wu diém:
Do bao mat twong duong véi luge d6 ky s ECDSA va tét hon RSA [14]. Hiéu ning hon nhiéu
lan so v6i ECDSA [10]. Ma khéi AES dugc st dung rat phd bién hién nay trong c4c gidi phap
phan mém, giao thirc bao mat va chua co tdn cong thuc té nao hiéu qua dé pha ma.
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4. Vin dé an toan, hi¢u ning cia giai phap dé xuat
4.1. Vdn dé an toan

Viéc pha v& kha nang bao mat dir liéu cua giai phap dé xuat thi ké tan cong co thé thuc hién
céc tan cong nhu sau: Tan cong vao luoc dd ky sé EA25519 nham thay doi hoic gia mao chir ky
tai nut goc cua cay bam Merkle; Tan cong vao cdy bam Merkle nham thay ddi hoic gia mao céac
nat 14 hodc nut root cua ciy bam. Tir d6 thay ddi dit lidu luu trit can bao mat trong giai phap.
Trong giai phap cdy bam Merkle duoc xdy dung tir ham bim SHA-256, nhu vay Viéc tin cong
cdy bam Merkle chinh 14 tn cong ham bim SHA-256; Tan céng vao ma khoi AES nham giai ma
van ban luu trir.

D¢ xem xét kha nang chéng tin cong cua giai phap dé xuat thi co thé xem xét hai van dé: Thu
nhat 1a do bao mat cua tung nguyén thuy mat ma trong giai phap (luge d6 ky s Ed25519, ham
bam SHA-256 va ma khdi AES), ddy 1a thong sé thé hién kha néng khang tan cong vét can cua
cac nguyén thuy mat ma nay; Thur hai 1a kha nang khang cac tan cong phd bién khac cua cac
nguyén thily mat ma sir dung trong giai phap dé xuat.

Dé danh gia d6 bao mat cac thut toan mat ma 1a ham bam SHA-256, lugc db ky sé Ed25519,
mé khdi AES, chung t6i tham khao khuyén nghi theo hinh 8 duéi day cua NIST trong viéc lya
chon kich thuéc tham s cho céc thuat todn mat ma co ban twong wng thoi diém st dung [14].

Tir s6 liéu trong khuyén nghi NIST trong hinh 8 thi thdy rang d6 bao mat caa SHA-256 va
luoc dd ky s6 Ed25519 1a 128 bit, con AES-256 1a 256 bit. Ciing theo khuyén nghi thi mirc bao
mat nay c6 thé sir dung tét cho toi nam 2030.

Discrete

Security Symmetric Factoring Elliptic

LEiE Strength Algorithms Modulus SEEENET Curve (R (=) AEE (12
Key Group
Legacy (1) 80 2TDEA 1024 160 1024 160 SHA-1 @)
2 SHA-224
2019 - 2030 112 (irEDSE':‘%é“' 2048 224 2048 224 SHA-512/224
- SHA3-224
SHA-256
221;’6’ 5220 128 AES-128 3072 256 3072 256 SHA-512/256 K[ﬁ:’é};a
¥ SHA3-256
SHA-224
22138- gggo 192 AES-192 7680 384 7680 384 5::5?3%344 SHA-512/224
Y SHA3-224
SHA-256
SHA-512/256
SHA-384
2019 - 2030 - - SHA 512 SHA 512
& beyona 256 AES-256 15360 512 15380 512 e e
SHA3-384
SHA3-512
KIMAC256

Hinh 8. Khuyén nghj NIST vé dg bao mdt va thoi gian sir dung cdc thudt todn mdt ma co ban ndm 2020

Tiép theo, chung ta xem xét kha ning khang cac tAn cong phd bién cua luoc d6 ky sb
Ed25519, ham bam SHA2-256 va mé khdi AES.

- Pbi véi luge do ky sb Ed25519 la tan cong vao qua trinh sinh gia ngéu nhién gia tri r & tim
khoa riéng trong qua trinh ky s6 va tn cong pha vo cong thirc chit ky so. Trong [10], cac tac gid
da chimg minh Ed25519 déu dam bao an toan boi cac tan cong nay: véi tan cong vao qua trinh
sinh gia tri r thi Ed25519 st dung qua trinh sinh s6 r tit dinh dya trén ham bam véi dau vao 1a
mé bam khoa bi mat va thong diép; cong thuc chit ky sé Ed25519 di dwa ra du an toan trudc
cudc tan cong pha v theo nang lyc tinh toan cla cac may tinh hién tai.

- P6i v&i ham bam SHA2-256 thi tan cong pho bién nhat 1a tan cong tim va cham. Tan cong
tim va cham truyén thong t6i uvu ddi véi ham bam nay duoc cong bd gan ddy la trong [15] thyuc
hién v6i 31/64 bude co do phuc tap 2°°°, va trong [16] cac tac gia c6 dua ra tin cong tim va cham

lugng tr 16n t&i 38-39/64 budc véi do phic tap tinh toan 2122/V5 véi s < 22, V6i cc tan cong chi
hiéu qua t61 39/64 budc thi viéc khang va cham cua SHA-256 an toan gan nhu tuyét doi trudc
cac tan cong nay.
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- Pi voi ma khdi AES hai tan cong ghi nhan pho bién 13 lwong sai va Boomerang. Phién ban
tan cong lugng sai hiéu qua nhit dbi voi 7 vong AES-256 dugc cong bd 1a cia cac tac gia trong
[17] c6 d6 phuc tap tinh toan 2%°° vai s6 lwong cap rd/ma can thiét 2°%° va bo nho 2'%3. Tén cong
Boomerang hiéu qua ddi véi 6 Vong AES- 128 Cua cac tac gia trong [18] co do phuc tap tinh toan
2™ véi sb luong cap ro/ma 2" va bo nhé 2%. RS rang, cac tin cong chi hiéu qua voi 7 vong thi
AES-256 day du 14 vong thuc thi van c6 dugce do an toan rat tot hién nay.

4.2.Vé higu naing theo ly thuyét

Dé danh gia hiéu nang giai phap dé xuat, ching t6i thuc hién so sanh véi giai phap truyén
thdng duoc sir dung phd bién 1a ky s, mi hoa timg vin ban trong thu muc.

Trong giai phap truyén thong véi m van ban twong tng 2™ > m > 2" hay c6 thé cho ring m
~2™! Thi thoi gian thyc thi chinh 14 thoi gian ma hoa va ky sb k van ban. Trong giai phap dé
Xuit thi véi k van ban, thoi gian thuc thi 13 thoi gian ma hoa m van ban, thoi gian xdy dung cdy
bam va thoi gian ky sé mot lan nut gic.

So sanh hai giai phap thay rang: Thoi gian ma hoa van ban 1a tuong duorng & ca hai giéi phap.
Thoi gian xdy dung cdy bam trong giai phap dé xuat s& thuc hién Z 120 véi i 1a s6 nguyén
duong va n+1 >1i> 1. Thuc chat voi qua trinh ky sb k van ban trong g|a1 phéap truyen thong thi
cling thuc hién bam k 1an. Diéu nay dan toi giai phap dé& xuat s& thyc thi hon giai phap truyén

A n i 1A
thong ~ > ._ 2 lan.

Nhu vay khi so sanh hai giai phap, chung t6i so sanh thoi gian bam Z’; 1 2% 1an trong giai
phap dé xuat vai thoi gian ky m-1 van ban trong giai phap truyén thong. Hai gia tri Z; 2t va
m-1 khong co su chénh 1éch nhidu va cé thé coi la xap xi nhau. Trong [19], c4c tac gia tién hanh
do hiéu ning ciia ham bam SHA-256 va lugc d6 ky sb Ed25519 véi cing kich c& dir liéu tir
512B, 1KB, 2KB trén cing mdt nén tang phan cing chip 64 bit. Két qua cho thiy rang hiéu ning
ctia ham bam SHA-256 cho tdc dé nhanh hon khoang 15 lan so véi luoc d6 ky s6 Ed25519. Vi
kich ¢& dir liéu bam va ky s6 trong giai phap dé xuét va truyén thong déu 1a 256 bit va két hop
két qua trong [19] thi c6 co so khing dinh ring giai phap d& xuat nhanh hon nhiéu lan so véi giai
phap truyén théng.

4.3. Vé higu nding trong thuc nghiém

L]
B Gidi phap xac thuc va bao mat van ban luu trl - a X

Sinhkhod M3 hod va Ky s5  Ki&m tra chif ky v Giai m3 Sinh khod  M& hod va Ky s8  Kiém tra chi¥ ky va Gidi ma
Buting dan thu muc: Budng dan thu muc:

C:/Users/admin/Desktop/folder/ 1024files C:/Users/admin/Desktop/folder/1024files
Khoa bi mat )ee762fbc236f2869e47f7a99ebb0fa791646e4738d533715261037ce88 Khoa bi mat 1ee762fbc236f2869e47f7a99ebb0fa791646e4738d533715261037ce88
M& hod M3 hod
Khoa riéng Khod riéng  0efb99bas58asba73a1f7f5565edffbS47d76f41a9b79308737e4f9690dc32669

Ky s6 Ky s6
Chif ky Chit ky

r r |535af60fe500a87b391a71bce59813306f6eb0c15fb0490b3f379a7c5c45ed95 |

s s |d1ef2a3335aa5chbf6f6d4936b7099a55be3331f5e72ec835d2f1d012e4e90a07

Thu myc da dugc ma hoa - Thod gian méa(s) = 5.42882 AN . . .
N Ky so thanh céng - Thoi gian ky(s) = 0.54422

a) b)
Hinh 9. Thyec nghiém gidi phdp ky s6, bao mét vin ban dé xudt
Trén nén tang phan cting Laptop Vostro 15 3510 véi RAM 8GB, HPH Windows 10, 64 bit,
Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz 1.19 GHz. Chung tdi trién khai thuc nghiém
déanh gid hiéu nang giai phap d€ xuat bang ngdn ngi lap trinh Python véi giao dién do hoa qua
trinh ma héa (hinh 9a), qua trinh ky so (hinh 9b) cac van ban tap tin trong mot thu muc.
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Ngoai ra, trén cung nén tang phan cing thi ching t6i cling cai dat danh gia hiéu nang giai
phdp ma héa, ky s6 tung van ban truyén thong dé co két qua so sanh vai giai phap ching t6i dé
xut (hinh 10).

Qua trinh thyc nghiém duoc thuc thi véi cac tap tin van ban c6 kich thude 512 KB trong 4 thu
muc chira c6 s6 luong van ban lan luot 1a 128 files, 256 files, 512 files va 1024 files. Thyc hién
v6i cling khoa dugc sinh ra ngau nhién theo tng dung cai dat giai phap dé xuat. Két qua do duoc
thuc té duoc dua ra theo bang 1.

B | Ky s6 tifng tép trong thu muc — O >

Ky s6  Kiém tra chif ky
Pudng dan thu muc
|C:/Users/admin/Desktop/folder/1024files

Khoa riéng
fb99ba58a5ba73al1f7f5565edffb547d76f41a9b79308737e4f9690dc32669)
Kv sG

Tép chii ky

C:/Users/admin/Desktop/folder/file chu ky cua 1024files.txt Mg file
Total time(s) = 6.63729

Hinh 10. Thuc nghiém do hiéu nang gidi phdp truyén thong

Bang 1. Bdng so sanh hiéu nang thuc nghiém cua gidi phdp dé xudt va gidi phdp truyén thang

So sanh thoi

So sanh thoi . -
gian kiem tra

. . giankjgiz’i,i ot eas
g . Thoigian otgian o Theigian o gd wust  ChIKY gidl
Thoi Thoi . X kiém tra ky Thoi gian kiém tra (e phap dé xuat
Thue . - ... kysotheo L . ., V6iky tirng (o1 s
gian ma giangiai :.. ., sotheogiai ky so tirng chir ky < véi ky tirng
muc , = glai ph Y < 12 | M van ban < 1 s
hoa ma X o A phapdé  vanban ting van van ban
deé xuat ; A (nhanh hon
xuat ban on (nhanh hon
bao nhiéu o
1A n) bao‘nhleu
lan)
%iifs 0,53399 0,6399 0,07667 0,07575 0,81562  0,85245 10,64 11,25
?i?SS 0,94234 11,2133  0,13655 0,13752 1,70572  1,80322 12,49 13,11
?i%ezs 2,32886 2,67813 0,2811 0,27109 3,34004  3,352763 11,88 12,37
1}|Cl)ezs4 5,71338 5,82134 0,55727 0,55414 6,73405 6,79268 12,08 12,26
Nhan xét:

- Thoi gian ma héa cua hai giai phap la nhu nhau véi thuat toan AES-256 ma tung tap tin
trong thu muc.

- Thoi gian ky so va kiém tra ky sO o hai giai phdp c6 su chénh léch lon. Két qua do duoc két
qué giai phap d& xuat nhanh hon giai phap truyén théng xap xi 12 lan.

5. Két luan

Bai viét da dua ra dé xuat mot giai phap xac thuc, bao mat van ban sir dung ciy bam Merkle,
lwge dd ky sb Ed25519 va ma khéi AES. Véi nhimg thong s6 vé& d6 an toan va hiéu ning di duoc
dua ra trong bai viét thi giai phap ndy co tiém ning va rat kha thi d ap dung trong thuc té cac hé
thdng luu trit van ban 16n.
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