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Today, security issue in mobile communication networks in the world
as well as in Vietnam is a very important issue. Therefore, network
security and remediation solutions are essential. In the ways of
network protection, IP Security becomes an effective solution to help
secure the packets transmitted in the mobile communication network.
The article presents problems and methods related to IP Security
protocol, and introduce IP Security mechanism in 4G/LTE mobile
communication network and provide security simulation methods
packets using IP Security. IP Security protocol and application of IP
Security mechanism protect the network domain control plane, and
the user plane at the backhaul link in the 4G/LTE mobile
communication network. From the obtained researches, the article
shows how it works when transmitting packets secured by IP Security
protocol in 4G/LTE networks.
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TU KHOA

Bao mat mang

Co ché IP seccurity
Bao mat goi tin

IP Security

Bao mat mang di dong

Ngay nay, van dé bao mat trong cac mang thong tin di dong trén thé
gidi va tai Viét Nam 1a mot van dé rat quan trong. Vi vay céc giai phap
khic phuc va bao mat mang 1a rat can thiét. Trong cac cach bao vé
mang, IP Security tré thanh mét giai phap hiéu qua giup bao mat cac
g6i tin duoc truyén trong hé thong mang thong tin di dong. Bai béo s&
trinh bay cac van dé va phuong phap lién quan dén giao thuc bao mat
IP Security, dong thoi gidi thiu co ché bao mat IP Security trong mang
thong tin di dong 4G/LTE va dua ra cac phuong phap méd phong bao
mat géi tin bang IP Security. Giao thirc IP Security va ap dung co ché
IP Security dé bao vé mat phing diéu khién mién mang, bao vé mat
phang nguoi sir dung ¢ duong lién két backhaul trong mang thong tin di
dong 4G/LTE. Tu nhitng nghién ctru di dat dugc, bai bao dua ra cach
hoat dong khi truyén géi tin dugc bao mat bang giao thirc IP Security
trong mang 4G/LTE.
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1. Gigi thigu

V6i sy phét trién qua nhanh ciia cong nghé di dong ciing dong nghia véi viéc quan 1y mat théng
tin ngay cang kho khan va phuc tap. Vi viéc truy cap Internet toc do cao va cac thiét bi dau cubi di
dong hd tro cong nghé 4G/LTE thi bat cir ai cling ¢6 thé trd thanh ngudn cung cip va tiép nhan
thong tin [1], [2]. Piéu do6 khién cac hacker loi dung thiét bi cAm tay nhu mot may tram, chung tan
cong mang va st dung thiét bi di dong khac gay lay nhiém ma doc din dén ngudi ding bi 4n cap
thong tin ngan hang, tin nhan, danh ba,... giy nén nhing hau qua khon luong [3], [4].

Véi bat ky mang IP nao viéc dam bao an ninh 14 t5i quan trong, diéu nay 1a dang véi mang
4G/LTE - mot mang di dong all-IP. Trong d6, IP Security (Internet Protocol Security) 1a mot giao
thirc nham dam bao tinh bi mat, toan ven va xac thuc cia thong tin trén nén giao thic Internet
[5]. IP security thuc hién ma hoa packet va xac thuc & 16p network trong mé hinh OSI. N6 cung
cap mot giai phap an toan dit liu dau — cudi trong ban than céu trac mang. Nho vao nhiing wu
diém trén ma IP Security da dugc (ing dung nhiéu trong mang virtual private network (VPN), cu
thé nhu goi phan mém OspenS/wan,...[6], [7]. Giao thic IP Security va ap dung co ché IP
Security dé bao vé mat phang diéu khién mién mang, bao vé mat phing nguoi st dung & duong
lién ket backhaul trong mang thong tin di dong [8]. Do d6, bai bao nghién ciru dé 1am rd thém \
céc van dé bao mat va giai phap trong mang thong tin di dong 4G/LTE va tim hiéu sau hon vé
giao thac IP Security trong mang 4G/LTE.

2. Phuwong phap nghién ciru
2.1. Kién tric va tinh ning IP Security

IP Security 14 mot giao thirc phirc tap, dua trén nén ciia nhiéu ky thuat co sé khac nhau nhu
mat ma, xac thuc, trao dbi khoa... Xét vé mit kién trac, IPSec duogc xay dung dua trén cac thanh
phan co ban ¢ Hinh 1 voi hai thanh phan co ban: Giao thirc dong goi, gom AH va ESP, Giao thirc
trao d6i khoa IKE (Internet Key Exchange).

Kién truc IPsec

Giao thire ESP

l l

‘ Thuét toan mat ma | Thuét toan xac thue

Giao thite AH

> DOI

Quan Iy khéa

Hinh 1. Kién triic co ban cua IP Security

Muc dich chinh cua viéc phat trién IPSec 1a cung cdp mot co ciu bao mat & tang 3 (Network
layer) cia mé hinh OSI. IPSec 1a mot phan bit bugc cia IPv6, co thé duoc lua chon khi sir dung
IPv4. Trong khi cac chuan da dugc thiét ké cho cac phién ban IP giong nhau, phd bién hién nay 1a
ap dung va trién khai trén nén tang IPv4.

Trong thé hé méi nay IP security ciing dugc viét tat lai 1a IPsec. Sy khac nhau trong quy dinh
viét tat trong thé hé duoc quy chuan boi RFC 1825 — 1829 1a ESP con phién ban méi 1a ESPbis [5].
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Internet
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2222

Router B

1.1.1.0/24 444024

1115 4443

Hinh 2. M6 hinh giao tiép mang trén co s¢ |PSec

Mo hinh giao tiép mang trén co so IPSec thé hién trén Hinh 2 véi moi giao tiép trong mot
mang trén co so IP déu duya trén céc giao thirc IP. Do do, khi mét co ché bao mat cao duogc tich
hop véi giao thirc IP thi toan bd mang dugce bao mat boi vi cac giao tiép déu di qua tang 3. Ngoai
ra, voi IPSec, tat ca cac tmg dung dang chay & ting (mg dung ctia moé hinh OSI déu doc lap trén
tang 3 khi dinh tuyén dit liéu tir ngudn dén dich.

IPSec voi cac tinh nang vuot troi nhu: Chung thuc 2 chiéu trude va trong sudt qua trinh giao
tiép. IPSec quy dinh cho c4 2 bén tham gia giao tiép phai xac dinh chinh minh trong sudt quy
trinh giao tiép. Tao sy tin cay qua viéc ma hoa, va xac nhan s6 cac Packet. Tich hop cac thong tin
chuyén giao va sé& loai ngay bat ki thong tin nao bi chinh sta. Chéng cac cudc tin cong quay tré
lai. IPSec dung ki thuat danh s lién tiép cho cac goi dir liéu ciia minh, nham lam cho ké tan cong
khong thé st dung lai cac dit liu di chin duogc, véi y d6 bat hop phap. Dung Sequence numbers
con gitp bao vé chdng viéc chian va danh cép dit liéu, sau d6 dung nhirng thong tin 1iy duoc dé
truy cap hop phap vao mot ngay naodo [6].

2.2. Co ché IPSec trong mang thong tin di dpng 4G/LTE

Gx
€ Bio hifu ngwdi dimg
Dit lidu nguéi dimg

¢ 5 Luulrong quan Iy khac

Hinh 3. Co ché bao mdt IPSec ¢ duwong lién két backhaul trong mang 4G/LTE

LTE c6 kién tric phing trong tit ca cac giao thirc mang, nén phai déi mat voi nhimg thach
thirc cling nhu rai ro trong viéc truyén dan. Thong tin lién lac gitta cac tram co sé dugc truyén di
trong cac van ban don gian, vi vay dir li¢u c6 the dé dang duoc giai ma, nghe trom hay gia mao.
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Va hau hét cac tram co s déu duge dit trong moi trudng khong an toan, vi thé kha ning tin cong
VA0 céc tram co s 1 rat cao.

Trén hinh 3 1a md hinh co ché bao mat IPSec & dudng lién két backhaul trong mang 4G/LTE.
Trong d6, giao thirc IKEv2 dugc dung dé trao doi cac SA dé thiét 1ap IPSec tunnels. IKEV2,
IPSec vé6i bao vé tinh toan ven va bi mat 1a bat budc vai tat ca ludng dit lidu (mat phang diéu
khién, nguoi ding hay quén 1y). Tuy nhién, trong truong hop giao dién S1 va X2 dang tin cay (vi
du c6 bao vé vat 1y), viéc sir dung IPSec/IKEv2 s& khong can thiét. Didu nay dugc ap dung cho
ca ludng dir lieu mat phang didu khién va quan 1y [7].

Trong mit phiang diéu khién, IPSec duoc dung dé bao mat luu lwong di lidu nguoi dung, cac
duong truyén tin hidu giao tiép gitta eNB va MME. Trong sudt qué trinh khoi tao attach, UE guri
yéu cdu va nhan phan hoi tir eNB thong qua két ndi RRC (Radio Resource Control), eNB nhan
duoc ban tin tir UE giri yéu cau va nhan phan hoi tir MME thong két néi S1 signaling, cac ban tin
trong qué trinh attach chura rat nhiéu thong tin dinh danh. Khi ke tan cong tdn cong vao lién két
S1 signaling, moi thong tin cia UE, eNB déu c6 thé bi lay cap. Chinh vi vay, IPSec 1a giai phap
dugc lya chon dé bao mat duong tin hiéu gitta eNB va MME [8].

3. M6 phéng thuc nghiém va danh gia
3.1. M6 phéng bao mdt géi tin bang 1PSec

Trén hinh 4 1a giao dién cai dit moi truong trén may ao véi ba may ao Ubuntu version 12.04,
mot may server: dia chi 192.168.56.101, mot may client: dia chi 192.168.56.102, mét may
attacker: dia chi 192.168.56.103.

" -5 " a ““ EQF JL;&EE,,;B“M’E<

Filter Expression

49 V9. Hrosa | fowas| 0 ¢l
ey D T G T No.  Time Source Destination Protocol Length Info

vl 8 o L] 1 26956.207416  CadnusCo e5:b3:a5  Broadcast AP 42 Who has 192.168.56.17 Tell 192.168.56.101
270 56604125  192.168.56.101 192.168.56,102 TP 8 Response: 539 Login incorrect,

VAN LIS IR T 665971 fip [FIN ACK) Seqed Acke Win2il
VIO IS0 LIS TP 74598 > frp [SI] Seqe Wine2o20 Lensh MSe]
VASGEIOND LIS IRIGSIN  T0 T4ty > 598 (S, ACK] Seqed Acked ine2eseh
275 56.617049  192.168.56, 101 192.168.56. 102 FIP 76 Response: 500 00PS:

276.56,617200  192.168.56, 101 192.168.56., 162 FIP 96 Response: vst sysutil. recy peek: no data
27756,617341  192.168.56, 101 192.168.56.102 (4 68 Response:

278 56.617474 i g 6659378 > ftp [ACK] Se

Win=29312 Len=0

» Frane 337: 42 bytes on wire (336 bits), 42 bytes taptured (336 bits)
» Ethernet I1, Src: CadousCo e5:03:a5 (68:00:27:e5:03:a5), Dst: CadnusCo 65:1e:bl (08:00:27:65:1e:b1)
» ddress Resolution Protocol (reply)

Hinh 4. Cai dat méi truong trén may dao Hinh 5. Dir liéu géi tin bat dwoc phia Server

V6i giao dién duoc thé hién trén hinh 5, ngudi ding truy cip vao server, tuy nhién trén
attacker khong bit duoc thong tin username va password cta ngudi dung nita. Goi tin dir lidu
dugc guri tir client dén server hién thi trong ban tin wireshark. Cac géi tin d dugc ma héa bang
giao thirc ESP, khong bi ké tan cong nghe 1én va an cap thong tin [9].

3.2. Bai todn thuc nghiégm

Hinh 6 thé hién ké tin cong déng gia dia chi client d6i voi server. Liic nay ké tin cong bat
tinh ning forward cic ban tin IPv4 trén may minh va bat goi tin bang dsniff (mot cong cu gitp
phén tich cac goi tin trong mang).

Kich ban trién khai gia thiét rang ¢ day may Server dong vai tro 14 SAEGW, may client
dong vai tro 1a eNB, va attacker tin cong ¢ gitra. Khi eNB gui dit liu vé phia SAEGW trén
miat phing dit liéu ngudi ding, attacker tdn cong va danh cép cac thong tin truyén giri gitta eNB
va SAEGW duoc thé hién trén Hinh 7 [10].
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92,168,56, 162
{s-at 0:0:27:

userquser-Virtualox:~§ sudo arpspoof +{ ethd +£ 192,168.56.101
g

B:0:

!
05 16:01 8:0:27:¢5:03:35 0606 42: arp reply 192,168,56.,102

ot i

Hinh 6. Hinh anh Ké tdn cong dong gia dia chi server
3.3. M6 phong nhan xét va danh gida

{19 108 56 102 192,168..56, 161
arp reply 192,168,56,161 {s-at 8:0:20:6

UserQuser-VirtualBox:~§ sudo arpspoof -1 ethd -t
80210510b180?1?ﬂloco b6 42:
el
8 0:20:65:1e:08 8:0:27:20:1e:e6 0806 42: arp reply 192.168.56.101 {s-at B:0:21;
)
B 0:27:65:1e:b1 8:0:27:20:1exe6 8806 42: arp reply 192.168.56,101 {s-at 8:0:27;
I R
Hinh 7. Hinh anh Ké tdn cong dong gid dia chi client

Giao dién trén Hinh 8 thé hién nguoi dung truy cdp vao server, server yéu cau ngudi ding

nhap username va password xac thuc.

Clentty hdp FTP én Sener

“ Servel
Ente

Firefox ¢

username and password for f

—

Cancel oK

» fFyou ection,

Ca

 [Fyour computer of network s protected by a firewall or proxy, make sure that
Hinh 8. Nguoi ding truy cdp vdo dia chi server
Wserfuser-VirtualBox:~§ sudo {p xfrm state add src 192,168,56,101 dst 192,168.56,102 \
> proto esp spt Ox814c3420 reqld 0 mode transport |
D uth shat Obadd42atcsesbed1Sctofascefdfesabuaicaash |
> enc aes OxaeTeead30bi0CT2coB2c4aeab228344dc 5491 dBH:nl
userguser-Virtualbox:§
userfuser-VirtualBox:-5 sudo 1p xfrm state add st
> proto esp spt OxlcAdThis reqld 0 node tran,por
1> auth shat Oxe364660133b04a4120052000dbedacbat5dctdct |
b 6N 365 0x39e34c9cmﬂo 16036F2f0d3c7fbB8621d7bbf31414abba
{userQuser-VirtualBox:-3
 userguser-VrtualBon:«§
useruser-VirtualBox:~S sudo p xfrm policy add sre 192,168,56.101/32 dst
b i dir out tapl src 0.6,0.0 dst 0.0.0.0 \
> proto esp reqid O node transport
userguser-Virtualbox:s§
 (useruser-VirtualBox:~§ sudo p xfrn policy add src 192,168,56,162/32 dst
b ol {n tapl src 0.,0.0.8 dst 0.6, \
> proto esp reqid § node transport

Hinh 10. Thiét lgp 1PSec bao mdt géi tin trén IPV4
phia Server

2,168,50,102 dst 192,168.56.,101 |

b 192,168.56,102/32 \

t 192,168,56,101/32 \

aptwinq from etho [wtreshatk 167]

42 Who has 192.168.56.17 Tell 192.168.56.101
88 Response: 538 Login incorrect,

269 56. 201416
270 56.604125

Cadms(o e5:03:a5
192.168.56. 161

Broadeast
192.168.56.182 P

02 56.6166%8 8659377 > frp [FIN, ACK] Seqe43 AckeT1 Win=2931

35661641 7453378 > ftp [SIN] Seqed Win=29209 Lend M5=1
DAS.6IN 10685610 1600 TP T4 ftp > S3318. (SN, ACK] Seqed Acke] in<20368
275 56.617049  192.169.56.161 192.168.56.182 P 76 Response: 569 00PS:

276.56.617209  192.168.56. 161 192,168..56. 162 fTP 96 Response: vsf sysutil recv peek: no data

277 56.617341  192.168.56. 161 192,168.56. 182 1P 68 Response:

178 56.611414 192 168 56 102 192.168.56. 161

96 59378 > ftp [ACK] Seq=] Ack=] Win=29312 Lend

P Frane 337: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
! Ethernet T1, Src: CadwusCo €5:03:25 (88:00:27:¢5:b3:25), Dst: CadausCo 65:le:b) (08:08:27:65:1e:b1)
) Address Resolution Protocol (reply)

Hinh 9. Diz liéu géi tin bat dwoc phia server
user user-VirtualBox:-9 sudo p frn state add src 192,168,56,108 dst 192.168.56.102 \
b prooep sph DuBs4caund reqld 0 mode trang ort\
b Uth shat BrbBdde2alcstshed! c2bF23cefbeSadanscdadh |
) 00 265 ﬂxae!omlDb10(7L<897meab2283444c)4f9 Manfe109
usef(uwr VirtualBox:~§
(user user-VirtualBok:«§ sudo p xfrm state add src 192.168,56.102 dst
> proto esp spt Oxlcddrhss reqid 0 mode transport |
» Uth shat Oxe3dc00133ho4adf 20e52000dhbedachatsdcodct \
b enc aes Ox33eTccadtoeshas2rodicr fheaacaloTbbf31d1dad
u;v ruserVirtualox:«
userfuser-tualBo:»§
userfuser-VirtualBox:~S sudo 1p xfra policy add sre 192.168.56.101/32 dst 192,168.56,162/32 |
dirmtmplfrteﬂa@d 0.0.0.0\
> proto esp reaid § node transport
&
3

192.168.56.101 |

User user-VirtualBox:»
userfuser-VirtualBox:~S sudo ip kfrm po
o dir out tapl src 0.0,0.0 dst 0.0.0.0\
> proto esp reqid 0 node transport

0licy add sreadd2.168.56,102/32 dst 192,168, 56,101/32 \

Hinh 11. Thiét Idp IPSec bao mdt géi tin trén
IPV4 phia Client
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Hinh 9 13 minh hoa Géi tin dit liéu dwoc g tir client dén server hién thi trong ban tin
wireshark khong duoc ma hoa. Dé thiét 1ap IPSec hai dau server va client, can sir dung IP
framework cho truyén tai géi tin (xfrm). Xfrm duoc dung dé thuc thi cac bo giao thuc IPSec véi
state hoat dong trén co s& dir liéu Security Asociation (SAD), va policy hoat dong dua trén Co s&
dir liéu Security Policy (SPD).

Trén Hinh 10 va Hinh 11, ta nhan thiy ring nguoi dung truy cdp vao server, tuy nhién trén
attacker khong bat duoc thong tin username va password ctia ngudi dung nita. Goéi tin dir ligu
dugc guri tir client dén server hién thi trong ban tin wireshark. Cac goéi tin da dugc ma héa bang
giao thirc ESP, khong bi ké tan cong nghe 1én va an cap thong tin.

4. Két luan

Bai bao nghién ctru co ché biao mat goi tin trong mang thong tin di dong 4G/LTE. IPSec tro
thanh mot giai phap hiéu qua, nham bao mat cac goi tin dugc truyén trong hé thong mang thong
tin di dong 4G/LTE. IPSec la mét giao thie dugc chuan hoa bai IETF, 1a tap hop cac chuan mo
dé dam bao su can mat dir liéu, dam bao tinh toan ven dir liéu va chung thuc dit lidu giira cac
thiét bi mang.

Bai bao da gop phan giai quyet van dé bao mat trong mang thong tin di dong 4G/LTE. biéu
nay da mang lai nhiéu loi ich thiét thuc cho cudc séng, cho san xuat va cho khoa hoc. Trong
tuong lai, cdc tinh nang bao mat vuot troi cua IPSec nhu tao su tin cdy qua viéc mé hoa, xac nhan
s6 cac goi tin, tich hop cac thong tin chuyén giao va s€ loai ngay bt ki thong tin nao bi chinh sira
Chong c4C cudc tan cong quay tré lai. Hon thé nita, do cac gbi mi hoa cua IPSec ¢6 khudn dang
gidng nhu goi tin IP thong thuong, nén s& dé dang dugc dinh tuyén qua mang Internet ma khong
phai thay dbi cac thiét bi mang trung gian, qua d6 cho phép giam dang ké cac chi phi cho viéc
trién khai va quan tri. Hudng nghién ctiu tiép theo cua bai bao sé& tap trung vao cac giai phap tién
tién vé bao mat sir dung co ché IPSec khong chi & dudng lién két Backhauld ma con & phia luong
dir liéu quan 1y bén trong va ngoai mang thong tin di dong thé hé mai.
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