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Scrypt is a password-based key derivation function used in many
storage security applications. Scrypt is based on a memory-hard
structure that is resistant to brute force attacks using specialized
hardware. The security of the scrypt function depends mainly on
cryptographic algorithms that are part of the memory-hard structure
Salsa20/8 and SHA256. This article shows how to customize the scrypt
function with new cryptographic algorithms such as ChaCha20 and
SHA-3 to improve the security of the custom scrypt function, thereby
combining with the AES algorithm to apply for encryption and decrypt
stored data with reasonable time. The goal of the solution is to create a
more secure commented key derivation function in near-equivalent
performance, in acceptable time, to secure the stored data. The results
are proven based on the comparison of theoretical and experimental
basis in C/C++ programming language. The results of analysis and
experiment show that the solution is good to apply data storage security
in practice.
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Scrypt 1a ham dan xuat khoa dua trén mat khau dugc s dung trong
nhiéu wng dung bao mat dir liéu luu trit. Scrypt dwa trén ciu tric
memory-hard, c6 kha ning chéng lai tin cong vét can s dung phan
ctng chuyén dung. Su an toan cua ham scrypt phu thudc chi yéu vao
cac thut toan mat ma thanh phan bén trong cu tric memory-hard 1a
Salsa20/8 va SHA256. Bai viét nay trinh bay cach thirc tiiy bién ham
scrypt véi cac thuat toan mat ma moi nhu ChaCha20/8 va SHA-3 nham
nang cao d an toan cho ham scrypt tity bién, tir d6 két hop véi thuat
toan AES dé ung dung trong ma hoa, giai mi dit liéu luu trir voi thoi
gian hop 1y. Muc tiéu cta giai phap 1a tao ra ham dan xuat khéa duoc
nhan xét vé d6 an toan cao hon trong hiéu suat gin twong dwong, thoi
gian chap nhan dwoc dé bao mat dir liéu lwu trir. Cac két qua duoc
ching minh duya trén viéc so sanh co s& 1y thuyét va thuc nghiém bing
ngdn ngit lap trinh C/C++. Cac két qua phan tich va thuc nghiém cho
thay giai phap 1a tot dé ap dung bao mat luu trix dit liéu trén thuc té.
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1. Gigi thigu

Bao vé dir liéu luu trir 1a mot nhitng van dé quan trong trong dam bao an toan thong tin va gidi
phap hiéu qua dé bao vé dir liéu trong trudng hop nay chinh 1a st dung mat ma dé ma hoéa di liéu
Iuu trir. Dé thuan tién cho ngudi dung va dam bao su an toan, cic ham dan xuat khoa duoc sir
dung dé din xuat khéa mat ma, sir dung dé ma hoa, giai ma, tir cac gia tri mat khau co entropy
thap, do ‘ngudi dung tu dat. Yéu cau dit ra d6i véi cac ham dan xuét khoa 1a phai manh dé Chéng
lai cac tan cong [1], [2] dé tim ra kh6a mat ma duoc sir dung dé ma hoa, giai ma. Mot s6 ham dan
xuit khoa phd bién hién nay c6 thé ké dén 1a scrypt [1] — [3], PBKDF2 [4], Berypt...

Scrypt duoc gidi thiéu boi Colin Percivak vao nam 2009 [2] va chuan hoa nam 2016 [1]. Pay
14 ham dan xuét khoa dua trén mat khau méi nhat va dugc danh gia c6 do an toan cao hon so véi
céc ham dan xuit khoa cong bd trude dé6 nhu PBKDF2 [4] hodc Berypt. Scrypt dugc st dung pho
bién dé sinh khoa mat ma trong cac (ng dung bao mat hién nay. Tuy nhién, cac thanh phan mat
mi duoc sir dung trong cau triic cua scrypt 1a Salsa20/8, SHA256 [1] — [3] déu di c6 nhitng phién
ban méi la ChaCha20 [5] - [10] va SHA-3 [11], [12] dugc chirng minh 1a an toan hon. Do do, tuy
bién bing cach thay thé cac thanh phan mat ma bén trong scrypt, cu thé 1a thay thé Salsa20 va
SHA256 thanh ChaCha20 va SHA-3 1a kha thi va co thé nang cao do an toan cho ham scrypt, khi
d6, ham scrypt tiy bién duoc sir dung trong bao mat dir lidu Iuu trit véi thuat todn ma hoa khoa
dbi xung AES (Advanced Encryption Standard) s& lam tang d¢ an toan cho dit liéu dugc luu trir.

Xuit phat tir y tudng trén, bai viét nay ching t6i dé xut cach thirc tiry bién ham scrypt va tng
dung ham scrypt tity bién trong bao mat dir liéu luu trit voi ma khéi AES ché @6 xich khéi ma
(Cipher Block Chaining - CBC). Muc tiéu cua giai phap nay nham lam tang do an toan cho dir
liéu luu trix trong khi van dat dwoc hiéu suét tdt, kha thi voi cac tham sé scrypt duoc khuyén céo
vao nam 2017 [13]. Cac muc tiéu duoc thuc hién dua trén viéc so sanh, phan tich cac két qua da
dugc cong bd va thyc nghiém bang ngdn ngit 1ap trinh C/C++.

Bai viét dugc bd cuc thanh muc chinh: sau phan 1 gi6i thiéu, phan 2 mé ta kién trac ham
scrypt, phan 3 trinh bay cach thirc tiiy bién nang cao do an toan ham scrypt, phan 4 dé xuat thuc
nghiémung dung ham scrypt tiy bién trong bao mat dit liéu luu trit, cudi cung 1a phan két luan va
tai liéu tham khao duoc tham chiéu trong bai viét.

2. Kién tric ham scrypt

Ham scrypt sir dung cac tham sb sau [1] — [3]:

- P: mot mat khau dugc ngudi dung lua chon.

- Salt: mot chudi ky tu, thuong dwoc tao duy nhat va gia ngu nhién, giup chong lai tn cong
bang cau vong 1én ham bam.

- 72 tham s6 kich thudc khéi, ¢6 tac dung tinh chinh kich thudc va hiéu suat doc bo nho tuan
ty, thuong su dung 1a 8.

- N: tham sb chi phi cua CPU/b6 nhé, 14 liiy thira cua 2, 16n hon 1 va nho hon 2/ (128 * r/8).

- p: tham sé song song, 1a mot s6 nguyén duong thoa min p < ((2°32 — 1) * hLen)/
MFLen.

- dkLen: chiéu dai dau ra duy kién bang byte cua khoa dan xuit, 1a mot s6 nguyén duwong thoa
man dkLen < (2732 — 1) x hlLen.

- hLen: d6 dai byte ctia ham bam trong ham PBKDF?2 (1a 32 ddi véi SHA256)

- MFLen: d¢ dai byte cia dau ra ham BlockMix, dugc xac dinh 1a r * 128 trong RFC7914.

Ham scrypt dugc thiét ké véi md hinh ham memory-hard tuan tw nhim chdng lai tin cong vét
can sir dung phan cimg song song [2]. Trong hinh 1, ham scryptROMix dong vai tro 1a ham
memory-hard tuan ty va s& duge mé ta chi tiét & phan 2.1 cua muc nay. Ham scrypt 1a su két hop
ciia ham memory-hard tuan tu véi ham gia ngau nhién dwoc lra chon la PBKDF2 — HMAC —
SHA256, s& duoc trinh bay phan 2.3 cia phan nay. Thuit toan scrypt c6 dau vao [1], [2] 1a cac
tham sb: P, S, N, r, p, dkLen; dau ra cua thuat toan 1a khoa dan xuat, c6 do dai dkLen byte.
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Hinh 1 mé ta so @ khdi Kién tric ham dan xuat khoa dua trén mat khau scrypt.

P,S,N,r,p,dkLen

[By...By_1] < PBKDF2— HMAC — SHA256(P,S,1,p x 128 + 1)

0 b | B; « scryptROMix(r, B;, N)
i++

DK « PBKDF2 — HMAC — SHA256(P, [By ... B,_1], 1, dkLen)

Hinh 1. So d6 kién triic ham dan xudt khéa scrypt

Thuat toan PBKDF2 duoc sir dung dé tao ra p khéi co do dai MFLen tix P, S dwoc cung cap va
s6 1an lap 1a 1. Cac khéi nay duogc tron mot cach doc 1ap bang cach st dung ham memory-hard
tuan tu scryptROMix. Pau ra cudi cung duoc tao ra bang cach ap dung PBKDF2 va sir dung cac
khéi dau ra ciia ham scryptROMix 1am salt va s6 1an lap 1a 1.

Céc tham s6 N, va p c¢6 thé diéu chinh theo dung lugng bd nhé va ning lyc tinh toan cua bo
Vi xir 1y ctia méay tinh ngudi dung. Theo khuyén nghi véi gid trir = 8vap = 1 s& dem lai kha
ning xtr 1y tot, nhung véi su ting dung luong bd nhé va kha ning tinh toan song song hoa cua
CPU céc may tinh ngiy nay thi viéc ting cac gi tri 7 va p & cho hiéu suét tét hon [2].

2.1. scryptROMix

Ham memory-hard tuan tu trong scrypt duoc sir dung goi la scryptROMix. Ham nay tinh toan
mot luong Ién cac gia tri ngau nhién va sau d6 chung dugc luu trir mot cach ngau nhién trong
RAM. Diéu nay gitp chdng lai cic tin cong vét can bang cac mach phan ciing song song.

X<B
i=0;k=0

5 Vi< X
@—‘ X « scryptBlockMix(X)

s i++

1
b J « integerify(X)mod N
@ ——{ X « scryptBlockMix(X xorV})

S k++

Hinh 2. So d6 ham memory-hard tudn tu scryptROMix

Thuat toan scryptROMix trong scrypt dugc mé ta nhu sau:

Pau vao:

- B — Byte vector dau vao co do dai 128 * r byte.

- N — Tham s6 chi phi CPU/Memory, 14 lity thira cua 2, 16n hon 1 va nho hon 22(128 * r/8).
Dau ra: B’ — Byte vector dau ra co do dai 128 * r byte.
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Qua trinh thye thi dugc mo ta bing so do thuat toan hinh 2.

Thuat toan scryptBlockMix dugc sir dung trong thuat toan scryptROMix dong vai tro nhu mot
ham bam ma c6 cac thudc tinh dap tmg yéu cau dé ham ROMix trd thanh ham memory-hard tuan
tu. Thuat toan scryptBlockMix dugce miéu ta ¢ phan 2.2 ciia muc nay.

2.2. scryptBlockMix

Thuat toan scryptBlockMix ciia scrypt 1a thuat toan BlockMix ctia ham Memory-Hard tuan ty
v6i ham bam H 1a ham Salsa20/8 Core [1].

Pau vio: Byl|Bll. - -[1Bar-1— chudi byte dau vao (kich thudc 128 * r byte), duoc coi 1a 2 * r
khéi 64-byte. Voi mdi thanh phan cia B 1a mot khdi 64-byte.

bau ra: B'o||B'1ll---IIB 21

Chudi dau vao B dugc chia 1a 2r khéi 64 byte. Sau do6, thuc hién vong 1ap 2r lan str dung ham
Salsa20/8 Core, dong vai trd nhu mot ham bam. Két qua dau ra dwoc sap xép theo thir tu cac khbi
chén dén cac khéi Ié. Qua trinh thuc thi BlockMix dwoc miéu ta ¢ hinh 3.

Length(B) ! = CELL(dkLen/hLen)
" T8 r =dkLen - (I-1)*hLen
P=1
[By ...Byr 1] < B :
X < BZT—I
i=0

B' =Y,||¥] ...
Yar—a|Y1]Ys]]
) oy

Uy « HMAC — SHA256(P, S||INT(i))
U, — HMAC — SHA256(P, U,)

X « Salsa20/8(X xor B;) U, < HMAC — SHA256(P, U._;)
Ve X Ty < Uy Uy M U
i++ [++

Hinh 3. So do thudt todn ham scryptBlockMix ~ Hinh 4. So d6 thudt todn PBKDF2-HMAC-SHA256

2.3. PBKDF2-HMAC-SHA256

Trong scrypt, ham PBKDF2 dugc s dung véi ham HMAC-SHA256 [1]-[4]. Khi d6 thuét
toan cia ham PBKDF2 dugc md ta nhu sau [4]:

Déu vao:

- P — Mat khau, mot chudi byte.

- § — Salt, mot chudi byte.

- ¢ — S6 1an l3p, mot s6 nguyén.

- dkLen — d6 dai byte ctia khoa dan xuat, mot s6 nguyén I6n nhit 1a (2432 — 1) * hLen.

Dau ra:

DK — khoa dan xuat, mot chudi dkLen — byte.

Thuat toan s& tinh toan | s6 khdi co do dai hLen byte va r 1a sb byte trong khdi cudi cing (cha
¥ CELL(x) 1a ham “ceiling” két qua tra vé 1a gia tri nho nhét 16n hon hoic bang x). Sau d6, phép
lap | vong dugc thyc hién véi ham gia ngau nhién 1a HMAC — SHA256. Cubi cing, ghép cac
khéi va khoa din xut 1a dkLen byte dau tién. Qua trinh thyc thi thuat toan duoc thé hién trong
hinh 4.

3. Ty bién ham scrypt ning cao dd an toan
3.1. Cdch thirc tity bién ham scrypt

Theo kién tric ham scrypt da duoc trinh bay trong phan 2, cac thuat todn mat mi sur dung 1a
ma dong Salsa20/8 Core, trong ham ROMix, va HMAC-SHA256 trong ham PBKDF2. Do ham
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scrypt duoc thiét ké véi mé hinh ham memory-hard tuan ty dé chéng lai tan cong vét can su dung
phan ctmg song song nén hai thudt toan mat ma nay dong vai tro quan trong quyét dinh sy an
toan cua scrypt trude cac tAn cong phan tich ma pho bién nhu tin cong tuyén tinh, luong sai va
tuyén tinh két hop luong sai [1]-[4]. Hién nay, phién ban méi cua thuat toan ma dong Salsa va
ham bam SHA-256 tuong tng 1a ChaCha [5] va SHA-3 [11] di dugc cong bd véi do an toan tot
hon rat nhiéu (chung t6i S& so sanh d¢ an toan giita Salsa va ChaCha, giira SHA-2 va SHA-3 &
phan danh gia do an toan ctia ham scrypt tily bién so Vi phién ban goc)

bé nang cao sy an toan cho scrypt, chung t6i da tién hanh tuy bién lai ham scrypt bang cach
thay thé ma dong Salsa bang ma dong ChaCha va thay thé ham bam SHA-256 bang SHA-3.

Length(B) ! = CELL(dkLen/hLen)

e —128 r =dklLen - (I-1)*hLen
i=1
[By ...Byr_1] < B

X & By s
i=0
)
B' = Ypl|IYal| . *

TN AT Uy « HMAC — SHA3(P, S||INT(i))
Zrﬁy 173 U, « HMAC — SHA3(P, U,)
e 2r-1 .

return
DK =Ty||Ty|
I |T£<0‘,r—1>

X « ChaCha20/8(X xor B;) U, « HMAC — SHA3(P, U;_q)

Y < X Tp e Up® Uy N Ug
i+ + P++
(a) So do thudt todn BlockMix véi ChaCha20/8 (b) So @6 thudt toan PBKDF2 véi ham SHA3

Hinh 5. Cdch tiry bién ham BlockMix va FBKDF?2 ciia scrypt

ChaCha 1a ma dong dugc phat trién tir Salsa boi cung nha mat ma hoc Daniel Bernstein.
ChaCha20 hoat dong vai 32-bit dau vao, 256-bit khoa va bo dém 32-bit va tao ra mot chudi cac
khéi khoa 512-bit. Diém khac nhau giita bién thé ChaCha20 va Salsa20 1a & viéc thiét ké sip xép
bang trang thai va 4 phép Quarter-Round [5], [6], [9], [10]. Diéu nay lam ting do khuéch tan trén
mdi vong cua ChaCha trong khi van dat duoc hiéu suét trong duong Salsa [5], [6], [9], [10].

Tuong tu Salsa20/8, ChaCha20/8 1a phién ban thuat toan ChaCha20 vai viéc giam so vong lap tir
20 vong xubng 8 vong. Viéc thay thé Salsa20/8 bing Chacha20/8 trong khéi BlockMix duoc thuc
hién d& dang theo hinh 5a boi vi hai thuat toan c6 chung ciu tric va kich thudc dau vao va dau ra.

Ham SHA-256 duoc sir dung trong ham HMAC-SHA256 dé lam ham gia ngau nhién trong
ham dan xuat khoa PBKDF2. Tién hanh thay thé SHA-256 thanh SHA-3 trong ham dan xuat
khoa PBKDEF2 theo hinh 5b.

3.2. Ddnh gid ham scrypt tity bién
3.2.1. Phan tich sw an toan ham scrypt tity bién

Do an toan cua ham scrypt dugc chirng minh an toan duéi goc nhin ctia mé hinh memory-hard
tuan tu, phu thudc chinh vao ham Salsa20/8 trong BlockMix, va SHA256 trong ham BPKDEF2-
HMAC-SHA256. Do d6, qua trinh dénh gia sy an toan ham scrypt da tily bién véi phién ban ban
dau chinh 1a di phan tich sy an toan giita hai phién ban ma dong Salsa20/Chacha20 va hai phién
ban ham bam SHA-2/SHA-3.

- So sanh sy an toan gitta ChaCha20 va Salsa20

Bang 1 so sanh sy an toan giita Salsa20 va ChaCha20 theo céac tan cong luong sai [5] — [9].
Tir bang 1, 6 phuc tap vé thoi gian va luong dit liéu ding dé tin cong luogng sai 1én ChaCha20 1a
cao hon so véi Salsa20. Diu d6 c6 thé thay duge ChaCha20 14 an toan hon so véi Salsa20.
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Bang 1. Két qud tan cong heong sai 1én Salsa20 va ChaCha20 [9]

Ag oo s S Vong/ D§ phiic tap

Thuit todn  Loai tan cong D) dai lg(h()a Thoi gian Dir li¢u

71256 27151 2126

Tén cong lugng sai ciia Aumasson 8/256 27251 2731

Salsa20 7/128 27111 2721

Tén cong mo rong tan cong luong sai cua 71256 2"148 2r24

Aumasson : 8/256 27250 2127

7/128 27109 2719

6/256 27139 2730

Tén cong lugng sai ciia Aumasson 7/256 2/\248 2127

6/128 27107 2730

chachazo Tén cong mé rong tin cong lwong sai cua 6/256 2"136 2"28

Aumasson : 71256 21246.5 2127

6/128 27105 2728

Ngoai ra, ddi v6i mot sé tin cong phd bién khac ddi voi Chacha20 nhu bang 2 thi hau hét 1a
khong kha thi hoic khong tim thay [9]. Pdi voi Salsa20 thi chua co cong bd nao lién quan cac tan
cong nay. Cac phan tich nay khang dinh ring ChaCha20 14 an toan hon so véi Salsa20.

Bang 2. Pdnh gid cdc tan cong 1én md dong ChaCha20 [9]

Thuét toan Tén cong Panh gia
Tham luong sai Khong tim dugc
Tham tuyén tinh Khong tim dugc
Tén cong phan biét Khong tim thiy
Phan tich udc lugng va dinh doat Khoéng tim thay
Tén cong danh doi thoi gian bo nha dit liéu Khong kha thi

ChaCha20  Téin cong dai s6 Khoéng tim thdy
Tén cong qua trinh khoi tao Khoéng tim thdy
Phén tich nang luong vi sai Khong kha thi
Phan tich nang lugng don Khong kha thi
Tan cong Cache Timing Khoéng tim thdy
Phan tich tiém 15i Khong kha thi

- So sanh sw an toan cua SHA-3 va SHA-2
Ham bam SHA-2 sir dung kién tric Merkle-Damgard trong thiét ké, trong khi d6 SHA-3 sir
dung Kién triic Sponge vé6i phép hoan vi Keccak. Kién triic Sponge ctia SHA-3 dem lai d6 an toan
cao hon so voi SHA-2 [11], [12], cu thé mé ta trong bang 3.
Bang 3. Cic tham sé an toan cho SHA-2 va SHA-3

Thuét toan Kich An toan khing An toan khang tin cong mé
thuée diu tAn cong va rong do dai (bit)
ra cham (bit)
SHA-224 224 112 32
SHA-256 256 128 0
SHA-384 384 192 128 (< 384)
SHAZ  spasi2 512 256 0
SHA-512/224 224 112 288
SHA-512/256 256 128 256
SHA3-224 224 112 448
SHA3-256 256 128 512
SHA-3 SHA3-384 384 192 768
SHA3-512 512 256 1024
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SHA-3 va SHA-2 c6 cing thong s6 dé chdng lai cac tin cong va cham nhung SHA-3 lai ¢
thong s6 cao hon khi xét dén tham s6 chéng lai tin cong mé rong do dai.

Ham dan xuét khoa scrypt duoc chimg minh 14 an toan, chong lai tin cong vét can, theo mo
hinh memory-hard tuan ty, mé hinh nay duoc ching minh an toan theo mé hinh tién chi ngau
nhién cho ham bam. Theo tai lieu RFC [1], do toan ham scrypt duoc gia dinh ring ham
BlockMix véi Salsa20/8 Core khong c6 bat ky “16i tat” nao dé cho phép thuc hién lap lai mot
cich dé& dang mo hinh tién tri ngdu nhién (diéu nay s& lam cho scrypt khong bi bat ky mot tin
cong nao manh hon cac thuit toan chung dé tinh ROMix). Tir cac két luan ¢ trén, ChaCha an toan
hon Salsa va SHA-3 an toan hon SHA-2 diy la luan diém ding dén dé khang dinh ring ham
scrypt tiry bién 14 an toan hon so véi phién ban gdc.

3.2.2. Pdnh gid vé hiéu sudt ham scrypt tity bién

Dé danh gia hiéu suat tiy bién, ching t6i s& lan luot thuc hién goi cac ham scrypt tuy bién
(trén cung thiét bi phan cing tai cung thoi diém) véi cac tham sé dugc lya chon lan luot nhu sau:

-Test-1: N = 4096,r = 8,p = 1 (b6 nhd 4Mb)

-Test-2: N = 16384,r = 8,p = 1 (b6 nhd 16Mb)

- Test-3: N = 1048576,r = 8,p = 1 (b6 nhé 1Gh)

Két qua duoc thé hién & Bang 4.

Bang 4. Bang so sanh hiéu sudt thuc thi gisa ham scrypt géc va ham scrypt tity bién

Thuat toan Test-1 (ticks) Test-2 (ticks) Test-3 (ticks)
scrypt[SHA-2-256,Salsa20/8] 10202 44483 3240613
scrypt[SHA-2-256,ChaCha20/8] 13162 65796 3706145
scrypt[SHA-3-256,Salsa20/8] 14261 52375 3519960
scrypt[SHA-3-256,ChaCha20/8] 14085 54166 3656830

Trong do: ticks 1a don vi do thoi gian bén trong h¢ théng Cua mdy tinh, twong (ng Voi téc do
xung nhip cua mdi loai CPU. MJi hé diéu hanh c¢6 cach dem céc ticks riéng dé cap nhat ngay, gio.
Tir bang thong ké, thay ring ham scrypt tily bién c6 toe do Xap xi téc do cua ham scrypt goc.

4. Ung dung ham scrypt tiy bién trong bao mat dir liéu hru tri

’Dé ng dung ham dan xuat khoa scrypt tuy bién va trong bao mat dit liéu luu trlt, ching toi gé
xuat giai phap sir dung ham scrypt tuly bien dé tao mot khoa dan xuat c6 do dai 384 bit, khoa dan
Xuat nay dugc tach thanh khoa ma hoa Key 256 bit va 128 bit vector khei tao IV cua thuat toan
ma hoéa AES-CBC dé tién ma hoa file dit li¢u rd. So do giai phap dugc thé hién nhu hinh 6a.

File rd File mi
* 3
Mit khu . Key | Mit khiu o o |Key )
Scrypt tly bién AES-CBC ——Filema Scrypt tly bién | AES-CBC ——Filerd
Salt ” v Salt " I\
@) (b)

Hinh 6. So do gidi phdp 1ing dung scrypt trong bao mdt diz liéu heu triv

Qua trinh giai mi 1a tuong tu, viéc sinh khoa giai ma (256 bit) va IV (128 bit) tir ham din xuat
khoa dwa trén mat khiu bang ham scrypt tity bién véi cac cach thic twong tu nhu & qua trinh ma
hoa. Qua trinh giai ma dugc thé hién nhu hinh 6b.

Qua trinh cai dat giai phap duoc thuc hién bang ngdn ngir C, C++ véi bd cong cu lap trinh Qt,
trén hé didu hanh Windows. Thuét toan scrypt tuy bién duoc su dung 1a cac thuit toan mat ma
tiy bién 1a SHA-3-256 va ChaCha20/8. Thuat toan AES-CBC duoc sir dung bang cach goi dén
thu vién OpenSSL. Qua trinh cai dat chuwong trinh ma hoa, giai ma véi scypt tily bién va AES-

http://jst.tnu.edu.vn 92 Email: jst@tnu.edu.vn



TNU Journal of Science and Technology 228(02): 86 - 93

CBC thanh cong, cac tham sé duoc lya chon cho ham din xuét khoa scrypt tuy bién 1a:
N = 1048576,r = 8,p = 1 [13]. Qua trinh mi hoda, giai ma cac file dit liéu luvu trit trén hé
diéu hanh Windows 10 véi nén tang phan cimg 1a chip Intel® Core i3-4160 3.6GHz, Ram 16GB.
Hiéu ning qué trinh ma hoa/giai ma dugc dua ra trong bang 5 (dua trén s liéu trung binh cong
10 lan thyc nghiém ma hoa/giai ma tap tin) nhu sau:

Bang 5. Thoi gian thuc hién ma héa va giai ma div liéu lew trit bang gidi phdp da dwoc dé xudt

Dung lwgng tép tin Ma hoa (gidy) Gidi ma (gidy)
1kB 2,05 2,05
im 2,05 2,05
5m 2,1 2,1
10m 2,2 2,21
100m 3,61 3,68

Cac két qua thuc nghiém trong bang 5 cho thiy, giai phap dé xuat 1a pht hop dé mi hoa, giai
ma cac dit liéu luu triy, dac biét 1a cic tai 1liéu, van ban dién ta luu trir.
5. Két luan

Bai viét nay di dé xuat cach thuc tuy bién ham scrypt b@“mg cach thay thé Salsa20/8 thanh
ChaCha20/8, SHA256 thanh SHA-3. C6 nhiéu bang ching dé tin rang, cach tiry bién nay lam cho
ham scrypt tity bién an toan hon so voi ham serypt goc trude cac tin cong 1én cac thanh phan mat
mi. Chung toi ciing da dé xuat mot giai phap tng dung ham scrypt tiy bién dé luu trit di liéu,
V6i giai phap dé xuat duogc cai dat trén ngdn ngit C++, cho thay rang, hiéu xuit thyuc thi ma hoa,
giai ma 1a nhanh, pht hop dé cé thé sir dung trong thuc té. Trong bai viét ndy, ching t6i chi tap
trung vao qua trinh tiy bién va phan tich sy an toan dya trén cac tan cong 1én cac thanh phan mat
ma ma chua phén tich cac tham so dugc su dung, didu nay chua danh gia day da dwoc sy an toan
ctia ham scrypt tity bién khi thay ddi cac tham s6 va chua tdi wu duoc thoi glan thuc thi. Pay sé la
huéng ma chung ti s& nghién ctu trong thoi gian t6i dé co thé ti wu ham dan xuat khoa scrypt
tiy bién ca vé& mat thoi gian va do an toan can thiét.
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