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1. Giéi thiéu

Hé théng phat hién xam nhap dua trén sy bat thuong (anomaly-based intrusion detection
systems) 1a hé thong giiip ngudi dung co thé ngan chan sém cac tac hai voi hé thdng mang cua to
chtrc. DA c6 nhiéu nghién ciru vé phuong phap tot nhat cho hé thong Intrusion Detection Systems
(IDS), trong d6 phuong phap hoc sau (Deep Learning) 1a mét trong nhiing phuong phap dugc
danh gia cao [1], [2]. Deep Learning giup ngudi ding co thé phat hién cc bat thuong mang véi
hiéu qua phat hién ngay cang duoc nang cao hon so v6i Machine Learning [ [3], [4]. Céc cong bd
lién quan t6i nghién ctru nay gan day déu xoay quanh mdt s thuat toan bao gom Autoencoder,
DNN, CNN, RNN/LSTM 4p dung vao bai toan phat hién xdm nhép bét thuong trong mang [5], [6].
Cac nghién ctru nay sur dung mot sO k¥ thuat khac nhau (Mang DNN véi 3 16p 4n; Mang Auto-
Encoder bat dbi ximg st dung cho hoc khong giam sat; Mang RNN va so sanh véi cac thuat toan
hoc may;...) vai bo dir liéu khac nhau (NSL-KDD; KDD’99 NSL-KDD; CICIDS2017;...) trén cac
dang tan cong mang ciing khac nhau (DoS, R2L, U2R, Probe; Malicious file (shell code); Port
Scan;...) nham cai thién hodc nang cao két qua phat hién sy xAm nhap bat thuong som trong mang
mot cach hidu qua [7], [8]. C6 thé thdy cac mé hinh sir dung thuat toan RNN va bién thé cua n6 nhu
LSTM déu cho hiéu qua cao trong viéc xay dung hé thong IDS Anomaly-based [9], [10]. Vi vay
trong nghién ctru ndy s& danh gia hiéu qua cia mé hinh RNN truyén théng cung voi 2 bién thé
thuong gip cta nd 14 LSTM va GRU cho bai toan phat hién bat thudng mang.

2. Co sé nghién ciru va thuc hién
2.1. B¢ dir liéu CICIDS2017 va CSE-CICIDS2018

Mot trong nhiing thanh phan quan trong nhat cau thanh nén hé thong IDS chinh 13 hé co s tri
thire. DPé x4y dung nén hé co s tri thie, ngudi ding can huin luyén trude h¢ théng voi mot b
dir liéu phan anh ca hoat dong mang binh thuong va bét thuong. Tuy nhién van de gap phai trong
sudt nhitng nim gan day do 1a s6 b dir lieu t6t con han che cho két qua chi tdt trén tap huan
luyén chir khong tot trén thuc té. Khi quy md ciia cac cude tAn cong ngdy cang md rong, ¢6 nhiéu
dang tin cong méi xudt hién, nhiing hé thdng IDS xdy dung dua trén cac bd dir liéu cii nhu
DARPA98, KDD’99, ISC2012, DEFCON.,... ngay cang t0 ra kém hiéu qua. Chinh vi thé, nhu cau
x@y dung mot b dir liéu t6t cho hé thong IDS ludn 1a nhu ciu ma cac nha nghién ctru va phat
trién mong mudn. Ca hai bd dir liéu CICIDS2017 va CSE- CICIDS2018 déu duoc xay dung dya
trén cong cu CICFlowMeter — mot cong cu cho phép trich xuét, thong ké cac dic trung mang tir
file luu lugng mang (feature extraction). Ting mau dit liéu trong tdp déu dwoc gin nhan day du,
véi hon 80 dac trung mang dugc théng ké. Bo dir liéu duoc luu dudi dang file “.csv” va dugc
chia sé cong khai.

2.2. Vai tro ciia mét sé thudt todn hoc mdy

Qua co sé 1y thuyét vé cac kién triic Deep Learning dé c6, c6 thé thdy mdi kién trac déu c6 uu
va nhuogc diém riéng nhu [3] — [5]:

- Vi Neural Network (ANN): Uu diém: mang ANN c6 thé giai quyét cac bai toan phirc tap,
hay noi cach khac 1a tim ra moi twong quan giira input va output, thong qua viéc hoc cac trong so
(weight) va st dung activation function. Nhugce diém: Ma tran trong s6 cua ANN c¢6 kich thude
16n do cau trac Fully-connected. Ngoai ra mang ANN gap van dé Vanishing gradient/exploding
gradient khi s6 16p hidden layer 16n.

- Véi RNN: Uu diém: mdi unit trong mang RNN khong chi tiép nhan thong tin tir input né
nhan duoc, ma con tiép nhan thong tin tir unit phia truéc né. Nho vay output ciia mang RNN
mang do lién két thong tin hon so véi mang ANN. Ngoai ra, s6 luong tham s can hoc 14 it hon.
Nhuoc diém: mang RNN gip van dé vanishing gradient/exploding gradient khi s6 lwong unit 16n.

- Véi LSTM: Uu diém: do c6 kién tric trong tw nhu mang RNN nén LSTM c6 cac uu diém
gidng nhu RNN, dong thoi khic phuc duge hién tugng Vanishing gradient/Exploding gradient do
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sir dung trang thai té bao (Cell state). Nhuoc dlem cau triic mdi unit trong mang LSTM phirc tap
hon vi sir dung cac cong (gate). S6 lwong cong & mdi unit 16n nén viée training ton nhidu thoi
gian hon.

- Vi GRU: Uu dlem tuong ty nhu mang LSTM, tuy nhién sé lugng cong it hon nén ting toc
do training, trong khi van gitt dugc cac tinh chat cia mang RNN. Nhuoc diém: viéc quan ly
thong tin dén unit cua mang GRU khong chat ché bing mang LSTM do st dung it cong hon.

Mic du ly thuyét vé& cac mang Deep Learning cho ngudi dung thiy dugc wu nhuge diém cua
chung, tuy nhién nguoi dung can ap dung thuc té véi bo dir lidu dé xuat CICIDS2017 va CSE-
CICIDS2018 dé c6 thé kiém chimg hiéu qua hoat dong ctia mdi thuat toan. C6 thé thuat toan nay
hoat dong tét trén mot bo dit lidu, nhung v6i bo dir liéu khac thuat toan nay khong con hiéu qua
nira. Khong chi vy, nguoi dung can hiéu chinh cac tham s6 md hinh sao cho mé hinh dat higu
qua t6t nhat.

3. Trién khai va danh gia mé hinh

Trong nghién ctru nay sé& tap trung xay dung mot hé thong phat hién l‘aétqthuc‘mg mang dya trén
cac thuat toan Deep Learning 1a RNN, LSTM va GRU [6] — [9]. So do6 tong quan cta hé thong
nhu trong hinh 1.

Dataset

CICID5201
CSE-CICIDSZ2D1E
Preprocessing Data

i i
! | Desp Learninz Modal

| |
|
i
| ]

Hinh 1. M6 hinh tong quan hé thong

Hai bd dir liéu CICIDS2017 va CSE-CICIDS2018 s€ duoc tlen xur 1y dé co thé dap ung yéu
cau huan luyén, ciing nhu cai thién d6 chinh xac cua mé hinh vé sau. Day 1a bude hét sirc quan
trong, vi dit liéu cang c6 do chi tiét cao thi két qua mo hinh dem lai cang tdt. Sau d6 dix lidu s&
duogc tach thanh 3 tap Train, Test va Validation Data nguoi dung. Train Data nguoi dung 1a tép
di liéu st dung cho muyc dich huén luyén, chiém ti 18 80% so véi téng ca bd dir liéu. Test Data
nguoi dung 1a tap kiém thir két qua cia mo hinh, Validation Data nguoi dung 1a tap sir dung vao
muc dich giam sat qua trinh huin luyén. Hai tap Test va Validation chiém ti 1& 10%. Sau khi dit
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liéu da tach thanh 3 tap trén, ching dugc st dung dé huén luyén va danh gia cac mo hinh RNN,
LSTM va GRU.

3.1. Céu triic mé hinh Deep Learning sir dung

Céac mé hinh déu duoc xay dyng dya trén kién trac cua Neural Network [10]-[20]. Sau khi bo
dir liéu CICIDS2017/CSE-CICIDS2018 dd duoc tién xur ly, chung dugc dua qua 16p Reshape,
sau d6 dén 16p SimpleRNN/LSTM/GRU va di dén cac 16p Dense hay tén goi khac 1a Fully-
connected layer. Ngoai ra & sau mdi 16p Dense 1a mot 16p Dropout Layer, thuc hién loai bo ngau
nhién ti 1& units & 16p trude d6. Cudi cung output cia cac md hinh 1a du doan miu luu luong
thudc 16p tin cong nao (tir 0 d&én 14). So dd cac mo hinh nhu trong hinh 2.

DATA DATA DATA
Reshape Layer
RNN Layer LSTM Layer GRU Layer
{128 units) {128 units) {128 unitsh
Dense Layer Dense Layer Dense Layer
{512 units) {512 units) {512 units}
ReLu activation FRelu activation

Dropout Layer Cropout Layer
0.2 rate) {0.2 rate)
Dense Layi
{54 units)

Cropout Layer
{0.2 rate)
Dense Layer
{64 units)

Relu activation
er

Dense Layer
{64 units)

l Relu activation l RelLu activation l Relu activation
Dropout Layer Dropout Layer Dropout Layer
{0.2 rate) {0.2 rate) {02 rate)
Dense Layer Dense Layer Dense Layer
{15 units) {15 units) {15 units)
softax activation saftrzx activation softmax activation

Prediction Prediction Prediction

Hinh 2. Cdc mé hinh RNN, LSTM va GRU

Ngudi ding can dua dit liéu gbe qua 16p Reshape Layer vi 16p RNN Layer/LSTM Layer/GRU
Layer yéu cau dir liéu phai co dang 3 chiéu [batch, timesteps, feature]. Trong do6: batch:
batch_size (sé mau dir liéu dua vao tai mot thoi diém); timesteps: s6 budc nhé cia mod hinh;
features: s6 dic trung cta dit lidu. Trudce khi qua Reshape Layer, ngudi dung quy dinh dir liéu s&
di vao theo tirng mau mot. Mdi mau dit liéu c6 70 dic trung, vi vay input_shape = (70). Vi vay &
Reshape Layer ngudi dung can dit liéu vin dam bao co shape twong duong véi input shape
(input_shape = timestep*features). Dé d& hinh dung, ngudi ding dat features = 70, timestep = 1.
Sau khi qua 16p Reshape Layer, output s& duoc truyén vao 16p RNN/LSTM/GRU Layer, 16p nay
¢6 chic niang phan tich cic dic trung cta dir liéu. Output cua 16p nay co6 dang 2 chiéu
(batch_size, units) voi units 1a s6 unit ¢6 trong 16p. O cac md hinh trén, output c6 dang (None,
128). Hai 16p Dense Layer tiép theo (512 units va 64 units) tiép tuc phan tich cac dic trung dir
liéu. Ngoai ra sau mdi Dense Layer c6 sir dung mot 16p Dropout Layer. Lép Dropout Layer thuc
hién loai bo ngau nhién k % sd unit & 16p Dense Layer phia trudc, muc dich ctia viéc loai bo nay
nham tranh hién tuong overfitting xay ra trong qué trinh huan luyén. Lop Dense Layer cudi cing
¢6 15 units, 6 nhiém vu bién d6i dau vao dang logits thanh softmax (dang xac su'ét). Vi output
dang softmax, ngudi ding c6 thé sir dung dé tinh ham Loss cross-entropy 4p dung cho bai toan
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phan loai (classification). Tong s6 tham sO 6 cac m6 hinh la: RNN: 125327 tham s0; LSTM:
201743 tham s6; GRU: 176655 tham s6. Cudi cung nguoi dung sir dung Keras, ap dung lan lugt
cac thuat toan voi cac ham toi uu, callback va tham so cua chung.

3.2. Danh gia mé hinh
3.2.1. Panh gia theo Accuracy

Nghién ciru sir dung cong cu Tensorboard dé giam sat cac mo hinh trong qua trinh huin luyén
chung. Hai dai luvong dugc giam sat 1a Accuracy (dd chinh xac) va Loss (murc d6 sai 1éch cua du
doan). Két qua huan luyén mé hinh trén bo dit liéu CICIDS2017 dugc thé hién nhu phin dudi
day. Po muot (Smoothing) cua cac biéu dd 1 0,6.

- Qua trinh huan luyén md hinh sir dung thuat todn RNN truyén thong cho két qua nhu biéu do
hinh 3 va hinh 4.

MBS hinh dat két qua tdt nhét tai epoch thtr 124 véi Accuracy 99,51% va Loss 1,37% trén tap
Validation. Nhur vy c6 thé thdy mo hinh LSTM tt hon so véi RNN. Thoi gian huan luyén mo
hinh 1a 21 phit 58 giay.

[ vame | smoothes | Ve | step [ time | powne | TR
Train(—) 003526 03521 5 2142003 13m37s
Train (==} 0.9302 05916 124 2142023 20m 37s. EpochLoss  Validation 0.03217 0.03182 5 214.2023 13m37s
=)
Validation 0.9913 05930 124 2142023 20m37s I
oy T i
L |t
008 :
0,987 |‘ '
'
0,886 - _- —
[ A s e s o NP sk o L
0985 li e I
~A LY==
0984 f = 005 \
0083 f/‘ _z \ N
N e ~
0983 + .00 -
0982 .
H'. 2| ~
0% i o004 N
0979 2 ~<
0978 [ ] }\ T Al
0977 | oo \_,\/\M B Bk e e
] M
0976 L e b~
04978 ] 0,08
I
L
¢ 10 W W & S 6 70 M0 W W00 10 120
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Hinh 3. Biéu do Accuracy — RNN — CICIDS2017 theo Hinh 4. Biéu dé Loss - RNN - CICIDS2017
so Step theo so Step

Nguoi dung nhan thdy mé hinh dat két qua tot nhét tai epoch thir 98, v6i Accuracy 98,63% va
Loss 3,1% trén tap Validation. Thoi gian huan huyén m6 hinh la 15 phat 35 giay. =~

- Qua trinh huan luyén mo hinh sir dung thuat todin LSTM cho két qua nhu bi€u d6 hinh 5 va
hinh 6.

I T I I N I I T N T
Train (—) 0.3801 09812 123 2142023 20m 35 Tran(=—]  0o413 7382 13 IV TR
Epoch Accuracy  Valdation 0.9816 03834 123 2142023 20m 355 Epoch Loss valldation ooue? omez? 123 2142023 2im ifs
= -4
aess |
0992 | ! 1 1 rﬂ
i -
099 Al | ooas 4
AN :
0,988 [ Sna g
M l o
0,986 =

Y i [ ool

o 20 a0 60 80 100 120 140 0 0 40 &0 80 100 120 140

Hinh 5. Biéu d6 Accuracy - LSTM — CICIDS2017 Hinh 6. Biéu d6 Loss — LSTM — CICIDS2017
theo so Step theo s6 Step

- Qué trinh huin luyén mé hinh str dung thuat toan GRU cho két qua nhu biéu do hinh 7 va
hinh 8.
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Hinh 7. Biéu d6 Accuracy — GRU — CICIDS2017 Hinh 8. Biéu do Loss — GRU — CICIDS2017
theo so Step theo so Step

M5 hinh dat két qua tot nhat tai epoch thtr 112 véi Accuracy 99,52% va Loss 1,46% trén tap
Validation. Thoi gian huan luyén mé hinh 1a 19 phat 48 gidy, nhanh hon so v&i md hinh LSTM.
Vi bd dir liéu CSE-CICIDS2018, qua trinh huén luyén duoc thé hién nhu biéu dd sau. Po muot
(Smoothing) cua céac biéu d6 14 0,8.

Trién khai huén luyén mé hinh trén b dit liéu CICIDS2018 dugc twong ti cic bude nhu véi
b dit lidu CICIDS2017, két qua cho thiy:

- Qua trinh hudn luyén mo hinh sir dung thuat todan RNN truyén thong: Nguoi ding nhan thay
mé hinh dat két qua tdt nhat tai epoch thir 142, véi Accuracy 93,8% va Loss 1,51% trén tap
Validation. Thoi gian hudn huyén mé hinh 1a 27 phat 59 gidy.

- Qua trinh huan luyén mé hinh sir dung thuat toan LSTM: M6 hinh dat két qua t6t nhét tai
epoch thir 87 v6i Accuracy 93,83% va Loss 1,5% trén tap Validation. Nhu vay cé thé thiy mo
hinh LSTM t4t hon so véi RNN. Thoi gian huin luyén mé hinh 1a 18 phut 52 gidy.

- Qua trinh huén luyén mé hinh sir dung thuét toAn GRU: M6 hinh dat két qua tot nhét tai
epoch thir 87 voi Accuracy 93,82% va Loss 1,51% trén tap Validation. Thoi gian huan luyén mo
hinh 1a 18 phut 6 gidy, nhanh hon so v6i m6 hinh LSTM.

Két qua danh gia do chinh x4c ctia cac mo hinh trén tap Test nhu trong Bang 1.

Bang 1. D¢ chinh xdc cua mo hinh trén tap Test

Data nguoi dung Model Accuracy Loss
RNN 0,9868 0,0316
CICIDS2017 LSTM 0,9953 0,0158
GRU 0,9955 0,0157
RNN 0,9385 0,1504
CSE-CICIDS2018 LSTM 0,9387 0,1504
GRU 0,9387 0,1505

Tir s6 liéu trong bang 1 c6 thé thdy: Véi bo dir liéu CICIDS2017, md hinh RNN cho d6 chinh
xac trén tap Test thap hon LSTM va GRU (~1%), dong thoi Loss cao hon (0,015). Véi bo dit lidu
CSE-CICIDS2018, md hinh RNN van cho do chinh x4c thdp hon tuy nhién khong dang ké
(0,02%). Thuét toan LSTM va GRU cho d6 chinh xac va Loss trén tip Test gan twong duong
nhau v&i ca hai bo dit liéu. Vi vay nguoi dung cin danh gia thém bang cac phuong phap khéac. Ca
hai b6 dir liéu CICIDS2017 va CSE-CICIDS2018 déu cho do chinh xéac cao hon. Cac thuat toan
hoc séu lién quan dén RNN nhin chung cho két qua khong tbt bang thuit toan hoc may KNN.
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3.2.2. Panh gia theo True/False Positive/Negative

Dé danh gia mo hinh theo True/False Positive/N egative, nguoi dung coi cac gia tri mang nhan
lanh tinh (BENIGN) dugc coi la gia tri Negative va tat ca cac gia tri con lai (gia tri mang nhan
tan cong) dugc coi la gia tri Positive. Két qua cac gia tri TPR, FPR, TNR, FNR vdi tirng md hinh
nhu trong Bang 2.

Bang 2. Gia tri TPR, FPR, TNR, FNR cua cac mé hinh

Data nguoi dung Model TPR FPR TNR FNR
RNN 0,979278 0,009542 0,990458 0,020722
CICIDS2017 LSTM 0,995527 0,002714 0,997286 0,004473
GRU 0,996041 0,002745 0,997255 0,003959
RNN 0,954895 0,007435 0,992564 0,045105
CSE-CICIDS2018 LSTM 0,954483 0,007307 0,992693 0,045517
GRU 0,955098 0,007791 0,992209 0,044902

Tir s6 liéu trong bang 2 ¢ thé thdy: Trén bo dir liéu CICIDS2017 mé hinh RNN ¢6 ti 1é FPR
cao hon so voi mé hinh LSTM va GRU (~7%). Diéu d6 c6 nghia 4 ti 1¢ canh bao nhdm ctia md
hinh RNN cao hon nhiéu. Pong thdi ti 16 FNR ciing 16n hon mé hinh LSTM va GRU (~2%),
nghia 1a ti 1¢ khong phat hién tin cong ctia mé hinh RNN 16n. M6 hinh GRU cho két qua tét hon
mo hinh LSTM khi ti 1¢ FNR thap hon (~0,5%). Vi b dit liéu CSE-CICIDS2018, ca ba mé hinh
déu cho két qua twong dwong nhau. Cé hai bo dir liéu CICIDS2017 va CSE-CICIDS2018 déu cho
ti 16 canh bao nham thap hon. Tir Accuracy va FPR trén ta c6 thé khang dinh hai bo dit lidu nay
dang tin cay hon bd dir licu NSL-KDD, ciing nhu cac b dir liéu cii.

3.2.3. Banh gid theo Precision/Recall/F1-Score
Két qua cac gia trj Precision, Recall, F1-Score v6i timg md hinh nhu trong Bang 3:

Bang 3. Gia tri Precision, Recall, F1-Score cua cac mé hinh

Data nguoi dung Model Precision Recall F1-Score
RNN 0,963426 0,979278 0,971287

CICIDS2017 LSTM 0,989489 0,995527 0,992499
GRU 0,989377 0,996041 0,992697

CSE- RNN 0,997143 0,954895 0,975561
CICIDS2018 LSTM 0,997191 0,954483 0,97537
GRU 0,997007 0,955098 0,975603

Tir s6 liéu trong bang 3 ta thdy: Véi bg dir liu CICIDS2017, md hinh RNN c6 cac két qua
Precision/Recall/F1-Score déu thip hon so véi LSTM va GRU. M hinh LSTM c6 Precision cao
hon GRU 0,01%, tuy nhién c6 Recall thap hon 0,05%. F1-Score cia md hinh LSTM thip hon
GRU, cho théy mo hinh GRU dat hiéu qua t6t nhét trong $6 3 mé hinh su dung. Vi bo dit liu
CSE-CICIDS2018, cac két qua Precision/Recall/F1-Score cta ca 3 mo hinh x4p xi bang nhau, tuy
nhién mé hinh dat F1-Score 16n nhit van 1a mé hinh GRU (97,56%). Gia tri Precision va Recall
clia cac thuat toan LSTM va GRU nhin chung khong kém hon nhiéu so voi thuit toan hoc may
KNN. Cung voi két luan vé Accuracy, ta c6 thé kh'fmg dinh cac thuat toan hoc sau LSTM va
GRU van t6 ra rat hidu qua trong bai toan phat hién bat thuong mang.

4. Két luan

Trong nghién cru ndy nhom tac gia da tién hanh phan tich, thuc nghiém va dién giai ¥ tudng
cling nhu muc dich va cach thac thyc hién. Két qua dat dugc bao g(‘Bm: Panh gia hai bd dir licu
CICIDS2017 va CSE-CICIDS2018 bang cac thuit toan Deep Learning nhu RNN, LSTM va GRU,
tir 6 cho ta thdy mic do tin cdy cia timg bd dit liéu trong viéc xay dung mo hinh phat hién bat
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thuong mang. Nhin chung céac thuat toan ap dung trén bg dir ligu CICIDS2017 cho ti 1¢ Accuracy
1én t61 98,96%, cao hon so véi b CSE-CICIDS2018 chi khoang 89-91%. Xay dung mo hinh danh
gia hiéu qua clia cac thuat toan Deep Learning gom RNN, LSTM va GRU. Cac mé hinh déu c6 cau
tric twong dong nhau, vi vy viéc danh gia s& dam bao tinh khach quan. Két qua cho thady mé hinh
GRU cho két qua t6t nhit (Accuracy trén bo CICIDS2017 1a 98,73% va trén bd CSE-CICIDS2018
14 91,76%, cung cac chi sb danh gia khac da théng ké). Két qua ciing 1a kénh thong tin hitu ich cho
nguoi ding khi trién khai cac giai phap c6 sir dung cac thuat toan hoc sdu dé nang cao hiéu qua
trong viéc phat hién som céc xdm nhap mang trai phép trong hé thong clia minh.
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