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Users often use mechanical locks to protect their assets, but they can
easily be bypassed through various tricks, and losing keys can also
cause a lot of inconveniences. With the development of technology,
electronic security locks have been created to solve the drawbacks of
traditional locks. This article proposes to build an electronic lock that
combines functions into one device, including a password input
keyboard, fingerprint sensor, and one-time password via SMS sent to
the owner's phone, to create a multi-layered security system that allows
users to open the door by combining fingerprint with OTP code or
entering multiple passwords with a 4x4 keypad. In addition, the lock
will also provide unauthorized intrusion warnings in case of violation
of administrative access rights or incorrect unlocking procedures. The
system's operation is verified through simulation on Proteus software.
The research results provide an effective security solution, improving
and bringing convenience to the community.
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Nguoi dung thuong sir dung khoa co khi dé bao vé tai san, nhung ching
dé bi pha thong qua cac thu thuat khac nhau, dong thoi, viéc that lac
khéa ciing giy ra nhiéu phién phuc. Vai sy phat trién cua cong nghé,
khoa dién tir bao mat da dwoc ra doi gitp giai quyét nhitng bét cap gap
phai & khoa truyén théng. Bai bao dé xuit xay dung mot khod dién tu
két hop cac chirc ning trong mot thiét bi gdm ban phim nhap mat khau,
cam bién van tay va mat khau dung mét lan qua tin nhan SMS giri dén
dién thoai chu s hiru, dé tao 1én hé théng bao mat da 16p, cho phép
ngudi ding mé cira két hop van tay voi ma OTP, hay nhap liéu da mat
khau véi ban phim 4x4. Bén canh d6, bo khoa ciing s& dua ra canh béo
xam nhap trai phép trong trudng hop vi pham quyén truy cap quan tri
hay sai thao tac, quy trinh mé khod ctra. Hoat dong hé thong dugc kiém
chimg théng qua mo phong trén phan mém Proteus. Két qua nghién ctu
cung cap mot giai phap an ninh hiéu qua, nang cao va mang lai sy tién
lgi cho cong dong.
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1. Gigi thigu

Trong thoi dai x3 hoi thong tin phét trién véi tbe do chong mit, bao mat dit liéu tro nén ngay
cang phuc tap va quan trong hon bao gio hét. Cac to chirc, doanh nghiép hay ca nhan déu muébn
bao vé tai san ciia minh khong bi mat mat hay xAm nhap tir bén ngoai. Hé thong khoa cira dién tir
la mot giai phap hién dai dugc su dung rong rai trong cac toa nha, van phong, can hg va cac khu
dan cu. Voi kha nang dam bao tinh an toan va bao mat cho nguoi su dung, n6 dang ngay cang
dugc wa chudng. Vi vay, viéc nghién ctru va phat trién cac khoa bao mat 1a mot nhu cau cap thiét.
Tuy nhién, cdc cong cu va phuong phap bao mét hién co6 dang phai ddi mat véi cac mdi de doa
ngdy cang phirc tap va tinh vi. Diéu nay dua ra van dé can nang cip cac khoa dién tir && dam bao
hiéu qua va tinh bao mat cao nhat.

Dé phat trién vé hé thong khod ctra dién tir tich hop cac cong nghé méi dam bao an ninh cao,
cac nha khoa hoc di tién hanh nghién ctru thiét ké, thir nghiém va dua ra nhidu céng trinh, c6 thé
ké dén nhu: Bai bao [1] cung cap mot hé thong cho phép chii nha c6 thé kiém soat cira ra vao
bang dién thoai thong minh dua trén cong nghé Bluetooth. Mot co so dit liéu duoc sir dung dé
luu trir thong tin ra vao. Tai liéu [2] dé xuat mot khoa thong minh c6 thé nhan cudc goi, xac minh
bo s6 ding ky dé ra lénh dong, mé cira, dong thoi canh béo trong truong hop truy cap trai phép.
Cac tac gia trong [3] dua ra trinh bay vé hé théng khoa cira thong minh ¢ thé dugc gidm sat va
diéu khién tir xa bang ung dung Android. Khi khach dén va bAm chudng, mot camera dugc kich
hoat dé thong bao cho chu nha va truyén tryc tiép hinh anh ngudi d6 t6i dién thoai qua Internet.
Chu nha c6 thé mo/dong cira tir xa bang mat khau trude d6 va truyén tin nhin am thanh cho
ngudi dén bang cach nhap vin ban tuong tng trén dién thoai théng minh. Hé thong duoc thiét ké
dé cung cap tinh ning truy c4p tir xa trén mot giao dién nguoi ding dd hoa tuong tac trén mot
méay chi dam may. Cong trinh [4] phat trién mot hé thong khoa cira sir dung cong nghé Quick
Response (QR) cho phép ghi nhat ky dir liéu theo ddi vao, ra tir may chi web. Nghién cttu [5] sir
dung cong nghé Internet of Things (IoT) va nhan dién khuon mit dé mé khoa ctra dira trén hinh
anh duoc luu trong co s& dir liéu. Mot email canh bao s& duoc guri cho chi nha trong truong hop
¢6 ké xam nhap. Mot hé théng dua trén RFID dugc thao luan trong [6] cung cap mét giai phap
khod bao mat cho cac ho gia dinh. Hé thong [7] cho phép khi chudng ctra reo, thong bao s& dugc
guri dén dién thoai, xac dinh ngudi ding trudc cira va quyét dinh cip quyén vao nha va mot ban
phim nhap mat khau dé ma cira tir bén ngoai. Bio céo [8] mo ta giai phap khoa cira thong minh
cho phép diéu khién dong, mé cira bang khau lénh théng qua Amazon Alexa,..

Tac gia nhan thiy cac khoa dién tir trén thi trudng hién nay, hay trong cac cong trinh nghién
ctru dugc khao sat s dung nhiéu ky thuat hién dai, phuong phap bao mat da dang, nhung da so
déu 1a bao mat don 16p dan dén kha ning bi xam nhap trai phép khi ké xau pha duoc 16p bao vé,
hoidc ¢ thé khong kip thoi phat hién ra va xtr 1y tinh hudng. Xuit phat tir yéu cau thuc tién, tac
gia dé xuat thiét k& mot hé théng khoa bao mat da 16p, két hop cac cac thiét bi phd bién nhu ban
phim nhap mat khau, van tay va ma OTP (One-Time Password) gui tin nhian van ban SMS t6i
dién thoai. Két qua nghién ciru hé thong khoa dién tir ¢ y nghla quan trong trong viéc néng cao
bao mat va tién ich cho nguoi str dung. Hé thdng khoa dién tir giup nguoi dung c6 thé kiém soat
an ninh hiéu qua, tranh dugc nhitng rai ro tir viéc sir dung khoa co truyén thong.

2. Phuwong phap nghién ciru
2.1. Thiét ké phan cieng cho hé thong khod bio mdt da 16p

Thiét bi bao mat da 16p dugc xay dung gdm cac khdi chinh sau:

- Khéi thu thap dit liéu vén tay: chuyén dit liéu van tay vé cho khéi xir 1y trung tam, khéi nay
¢6 mach nguyén 1y nhu Hinh 1(a), véi module cam bién van tay AS608 str dung giao thirc truyén
thong ndi tiép bat ddng bo UART dé giao tiép véi vi diéu khién.

- Khéi ma tran ban phim: dung dé nhap mat khau, s dién thoai va ma OTP, khéi ndy c6 mach
nguyén ly nhu Hinh 1(b), st dung keypad 4x4.
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- Khéi xir 1y trung tAm: ¢6 chirc ning xir 1y va gidi ma thong tin tir cac kh’éti nhu cam ’bié'n van
tay, module sim gui ma OTP va ma tran phim dé dieu khién khoi co cau chap hanh, khoi nay co
mach nguyén 1y nhu Hinh 1(c). Module Arduino Uno dugc chon dé thuc hién nhiém vu cua khoi.

5 Ul c2
e XTAL1L

_ljl 71 vee PCO (ADCOPCINTS) & |
oo | PC1 (ADCIPCINTS) o | 355F
o Avee PC3 (ADCIPCINTI0) = B
PC3 (ADC3/PCINTI1) - CXTL |1:cxD
RO 21| AREF  PC4(ADCHSDAPCINTLY) k308 T 16
8 F PCS (ADCS'SCLECINTIY) [aS 58 (r7) &
hp) 7 R1 Iow PC6 (PCINTI4/RESET) [0 212
5 Sor
e 1 R2 PD0 (PCINTI6RXD) 2 I
Sy ss > 6 R3 GND PDI (PCINT17/TXD) -
> SS 3 5 FD2 GCNTISINTD o
PD3 (PCINTIS/OC2BINTI) b
4 C0 PD. 20XCKT0) [a2 0 =
7 4 Ci PDS (PCINT21/OCOBTI) |<zor
GND¢| z 3 PD§ (PCINT22/0COA/AINO) [<rfs-
N2 C2 PDT7 (PCINT23/AINI) <= R4
<
\(L 2 C3 PBO (PCINTO.CLKOICPI) [kt XS swi Ak
i 1 PBI (OCIAPCINTI) [als o S0 o RST
PB2 (SSOCIBPCINTY) faxpe—p7— =% ot
75 PB3 (MOSIOC2APCINT3) |l 5 L
. PB4 (MISOPCINTY) a5—py GND
A PB5 (SCKPCINTS) AT i
G‘\'D~|”—E GND  PBS (PCINT6XTALITOSCI) <9y —viar
2] GND  PB7 (PCINT7XTAL2TOSC) AL

ATmega328-PU

(@) () ) (©
Hinh 1. So do mach nguyén Iy: (a) Khoi thu thap dit lieu van tay,
(b) Khoi ma trdn ban phim; (c) Khoi it Iy trung tam

- Khéi module sim giri ma OTP: duoc sir dung dé giri ma OTP vé dién thoai, khdi nay cé
mach nguyén 1y nhu Hinh 2(a). Module sim 800L sir dung giao thirc UART dé giao tiép voi
MCU. Chan TX va RX cua module sim s& duoc két ndi véi cac chan twong tng trén MCU dé
truyén va nhan dir liéu gitta hai thiét bj.

- Khéi hién thi LCD: chiu trach nhiém hién thi thong tin trén man hinh LCD1602, khéi nay ¢
mach nguyén 1y nhu Hinh 2(b).

- Khéi co ciu Chz”ip hanh: nhan tin hiéu tir khdi xir 1y trung tdm dé thuc hién cac hanh dong
nhu déng mo cua, khoi nay c6 mach nguyén ly nhu Hinh 2(c) s dung module Relay 5VDC.

- Khdi cung cdp ngudn: chiu trach nhiém cung Cap ngudn cho toan bd hé thng, khbi nay co
mach nguyén 1y nhu Hinh 2(d). Ngudn cung cip la DC 5V-2A. Mach sir dung IC ngudn
LLM2576-ADJ & dau ra dé cap dién ap cho module sim.
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Hinh 2. So' d6 mach nguyén ly: (a) Khéi module sim gii ma OTP; (b) Khai hién thi LCD;
(¢) Khéi cor cau chdp hanh; (d) Khéi cung cap nguon
Yéu cau thiét ké cua hé thong khod dién tir bao mat da 16p nhu sau:
+ Cho phép quan tri vién cai dat lua chon dang ky, thém, stra, xoa van tay dé md khod va so
dién thoai dé nhan ma OTP.
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+ Bé co quyén quan tri vién thi cén c6 mat khau ding nhap (tir ban phim). Khi nhap mat khau
trong mdi lan sai qua 3 1an thi ctra van khod ddng thoi giri SMS dén cac s0 da dang ky canh bao
truy cép trai phep. Sau khi dang nhép co thé thay doi mat khau truy cap quyén quan ly.

+ Khod ctra s€ dugc mé néu thuc hi¢n timg bude xac thirc: van tay dung, tiép den nhap chinh
xac s dién thoai da dang ky va 4n ma OTP da giri V& s6 d6 dung nguoc lai cira van khoa dong
thoi guri SMS dén céc sé da ding ky canh béo truy cap trai phép.

+ Truong hop du phong khi van tay khong thé xac thuc (do tai nan, do cam bién van tay 15i,
do tay 4m wét, bui,...) hoic khong c6 mang theo dién thoai da ding ky c6 thé lya chon tinh ning
nhap mat khiu dé mé khod. Khi nhap mét khau trong mdi Ian sai qua 3 lan thi cira vAn khoa dong
thoi gui SMS dén cac s6 da dang ky canh bao truy cép trai phep. Vi quyén quan tri vién thi cac
mat khau ma cira nay ciing c6 thé thay doi.

+ Sau khi ctra mé sé tu dong khoa lai sau 1 khoang thoi gian cai dat boi quan tri vién.

2.2. Thiét ké phan mém cho hé théong khod bdo mat da I6p

Hé thng khoa bao mat da 16p duoc thiét ké theo thuat toan nhu sau:

- Budc 1: Ciu hinh tién xu Iy: Bét dau chuong trinh cin khai bao cac thu vién LCD 12C,
Keypad, Wire, Fingerprint sensor AS608, GSM, dinh nghia céc bién, cac dinh danh, tao cac két
néi gitra ngoai vi vai Arduino,...

- Budc 2: Khai bao cac ham chinh:

+ Ham dang ky, thém, stra, x04 van tay.

+ Ham thém, stra, x04 s6 dién thoai va Ham giri md OTP vé s6 da dang ky.

+ Ngoai ra con c6 cac Ham:

v' Ham truy cap quyén quan tri: Mat khau nay gdbm 2 16p bao vé, mdi mot 16p yéu cau
ma v&i 2 mat khau khac nhau, nhap ding 16p 1 méi cho nhéap tiép 16p 2.

v/ Ham thay d6i mat khau dang nhap quyen quan tri: Sau khi dang nhép thanh cong co
thé thay d6i mat khau truy cap quyén quan 1y, véi mdi 16p s& yéu cau nhap mat khau
ma&i va nhap lai, trung khdp mai cho xac nhan cap nhat ma.

v' Ham nhap mat khau d¢é mo cira: Mat khau nay gom 2 16p bao vé, méi mot 16p yéu cau
ma v&i 2 mat khau khac nhau, nhap ding 16p 1 méi cho nhap tiép 16p 2.

v/ Ham gii SMS canh bao (truy cap quyén quan tri, mé cira).

v' Ham doc van tay, ham doc gia tri tir ban phim, ham hién thi 1én LCD....

- Budc 3: Cai dit ban dau churong trinh chinh: LCD tat dé tiét kiém nang luong, cira khoa.

- Buoc 4:

+ Kiém tra dleu kién nhap liéu tir ban phim diy ky tu: *101#, néu dung; LCD sang, hién thi
thong bao yéu ciu queét van tay. Néu van tay khong dtng, thi hién thi yéu cau quét lai van tay,
néu quéa 3 1an ma van khong trung véi van tay di dang ky thi tit LCD, cira van khoa va giri SMS
canh bao truy cap trai phép. Néu van tay khép thi LCD hién thi nhap sb dién thoai, néu nhap
khong dung sb dugc dang ky qua 3 lan, thi tat LCD, ctra Vén khod va giri SMS canh bdo truy cap
trai phep. Néu nhap dung s6 thi h¢ thong s& gui ma OTP vé, nguoi dung nhap 4 s6 tr ma OTP
vao, néu nhap sai trén 3 14n thi tit LCD, ctra van khoa va giri SMS canh bao truy cap trai phép.
Néu dang thi cira mo, LCD hién thi thong tin chao mimg. Sau 10 gidy thi ty dong tat LCD va
khoa cura.

+ Xét diéu kién nhap truy cap quyén quan tri: Néu nhap mat khau I6p 1 dung thi man hinh
LCD hién thi thong bao yéu cau nhap khod 16p 2 dé vao cai dat hé thong Néu nhap sai qua 3 1an
thi tat LCD, ctra van khoa va giri SMS canh béo truy cap trai phep. Néu nhap mi dung thi cho
phép quan tri vién thyuc hién cac cong viéc theo yéu cau thiét ké.

+ Xét diéu kién mat khau dé mé ctra: Néu nhap mat khau I6p 1 ding thi man hinh LCD hién
thi théng bao yéu cau nhap khoa 16p 2 dé ma cira. Néu nhap sai qua 3 lan thi tat LCD, cira van
khoa va giri SMS canh béo truy cép trai phép. Néu mi dung thi ctra ma, LCD hién thi thong tin
chao mumng. Sau 10 gidy thi tw dong tit LCD va khoa cira.
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Néu cac diéu kién trong Budc 4 khong thoa man thi mac dinh LCD tit va ctra khoa.
3. Két qua mé phéng hé thong

Dé kiém chung lai hoat dong cua hé théng dam bao cac yéu cAu thiét ké dat ra va tuan theo
thuat toan dicu khién, tac gia tién hanh mé phong khoa bao mat da 16p trén phan mém Proteus.
Toan bg céc linh kién chinh dugc dua ra trong so d6 nguyén ly ¢ Hinh 3.
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Hinh 4. Hogt dong cua hé thong: (a) Yéu cau quét vin tay; (b) Yéu cau nhdp so dién thogi da dang ky, (c)

Yéu cdu dién ma OTP giri vé 56 dién thogi; (d) Yéu cau nhdp mat khau lop 1;
(e) Yéu cau nhap mdt khau 16p 2; (f) Canh bdo nhap sai; (9) Canh bdo truy cdp trdi phép;
(h) Théng tin vé Cira dioC M& khod thanh cong; (i) Thong bdo cira Sé duge khod lai sau 10 gidy
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Céc thong bao trén LCD vé yéu cau quét van tay, nhap ) dién thoai da ding ky, dién ma
OTP, nhap mat khau truy cap l6p 1, mat khau truy cap 16p 2, yéu cau nhap lai thong tin, canh bao
truy cép trai phép, hién thi thong tin vé cira dugc mo, thong bao vé tinh trang cira s& khoa lai sau
10 gidy, 1an luot dugc trinh bay ¢ Hinh 4 (a), Hinh 4 (b), Hinh 4 (c), Hinh 4 (d), Hinh 4 (e), Hinh
4 (f), Hinh 4 (g), Hinh 4 (h), Hinh 4 (i).

4. Két luan

Hé thong khod dién tir dugc tac gia thiét ké da s dung mot loat cac 16p bao mat dé dam bao
tinh an toan va bao mat cho ngudi sir dung. Viéc két hop cac phuong phap ma hoa tir ban phim,
mat khau dung 1 1an OTP va vén tay di tao ra mot hé thong khoa dién tu da 16p, nang cao dang
ké tinh bao mat va kha ning chéng lai cac hinh thuce tan cong khac nhau. Hé thong khoa dién tu
nay ciing duoc thiét ké dé dap g cac yéu cau nhap liéu nghiém ngat va truy cap can thiét dé bao
vé thong tin va tai san cua ngudi st dung. Ngoai ra, hé thong con cung cap canh bao trai phép,
gitip ngudi dung phat hién va ngin chin cac hanh vi khong hop Ié hodc nguy hiém dbi véi khu
vuc lap dat thiét bi. Két qua mé phong trén Proteus cho thay hoat dong cua khoa bao mat da 16p
thoa man yéu cau thiét ké dit ra va tuan theo thuat toan diéu khién.

Hé thdng c6 thé duoc nghién ciru va phat trién thém khi sir dung cac cong nghé sinh tric hoc
nhu méng mat, quét 3D khudén mat sir dung LiDAR,... Cac k¥ thuat nay két hop véi van tay vira
tang kha ning bao mat vira khién cho qua trinh mé kho4 dwoc nhanh chéng, tién loi.
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