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MOT LUQC PO BANG C

A cryptographic method known as Zero-Knowledge Proof, or ZKP for
short, was introduced to the public for the first time in the 1990s. ZKP
has been extensively implemented in practice over the past decade,
such as in blockchain technology and authentication systems, as well as
incorporated into other cryptographic algorithms. The majority of these
ZKP schemes are mathematically founded on finite fields. In this paper,
we propose a Schnorr-based ZKP scheme on Elliptic curves. This
approach has high security and better performance than the Schnorr-
based ZKP scheme on the finite field. Moreover, its security
enhancements are superior to those of other Schnorr-based ZKP
algorithms on the Elliptic curve. These results are argued on the basis
of the mathematical theory of published and experimental works in the
Python programming language. Therefore, it can be concluded that this
ZKP scheme has tremendous potential for implementation in client-side
authentication systems and in Blockchain technology.
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TU KHOA

Bang chimng khong 16 tri thirc
ZKP c6 tuong tac

ZKP khong tuong tac

Méat ma hoc

buong cong Elliptic

Zero-Knowledge Proof (ZKP) - bang chirng khong 16 tri thirc 1a mot
dang k¥ thuat mat ma dugc cong bd dau tién tir thap nién 90 cua thé ky
trude. Tuy nhién, trong vong 10 nam tré lai day thi ZKP mdi duoc ung
dung phé bién trong thuc t& nhu: cong nghé Blockchain, hé théng xac
thuc va két hop vao cac thudt toan mat ma khac. Céc luoc d6 ZKP dang
st dung nay thi da phin c6 co s& toan hoc trén truong hitu han c¢6 chi
phi trién khai 16n va téc @6 cham. Trong bai bao nay, ching t6i dé xuat
mot luge dd ZKP kiéu Schnorr véi co sé toan hoc dua trén dudng cong
Elliptic. Myc tiéu giai phap ZKP d& xuat trén Elliptic nay c6 d9 an toan
cao va hiéu nang tot hon so voi luge do6 ZKP Kkiéu Schnorr trén truong
hitu han, dong thdi c6 thém mot s cai tién tot hon vé mat bao mat so
V6i cac phién ZKP kiéu Schnorr da cong bd khac trén duong cong
Elliptic. Cac két qua nay duoc 1p luan dya trén phuong phap nghién
ctru co so 1y thuyét toan hoc cua cac cong trinh da cong bo va thuc
nghiém bing ngdn ngit 1ap trinh python. Qua do ket luan rang day la
lwoc dd ZKP rat ¢ tiém ning 4p dung vao thyc té trong cac hé théng
xac thyue va trong cong nghé Blockchain.
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1. Gigi thigu

ZKP 12 mét trong nhimg khai niém triru twong va ciing rat hap dan ciia mat ma hién dai. Thuat
ngir Zero Knowledge hay tri thirc khong 1an dau duoc cong bd boi nhom tac gia Shafi Goldwasser
va cac cong sy vao nam 1985 [1]. Hiéu don gian thi ZKP 1a co ché cho phép bén thir nhat chimng
minh minh biét mot thong tin bi mét véi bén thir hai va khong cho bén thir hai tim hiéu duogc bat ky
diéu gi vé thong tin bi mat nay. Vi c6 su twong tic clia hai bén lién lac cho nén luge do ZKP con
duogc goi 1a giao thirc ZKP. Tuy di dugc cong bd tir 1au nhung trong vong 10 ndm trd lai day thi
ZKP m¢i dugc ung dung phé bién trong thyc té, cu thé nhu: tmg dung trong cac hé thong xéac
thue/dinh danh, trong cong nghé Blockchain, tich hgp trong cac thuat toan méat ma...

Ung dung trong cac hé thong xac thuc va dinh danh: viéc sir dung ZKP trong cac hé thong xac
thyuc gitip nguoi dung ching minh thong tin dinh danh bi mat ca nhan vdi may chu va khong cho
may chu biét cy thé thong tin nay la gi [2] — [4]. Trén thuc té khi str dung mat khau nhu thong tin
bi mat dé xéac thuc thuong dé bi 16 do do dai ngén va tinh ngau nhién kém nén khi két hop voi
ZKP thi cac hé thong xac thuc c6 thé khic phuc dugc cac diém yéu nay.

Ung dung trong cong nghé Blockchain: ndi bat co thé ké dén cac dy an tién ma hoa nhu ZCash,
MINA, ZKSync, StarkWawe [5]. Viéc sir dung ZKP giup cac du an Blockchain nay dam bao tinh
riéng tu cua giao dich, kich thudc khdi nho va kha nang mé rong quy mé mang ludi tot hon.

Ung dung trong cac thuat toan mat ma khac nhu: giao thirc trao d6i khoa SRP, giao thic trao
d6i khéa JPAKE, giao thtrc trao ddi khoa DragonFly, luoc dd ky sb mu DSA, luogc dd ky s6 hau
luong tir Pinic [6], [7].

Céc lugce dd ZKP dang duoc sir dung trong cac tng dung thyc té hién nay co thé chia 3 nhom:
Nhom 1 dua trén co s& toan hoc 1a viée tinh toan duwa trén truong hitu han nhu: lugc do ZKP
Schnorr, Iuge d6 ZKP Fiat-Shamir [2], [3]. Nhém 2 dya trén mach phan cing nhu lugc dd ZKP
ZK-SNARK [8], lugc d6 ZKP ZK-STARK [9]. Nhom 3 duwa trén tinh toan trén duong cong
Elliptic nhu trong [10].

Bai bio nay tap trung vao cac luge do ZKP trén dudng cong Elliptic, cu thé cac luge do ZKP
kiéu Schnorr trén duong cong Elliptic. Muc tiéu cta bai bao 1a dé xuat mot luge dd ZKP kiéu
Schnorr trén dudng cong Elliptic ma c¢6 co ché xac thyc hai chiéu va chdng 15i cai dat trong bo
sinh s6 ngau nhién. Céc 13i nay da ton tai trong luoc d6 ZKP kiéu Schnorr trén trudng hiru han va
trong mot s6 luge d6 ZKP kiéu Shnorr trén dudng cong Elliptic trong [10]. Cac muc tiéu nay
dugc dua ra dwa trén hoat dong luge do dé xuat va viéc so sanh co so 1y thuyét cac cong trinh da
cong b trong [2], [10], [11]. Pdng thoi nhém tac gia con cai dat thuc nghiém lugc d6 ZKP dé
Xuit bang ngdn ngit l4p trinh python dé danh gia hiéu néng so voi lugce db trén trudng hitu han.

Bai bao nay duoc bd cuc theo 4 myc chinh: sau phan 1 gidi thiéu, phan 2 dua ra van dé va
phuong phéap nghién ctru chinh. Phan 3 trinh bay chi tiét vé hoat dong luoc dd ZKP kiéu Schnorr
trén duong cong Elliptic ma chung t6i dé xuat. Dong thoi trong phan nay chung t6i xem xét cac
tinh chét, van dé an toan, hi€u nang cua lugc dd ZKP dé xuat dya trén co so 1y thuyét toan hoc va
két qua trién khai thyc nghiém cia giai phap. Cudi cung 1a phan két luan va tai liéu tham khao
dugc tham chiéu trong bai béo.

2. Vén dé va phwong phap nghién ctru
2.1. Tong quan vé ZKP
2.1.1. Khai niém va tinh chat cuia ZKP

Trong [2] va [3], nhom téc gia dwa ra rang: ZKP 14 phuong phap ma mot bén P (bén ching minh
— Prover) c6 thé chimg minh véi bén con lai V (nguoi xac minh — Verifier) rang P biét mot gid tri x
t6n tai, ma khong can tiét 16 bat ky thong tin nao cho V vé gi tri x nay. ZKP duoc thuc hién boi su
tuong tic gitra hai bén lién lac nén c6 thé goi 1a giao thuc.
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ZKP c6 thé hoat dong duoc khi thoa man ba tinh chét 1a [2], [3]: Completeness, Soundness,
Zero-Knowledge.

Completeness (Tinh hoan thanh): Néu ménh d¢ 1a dung thi mot ngudi kiém tra trung thyc s& bi
thuyét phuc bai mot nguoi chirg minh trung thuc rang ménh dé dé 1a ding.

Soundness (Tinh hop 1y): Néu nguoi ching minh 1a khong trung thyc thi ho khong thé thuyét
phuc duoc ngudi kiém tra raing ménh dé dung bang cach dbi tra.

Zero-Knowledge (Tinh khong tiét 16 tri thic): Néu ménh dé 1a dang thi nguoi kiém tra chi biét
1a n6 diing va khong thé biét duge chinh xac ménh dé d6 1a gi.

2.1.2. Phdn loai ZKP

ZKP dugc phan loai thanh 2 dang chinh 1a: Interactive ZKP va Non-Interactive ZKP.

Interactive ZKP (ZKP co tuong tac): & dy trong qua trinh thuc hién ZKP thi can ¢6 sy tuong tac
cua ca hai phia Verifier va Prover.

Non-Interactive ZKP (ZKP khong twong tac): trong qué trinh thuc hién ZKP thi khong can sy
tuong tac phan hoi lai cho Prover tir phia Verifier.

2.2. Lugc dé Interactive ZKP Kiéu Schnorr trén truwong hizu hgn

Xem xét lugc do Interatctive ZKP kiéu Schnorr dura trén bai toan logarit roi rac trén truong hitu
han Z,, dya trén y tuéng tir lugc d6 ky sb Schnorr duoc trinh bay trong hinh 1 [2], [3]. Tham 56
Chung thuc hién ZKP gitra hai nguoi dung Peggy (bén ching minh) va Victor (bén xac minh) 1a s6
nguyén td 16n p, phan ta sinh g cua Zp, ¢6 bac nguyén t6 q.

ZKP
- S6 nguyén t6 p
- phan tir sinh g
- bac nguyén t6 q

GD 1 —

I e e T P
| |-Sinhx:2<x<p-1 IDr,y |- Luutrity v6idinh | |
| - Tinh y = g*mod p danh 1De |
_____,____________._____l
Gb2 _ _:
| i T |
| |[-Sinhv:2<v<p-1 IDp, t N.hinI_DP: - |
| - Tinh t=g*mod p ] -Sinhc:2<c<p-1 |
| - Tinh r = v-cx mod q r —Kiémtratzg’yc |
| Khéang dinh Peggy |
| bict x |

Hinh 1. Qud trinh kiém tra chit ky s6 Ed25519

Y nghia cua giao thirc ZKP la Peggy mudn chiing minh cho Victor rang minh biét V& gi4 tri
x trong truong Z,, Véi p la s6 nguyén to c6 phan tir sinh g va bac nguyén t6 1on nhét q. Cac budc
thuc hién cu thé nhu sau:

- Giai doan 1 — Bang ky:

+ Peggy sinh gia ngiu nhién gid trj x: 2 < x <p — 1 va tinh y = g* mod p. Roi giri y t6i
Victor cung voi dinh danh IDp ctia minh.

+ Victor s& luu trir gi4 tri y v6i dinh danh cua Peggy vao co so dit liéu dé phuc vu cho viée xac
minh trong giai doan 2. Chu ¥ giai doan 1 can thyc hién trén kénh an toan tranh viéc bén thu ba
chan bat dugc gia tri y va gia mao gia tri nay.

- Giai doan 2 — X4c minh:
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+ Peggy sinh gia tri v sa0 cho 2 < v < p — 1 va tinh t = g” mod p. Roi guii t t6i Victor cing
vai dinh danh IDp cua minh.

+ Victor nhan cac gia tri t va dinh danh IDp cua Peggy sé tim dugc gia tri y tuong g trong co
so dir li¢u da luu. Thyc hién sinh gia tri ¢ sao cho 2 < ¢ < p — 1 va gui tdi Peggy.

+ Tlep theo, Peggy tinh toan gia trir = (v — cx) mod p va gu’l toi Victor.

+ Cubi cung, Victor s& thuc hién so sanh gid tri ¢ v6i g"y theo phuong trinh dong du t =
g"y€ mod p. Néu hai gia tri ndy gidng nhau thi Victor s& khang dinh duoc rang Peggy biét x,
nguoc lai thi khong xac minh duoc Peggy co biét x hay khong.

2.2.1. Xem xét kiém tra cdc tinh chat cia luge do ZKP kiéu Schnorr trén truong hizu hgn

Completeness: Néu Victor va Peggy 1a hai bén khong bi gia mao thi lwoc db hoan thanh khi hai
gid tri t v g".y° 1a bang nhau. Phan tich cong thirc tinh gia tri: g7.y¢ = g¥"~*.y¢ =
g™, g*¢ = gV = t. Nhu vay, phuong trinh t = g"y€ 1a chinh x4c hay lugc d6 hoan thanh.

Soundness: Thay rang, Peggy khong thé bi gia mao vi phwong trinh t = g”y° dién ra khi va chi
khi Peggy biét gia tri x.

Zero-Knowledge: Trong giai doan 2 thi thdy rang Peggy khong cung cép gia tri x hoic p cho
bén Victor dé xdc minh rang Peggy biét x. Vi ke tan cong thi chi biét gia tri t, ¢, chan bat duoc
trén kénh truyén, suy ra dé tim gia tri x nay thi can phai giai bai toan logarit rdi rac trén trudng E,
dé tim v va day 1a mot bai toan khé khong thé giai trong thoi gian da thire khi d6 dai cua p 16n.

2.2.2. Céc diém yéu bao mdt ton tai cia heoe do

Luoc dd hinh 1 tdn tai hai van dé bao mat 1a: thiéu co ché xac thuc hai chiéu va b sinh sb gia
ngau nhién.

Thiéu co ché xéac thuc hai chiéu: Trong lugc d6 hinh 1 d& thay rang Peggy khong co co ché nao
dé xéac thuc duoc ¢6 chinh xéac 1a Victor da giri ¢ cho minh hay khong va chi co Victor xac thuc
dugc Peggy khi kiém tra phuong trinh ddng du t = g7y€. Nhu vdy, tir viéc thiéu co ché xac thuc
Victor c6 thé dan téi viéc ke tan cong gia mao Victor dé thyc thi luge do.

Viéc sinh gia tri x va v ngau nhién tai phia Peggy (mdy tram) c6 thé ton tai cira hau hoac chu ky
sinh s6 nho dan t6i ké tan cong tim duoc gid tri x va pha v& luge db. Vi du duoc dua ra trong [14],
[15] vé& ham sinh s6 gia ngAu nhién ton tai cira hau nhu sau:

- Trong [14] 12 ham getRandomNumber1 ludn tra vé gia tri 4.

int getRandomNumber1()
{

return 4;
}

- Trong [15] 1a ham getRandomNumber2 ludn tra vé mot s6 trong doan [1, 100], nhu vay ké tan
cong hoan toan co thé thir vét can gia tri x, v trong doan nay dé tim duoc gia tri y.
int getRandomNumber()

{

srand(time(NULL));
int res = 1+ rand() % 100;
return res;

}

2.3. Pé xudt lwgc do ZKP kiéu Schnorr trén dwong cong Elliptic

Trong [10], cAc tac gia da dua ra mot s6 luge dd ZKP kiéu Schnorr trén Elliptic va duoc chuan hoa
voi tai liéu RFC 8235 cua td chuc Internet Engineering Task Force. Chung t6i s& khong dua ra cu
thé hoat dong cua lwoc dd & day do do dai bai bao c6 han, tuy nhién chung t6i khing dinh ring
cac lugc @ trong [10] VAN ton tai hai diém yéu vé bao mat nhu luwoc d6 hinh 1 1a thiéu co ché xac
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thuc hai chiéu va 15i cai dat bo sinh sé gia ngau nhién. Trong bai bao nay, ching t6i dé xuat lugc
dd ZKP kiéu Schnorr dé khic phuc diém yéu bao mat ton tai nay voi cac bude thuc hién duoc md
ta theo hinh 2.

Y nghia ctia luoc d6 ZKP trong hinh 2 1a Peggy mudn ching minh cho Victor rang minh biét
V& gié tri bi mat x. Hoat dong cua lugce d6 dé xuat dugc mo ta nhu sau:

- Céc tham s mién thyc hién trong luoc do: Puong cong Elliptic dang Weierstrass c6 phuong
trinh dang y? = x® + ax + b trén truong F, véi p 1a s6 nguyén té (p > 3) va hai s6 nguyén a, b
théa man 4a® + 27b% # 0, dugc ky hiéu 1a E, (a, b). G 1a phan tu sinh cia duong cong E, (a, b)
véi bac n va H 1a mot ham bam mét ma an toan.

- Giai doan 1 — Pang ky:

+ Peggy c6 mot mat khau 1a MK, dinh danh IDp, tién hanh tinh gia tri x theo ham bam H 1a
x = H(MK||IDp) mod n va diém P = x.G. Roi giri toa do diém P téi Victor cing véi dinh
danh IDp ctia minh.

+ Victor s& luu trit diém P véi dinh danh ciia Peggy vao co sd dit liéu dé phuc vu cho viéc xac
minh trong giai doan 2. Chu ¥ giai doan 1 can thyc hién trén kénh an toan tranh viéc bén thir ba
tan cong chan bét dugc P va co thé gia mao duoc Victor trong giai doan 2.

THAM SO MIEN
- Duong cong Ep(a,b)
- Phén tir sinh G _Vi tor
Peggy _Bécn m
Gbh 1 i ;
F_____T_________________g' _____ |
| N
-Mat khau:MK IDe. P _ ~ Lo ae |
| |- x= HOVIK || 1D )mod n " e e Pvoidinh danh -y
: -P=x.G Kénh an toan |
. -~ _—_-———_ ____________—___/
Gb 2
R T |
| guri P1, 1Dp |
| - Tem thoi gian: t1 - Nhan Py, IDp
|l Sinh x1 = H(x || t) mod n - Sinh ¢ = H(IDv||P||P1) mod n |
| - Tinh P1 = x1.P c, IDv |
I
| | |
| : =
| [ Tinh e = HODV [P [P2) mod “Tinh Q= viP + C.P: |
| -Sosanhci==c¢ - Kiém tra: |
+ Sai thi huy phién lién lac P2==Q I
| 1+ Déng, tinh tiép: + Néu sai thi hiy. A
| |-v=H(| c) mod n vi, P2 + Dung: Khang dinh Peggy biét
I
| |-vi=v-x1.C gia tri x hay MK |
| -P2=v.P |
- - - - __ 4

Hinh 2. Lugc do ZKP kiéu Schnorr trén dwong cong Elliptic

- Giai doan 2 — Xac minh:

+ Peggy tinh gid tri x; = H(x||t;) mod n véi t;1a tem thoi gian thoi diém cén x4c minh va
diém P; = x;.G. Rdi gui yéu cau xac minh toi Victor chia toa do diém P; cung véi dinh danh
IDp ctia minh.
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+ Victor nhan diém P;va dinh danh IDp ciia Peggy s& tim duoc diém P tuong tng trong co s&
dir liéu da luu. Thyuc hién tinh gia tri c = H(IDy|| P ||P;)mod n va gui t&i Peggy cung véi dinh
danh cta minh.

+ Tiép theo, Peggy tinh toan gia tri tri c; = H(IDy|| P ||P;)mod n va so sanh véi gia tri ¢ da
nhan dugc tir Victor. Néu giéng nhau thi xac thuc dung Victor dang lién lac va guri thong tin dén,
nguoC lai thi huy phién lién lac. Truong hop gidng nhau, thyc hién tinh cac gid tri v =
H(x;|| c)mod n, v; = (v — cx) mod n va diém P, = v.P va gui hai gia tri 1a v; va diém P,
nguoc lai cho Victor.

+ Cudi cling, Victor s& thuc hién so sanh hai diém P, voi Q véi gia tri diém Q = v, P + cP;.
Néu hai gia tri nay giéng nhau thi Victor s& khang dinh dugc rang Peggy biét x, nguoc lai thi
khong xac minh dugc Peggy co biét x hay khong.

2.3.1. Xem xét kiém tra cdc tinh chat ciia lwoc dé ZKP dé xuat

Completeness: Néu Victor va Peggy 1a hai bén khong bi gia mao thi lugc dd hoan thanh khi
hai gia tri 2 diém P, va Q la gidng nhau. Phan tich cong thuc tinh: Q = v;P +cP, =
(v —cx;)P + c(x;P) = VP — cx; P + cx;P = vP = P,. Nhu vay, P, va Q 1a giébng nhau hay lugc
d6 ZKP nay hoan thanh.

Soundness: Théy rang, Peggy khong thé bj gia mao vi phuong trinh gia tri 2 diém P, va Q la
gidng nhau khi va chi khi Peggy biét gia trj x.

Zero-Knowledge: Trong giai doan 2 thi thay rang Peggy khong cung cap gia tri x hodc diém
P cho bén Victor dé xac minh rang Peggy biét x. Véi ké tan cong thi chi biét gia tri Py, c, vy, P,
chan bat duoc trén kénh truyén, suy ra dé tim gia tri x nay thi can phai glal bai toan logarit roi rac
trén truong Elliptic dé tim duoc x;, v va ddy 1a mot bai toan khé khong thé giai trong thoi gian da
thare khi do dai cua p 16n.

2.3.2. Nhitng wu diém cia lwge dé dé xuat

Luoc dd ZKP chung toi dé xuat c6 nhitng wu diém sau so véi luge do hinh 1 va cac Iuge do trong
[10]: d6 dai khoa nho va chi phi tinh toan thap, tinh xac thuc hai chidu, kha nang chong 13i cai dat.

Viéc str dung Elliptic gitip Su an toan cua lugc d6 ZKP dé xuat dugc dam bao boi bai toan
logarithm rdi rac trén dudng cong Elliptic gitip giam do dai cac tham sb mién so véi trén trudng hitu
han va van dam bao duoc do an toan tuong duong. Viéc giam do dai cac tham s6 mién gitip chi phi
tinh toan thap hon nhiéu so véi lugc dd ban dau.

Luoc dd ZKP d& xuat co tinh chit xac thuc hai chiéu (x4c thuc ca hai bén Peggy va Victor) trong
khi Iuge ¢ ZKP ban dau chi x4c thuc bén Peggy.

Luoc d6 ZKP d& xuét c6 kha ning chdng 16i cai dit lién quan b sinh s gia ngau nhién.

Chi tiét luan giai cho cac wu diém nay, chung t6i trinh bay trong phan 3 cta bai béo.

3. Két qua va ban luin

Luoc d6 ZKP d& xuat c6 wu diém vé van dé an toan va hiéu ning s& duoc chimg minh va thao luan
trong phan nay cua bai bao thong qua co s& 1y thuyét toan hoc va két qua thuc nghiém cta chiing toi.

3.1. Vin dé an todn ciia lwoc do ZKP dé xuit

Su an toan cua lugc dd ZKP dé xuét can xem xét cac van dé:

- Vén dé xac thuc hai chiéu trong ZKP: didu nay dan t6i kha ning khang tin cong gia mao
hoic xen gitra cia luge dd ZKP dé xuit.

- Van dé tin cong pha v& theo 1y thuyét toan hoc cua luge dd. Cu thé ké tin cong tién hanh
chan bat dwoc cac gia tri Py , P,, ¢, v, va tién hanh du doan cac gia tri x4 va diém P.

- Vén dé 15 héng bao mat trong bo sinh sé gia ngau nhién

- Van dé tin cong tiém 13i vao ham bam sinh tham sd x, ¢, v

- Van d khang tan cong luong tir
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- Van dé thiét 1ap kénh an toan trong giai doan ding ky cua luge d6 d& xuat
3.1.1. Vdn dé xdc thuc hai chiéu

Trong giai doan 1 — Dang ky ciia luge dd duoc thuc hién trén kénh an toan vi vy giai doan
nay khong xét dén van dé xac thuc.

Trong giai doan 2 — Xac minh: Peggy tién hanh xac thuc dwoc Victor thong qua viéc so sanh
hai gia tri ¢ va c;. Dya theo tinh chat an toan ham bim mat ma H duogc sir dung thi ¢ va c;bang
nhau khi va chi khi bén tinh gié tri ¢ biét chinh xac gia tri diém P hay chinh 1a Victor. Con Victor
s& tién hanh xé4c thuc duoc Peggy thong qua viéc so sanh hai diém P, va Q. Theo tinh chat
Completeness ciia ZKP dé xuat da néu thi P, va Q gidng nhau khi Peggy biét chinh xac gia tri
diém P da dang ky ban dau véi Victor.

3.1.2. Vdn dé tan céng lwoc do theo 1y thuyét todn hoc

Trong giai doan 2, ké tin cong tién hanh chin bét duoc cac gia tri Py P20 vy va tién hanh
dir doan cac gia tri x4 va diém P. Cu thé cac bai toan can glal dbi véi ké tan cong sé 1a:

- Biét duoc diém P; tién hanh tim cic gia tri x4 va diém P theo bai toan logarit roi rac trén
duong cong Elliptic véi hai bién chua biét 1a x, va P. Bai toan chi co thé giai dugc bang phuong
phap tan cong vét can hét cac gia tri x, va P, diéu nay hoan toan khong thé nao duoc thyc hlen
trong thoi gian da thic khi tham sb mién duong cong sir dung trong luge d6 ZKP du Ion hay sé
modulo p du I6n.

- Biét duoc gia tri cva v, tién hanh tim gia tri x, thong qua phuong trinh v = (v —
cxy) mod n. Bai toan nay ciing chi duoc giai khi thyc thi vét can hét cac gid tri c6 thé co cua v,
diéu nay ciing khong thé nao duoc thyc hién trong thoi gian da thirc khi lya chon tham s mién 1a
diém sinh G ¢6 bac n du lon.

- Biét duoc diém P, thyuc hién tim cac gia tri v va diém P. Viéc nay tuong tu nhu viéc ké tin
cong biét dugc diém P; tién hanh tim cac gia tri x4 va diém P. Tuc 1a bai toan ciing khong thé
thuc hién duoc trong thoi gian da thac khi tham sé mién duong cong st dung trong luge dd ZKP
du 16n hay sé modulo p du lon.

Nhu vay, luoc d6 ZKP d& xuit an toan khi chung ta lya chon tham sé mién 1a cac duong cong
Elliptic an toan. Chung t6i tham khao khuyén nghi theo hinh 3 dudi ddy cua Vién tiéu chuin
qudc gia Hoa Ky - NIST trong viéc lya chon kich thuéc tham sé cho cac thut toan mat ma co
ban tuong (ng thoi diém sir dung [12] dugc dwa ra nam 2020 (an toan trude cac cudc tin cong
phd bién giai bai toan logarit roi rac trén duong cong Elliptic [13]).

Tir s6 liéu khuyén nghi NIST thi viéc thuc thi luge dd ZKP dé xuét co thé lya chon duong
cong c6 do dai sé modulo p tir 256 bit tro 1én dé c6 mic bao mat sir dung tét cho toi nam 2030 va
lau hon nira. Mtc khuyén nghi nay dua ra c6 xem xét t6i sy phat trién cua tinh toan luong ti, cu
thé & véi dudng cong Elliptic ¢6 sé modulo dai 256 bit thi can bd nhé 2330 qubit voi méy tinh
luong tu [11].

Discrete

Security Symmetric Factoring Elliptic

Bl Strength Algorithms Modulus LEgzriianm Curve (RIS i) RESI D
Key Group
Legacy (* 80 2TDEA 1024 160 1024 160 SHA-1 @
- SHA-224
2019 - 2030 112 [TEDSE{IB%E;’ 2048 224 2048 224 SHA-512/224
s SHAZ-224
SHA-256
2012 2030 128 AES 128 3o7z 256 3072 256 SHA 512/256 wiamete
Y SHAS-256
SHA-224
2012 2020 192 AES-192 7680 as4 7680 384 ol SHA-512/224
v SHAZ-224
SHA-256
SHA-512/256
SHA-384
2019 - 2030 - - SHA-512 SHA-512
& beyond 256 AES 256 15360 512 15260 512 Ity e S

SHAZ-384
SHA3-512
KIMMACZ56

Hinh 3. Khuyén ngh; NIST vé dg an toan va thoi gian sit dung cdc thudt todn mdt ma co ban
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Tir bang khuyén nghi thi ching ta ciing thay rang lugc d6 ZKP d& xuat c¢6 thém mot s uu
diém so véi luge dd ZKP kiéu Schnorr trén trudng hitu han. Do 1a luge d6 ZKP dé xuét duya trén
duong cong Elliptic voi d6 an toan bang nhau nhung d6 dai sé nguyén t6 modulo nhé hon rat
nhiéu S0 Vo1 truong hitu han. Diéu nay giup viéc sinh khoa, dung lugng trao doi cua luge d6 ZKP
d8é xuét dugc tiét kiém chi phi dang ké so véi luge do ZKP trén trudng hitu han. Van dé sé rit c6
loi khi luge dd ZKP dé xuit duoc ap dung vao hé thdng xac thuc véi ca hang tridu ngudi dung.

3.1.3. Vidn dé 16 hong bao mdt trong bg sinh sé gid ngdu nhién

Trong lugc d6 ZKP kiéu Schnorr trén truong hitu han (hinh 1) va cac phién ban khac cua lugc
d6 nay trén duong cong Elliptic, cu thé trong [10], thi cac gia tri x, ¢, v déu dugc sinh gia ngau
nhién theo b tao s bang phan cang hoac phan mém.

Nhu trong muc 2.2.2. da trinh bay trong [14] va [15] ton tai cic cudc tan cong vao qué trinh
sinh cac s6 gia ngau nhién trén véi viée cai dat bo sinh s6 6 16 hong bao mat trén phan cing hay
phan mém. Piéu niy giy ra pha v& hoat dong luoc d6 boi tir viéc biét cac gia tri x, ¢, v thi ké tin
cong ludn tim dugc diém P.

Chung toi sir dung ham bam mat ma thay cho cac bé tao sb gia ngau nhién trong lwoc do dé
xuit, didu nay dwoc khing dinh 1a khic phuc dwoc viée cai dat bo tao sé gia ngau nhién c6 15
hong bao mat nhu cong b trong [16] trong luoc d6 ky sé EADSA cua tac gia Bernstein.

3.1.4. Van dé tan cong tiém 16i vao ham bam sinh tham so x, ¢, v

Khi str dung ham bam thay cho b sinh s6 gia ngau nhién thi ton tai cac tin cong tiém 16i vao qua
trinh hoat dong ham bam tr d6 du doan dugc dau ra hay céc gia tri x, c, v. VAn dé da duoc cong bd
trong cac cong trinh [17] 1én lugc do ky s6 EADSA va lugc do dé xuét clng s& bi anh huong.

Cung trong [17] dua ra giai phap phong chéng cho tan cong tiém 15i 14 sir dung thém mot dau
vao ngau nhién cho ham bam. Trong dé xuat cua ching t6i da sur dung tem thoi gian nhu mot dau
vao ngau nhién thém vao nay (cac gid tri v, ¢ sinh déu phu thudc vao thoi gian t), vi vy lugc do
dé xuat cua chung t6i co kha niang phong chdng duoc cac cudc tan cong tiém 16i vao ham bam.

Chu ¥ viéc cai dit luge d6 ma khong co trién khai hé thong tem thoi gian thi ¢6 thé iy thoi
gian thyc trén thiét bj dé thuc hién luoc do.

3.1.5. Vdn dé khang tin céng lwong tir

Céc thuat toan mat ma dya trén bai toan phén tich sb nguyén nhu RSA hay bai toan logarit roi
rac trén duong cong Elliptic (ECDLP — Elliptic Curve Discrete Logarithm Problem) déu bi anh
hudng boi tan cong lugng tur, cu thé 1a thuat toan Shor. Trong [11] dua ra sb lugng qubit téi thleu
giai bai toan phan tich s6 nguyén va logarit ri rac theo d6 an toan twong duong do dai tham sb
khéa hay s6 modulo nhu trong bang 1.

Bang 1. Sé qubit téi thiéu giai bai toan phdn tich sé nguyén va ECDLP

Do an toan S6 qubit can thiét giai bai toan phan tich sd  So6 qubit can thiét giai bai
nguyén trong thuit toin RSA hoic DSA toan ECDLP
112 4098 2042
128 6146 2330
192 15362 3484

Luoc d6 ZKP dé xuét dua trén bai toan ECDLP vi vy bi anh huéng béi tin cong Shor trén
may tinh luong tir, tuy nhién theo bang 1 thi khi Iya chon tham s6 cho lugc dd dé xuat c6 do an
toan tir 112 bit tro 1én thi yéu ciu méy tinh lugng tir hd trg tir 2000 qubit tré 1én. Tinh toi thoi
diém nay tirc nam 2023 thi diéu nay chwa kha thi va theo khuyén nghi cia NIST trong hinh 3 thi
khi lwa chon tham s6 cho luge dd ZKP dé xuit co do an toan tir 128 bit thi luoc d6 co thé st dung
dén 2030 hoc 1au hon nita.
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3.1.5. Vdn dé thiét ldp kénh an toan trong giai doan dang ky ciia hege do dé xuat

Mot nhuoc diém cua luge d6 dé xuét trong bai bao nay 1a giai doan ding ky can thiét lap mot
kénh truyén an toan dé truyén gia tri diém P t6i bén ching minh. Véi kénh an toan nay thi luoc
dd dé xuat s& can thém giai phap dé thiét lap kénh nay va dan t6i ton kém chi phi hon so véi luoc
d6 hinh 1 va lugc do cong bd trong [10].

Ly giai cho viéc thiét 1ap kénh truyén an toan trong luge dd dé Xuat: véi luge do hinh 1 khong
yéu cau kénh truyén an toan trong giai doan dang ky vi xuét phét tir muc tiéu lugc d6 1a Peggy
biét x va chi dua ra gia tri y dé bén Victor hoic bét ky bén nao khac cé thé xac minh duoc Peggy
biét x dya trén gia tri y ndy va cac gid tri lién quan khac nhu t, ¢, r. Nhung xét trén khia canh ung
dung lugc d6 nay trong mang may tinh, cu thé mé hinh mang Client-Server dang ap dung phé
bién hién nay thi Peggy chinh 1a nguoi dung phia Client va Victor 1a phia Server. Vay thi cac gia
tri x, y twong ung voi thong tin xac thuc cua ngudi ding Peggy can dugc ding ky boi mot Server
cu thé (6 day 1a Victor) dé phuc vu cho viéc dang nhap hoic sir dung dich mang trong hé théng.
Truong hop y ma duoc cong khai tic truyén qua kénh cong khai trong giai doan dang ky thi bén
Server phai cong bd cong khai gia tri nay la cua nguoi dung Peggy tirc la phai ¢ thém giai phap
Kiém tra cong bd nay. Thyc té hién nay viéc cong bd gia tri y c6 thé thyc hién glong Vai Vvigc
cong bd khoa cong khai nguoi ding thong qua chang thu sb, tuy nhién giai phap nay can thiét lap
hé thong PKI véi trung tim CA tin cdy diéu nay thuc sy tén kém va s& yéu cau thém chi phi duy
tri tir phia nguoi ding (gidng viéc nguodi ding mua ching thu sd). Vi vy, ching toi de XUat gitr
bi mét gia tri y nay (hay chinh 1a P trong lugc d6 hinh 2) khi ndy phia Server khong can co giai
phap cong bb va xac minh gia tri y. Van dé xac minh Peggy biét x ddi véi phia Server Victor la
dién ra binh thuong, con véi cac bén khac mudn xac minh thi chi can guri cac gia tri tham s6 lién
quan khac (nhu ¢, ¢, r trong luge dd hinh 1 hay P;, v, trong luoc dd hinh 2) toi phia Server Vitor
dé xac minh 1a dugc. Piéu nay hop 1y vi hoan toan gidng voi g|a1 phép Single Sign-On cua tap
doan Google khi cac may chu dich vu cua cac cong ty khac chap nhan cho dang nhap vai tai
khoan Gmail thi s€ yéu cau nguoi dung cung cip tai khoan/mét khau Gmail trén trang déng nhap
tai may chu dich vu va chuyén tiép vé cho bén may chi Google dé xac minh va chap thuan két
gua xac minh nay.

Nhu vay theo lap luan ¢ trén thay rang van dé thiét lap kénh an toan trong giai doan dang ky
gitip cho luge dd ZKP dé xuét s& hoat dong tdt cho md hinh mang Client/Server. Va giai phap dé
thiét lap kénh truyén nay hoan toan giéng vai viéc thiét 1ap kénh truyén an toan cho viéc ding ky
tai khoan/mat khau nguoi ding trén Server dang dién ra trong hé thong mang may tinh hién nay.
Tic 14 diéu nay hoan toan kha thi va khong hé tén kém bang viéc thiét 1ap hé théng PKI. Trén
thuc té cac giai phap cho van dé nay co thé thyc hién nhu sau:

- B4i véi mang riéng cua mot t6 chuc, doanh nghiép giai doan dang ky duoc thuc hién truc
tiép boi ngudi quan tri cung cdp cho mdi nhéan vién, can bo mot mat khau va thiét 1ap thém yéu
cau thay d6i mat khiu ¢ lan dang nhap dau tién.

- Poi v6i mang Internet ¢ thé thiét lap kénh truyén bao mat qua giao thic TLS hodc thong
qua hé théng Email c6 bao mat.

3.2. Vé higu ning lwge do ZKP dé xudt

Dé danh gia hidu nang giai phap dé xuat, ching toi thuc hién cai dat thyc nghiém so sanh lugc
dd dé xuit va lugc do ZKP kiéu Schnorr trén truong hitu han. Tham sé mién cua luge dd ZKP
trén truong hitu han st dung tham sé caa giao thirc Diffie-Hellman nhom 15 trong [18] véi p ¢6
d6 dai 3072 bit va g = 2, con tham s6 mién ZKP dé xuit sir dung 1a dudng cong chuan SECP 1a
secp256Kk1 vai p c6 do dai 256 bit. Cac tham s6 luge do ZKP hinh 1 va dé xuit dugc chon nhur
vay vi né dam bao hai luge dd c¢6 ciing do an toan muc 128 bit.
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Vi€c cai dét nay s dung ngdn ngit 1ap trinh Python v6i giao dién Console trén cung nén tang
phan ctng la Laptop HP ZBOOK 15 véi RAM 16GB, HBH Windows 11, 64 bit, Intel(R)
Core(TM) i7-4800 MQ CPU @ 3.00GHz. Cac két qua do thyc té dugc dua ra theo bang 2.

Bang 2. Bdng so sanh két qud thuc nghiém cua gidi phdp dé xudt va liroc do ZKP trén truong hitu han

Phién ban Thoi gian thye thi trung binh  S6 thong diép  Dung lugng trao doi
i (gidy) trao doi (max byte)
Lu?c do ;KP ?chnorr 3,62 4 1056
trén truong hitu han
Luoc d6 ZKP dé xuat 0,032 4 320

Dit liéu trén bang 2 cho thay thoi gian thyc thi lugc d6 ZKP dé xuat nhanh hon rat nhiéu lan
S0 V6i trén truong hitu han. Piéu nay duoc 1y giai do viée tinh toan trén duong cong Elliptic véi
cac tham s6 mién c6 do dai bit nho hon trén truong hitu han. Va diéu nay dan t6i luge do co thé
dugc trién khai tt cho cac thiét bi tai nguyén han ché (nhu duoc chi ra trong [10]). S6 thong diép
trao d6i luoc d6 dé xuét bang so véi phién ban ZKP trén truong hiru han, tuy nhién kich c& thong
diép nho hon nhiéu cho nén luge dd dé xuit tan dung bang théng mang tét hon.

4. Két luan

Bai béo dd dua ra dé xuat vé mot luoc 6 ZKP cé tuong tac kiéu Schnorr trén duong cong
Elliptic. Véi nhitng théng sé vé d6 an toan va hiéu ning da dugc ching minh trong bai bao thi
luogc d6 d& xuét co tiém nang va kha thi dé ap dung trong thuc té cac hé thdng xac thuc hoic
trong cong nghé Blockchain.
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