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1. Gigi thigu

Trén thé giéi hién c6 nhiéu dinh nghia vé mang dinh nghia mém (SDN) nhung theo t6 chic
ONF thi SDN la mot kiéu kién tric mang mai, ning dong, dé quan ly, chi phi hiéu qua, dé thich
nghi va rat phut hop vai nhu cau mang ngay cang tang hién nay. Kién triic nay phan tach chirc nang
diéu khién Mang va chtre nang van chuyén dir lidu, diéu nay cho phép viéc diéu khién mang co thé
lap trinh dugc dé dang va ha tang mang vat ly doc lap voi cac tmg dung va dich vu mang [1].

Ddi véi SDN, viéc diéu khién dugc tap trung tai 16p diéu khién, cac thiét bi mang chi c6
nhiém vu chuyén tiép géi tin. Diéu nay dan dén nhiéu thach thic an ninh, do d6, nhu cau bao vé
mang khoi cac cudc tin cong khac nhau tré nén vo cing quan trong. T4n cong tir chdi dich vu
phan tan (DDoS) trong SDN 1a cudc tin cong c6 anh huong téi toan bo cac 16p cua SDN, tan
cong nay khai thac bang thong va gidi han kha ning mo rong co so ha ting caa SDN [2]. Trudc
khi thuc hién giam thiéu tan cong, thi bude dau tién 13 phai phat hién duoc tin cong trén SDN.
Nhiéu nha nghién ctru di ¢ cac cong b lién quan dén viéc phét hién tin cong DDoS vao SDN
[3] — [6]. Trong [3], céc tac gia d& xuat dén phuong phap phat hién tan cong DDoS sir dung tap
Iénh python hoat dong tw dong dé phat hi¢n tan cong DDoS véi su hd trg cua Openflow. Tuy
nhién, phuong phdp nay doi hoi nguoi quan tri mang phai co hiéu biét sau sic vé& ngon ngir
python ciing nhu ve openflow cua SDN. Trong [4], tac gia da dé xuat mot phuong phéap phat hién
va ngan chin DDoS sém bang snort. Ho sir dung bd diéu khién Ryu SDN cho thir nghiém cua
minh nhung céc tic gia bi gigi han ¢ cac tham sb duoc st dung, cac cong cu dé kiém tra, sb
luong goi bi tran ngap trong mot loai tan cong DDoS 1a ICMP flood. Gan day, cong cu phat hién
DDoS duya trén entropy khac da duge d& xuat, nhung ho chi gi¢i han ¢ kiéu tan cong DDoS UDP
flood [5], [6]. Do do, tir cac cong trinh hién ¢6 li€n quan dén cong cu phat hién DDoS, c6 thé thay
rang cac cong cu hoac h¢ thong ¢6 sin déu bi han ché. Hon nita, cac phuong phap phat hién tan
cong déu dién ra ¢ 16p diéu khién cia SDN ma khong quan tdm dén tan cong va phat hién tan
cong DDoS & cac 16p khac ciia SDN.

Xuit phat tir thuc té trén, bai bao nay s& d& xuat giai phap phat hién tan cong DDoS ¢ 16p dix
liéu cia SDN bang cach sir dung cong cu hping 3 va snort [7]. Theo hiéu biét cua tac gia, day 1a
cong cu da dugc sir dung nhiéu trong mang truyen thdng nén cac nha quan tri mang khi van hanh
va str dung cong cu nay c6 thé dé dang cai dat, cAu hinh ma van dam bao duoc viéc phat hién tan
cong DDoS trong SDN [8]. Thuc nghiém cua bai bao dugc moé phong trén mininet vai Viéc sir
dung bo diéu khién opendaylight [9]. Ngoai ra, bai bao ciing tién hanh thuc hién nhiéu kiéu tin
cong DDoS véi cac loai khac nhau nhu: ICMP flood, TCP SYN Flood ma cac bai bao trudc do
chi thuc hién mot trong hai loai.

Bai viét dugc bd cuc theo 4 myc chinh: Sau phan 1 giéi thiéu, phan 2 trinh bay phuong phap
nghién cttu. Phan 3 tién hanh thuc hién mé phong trén co s& d6 dua ra két qua va thao luan. Cudi
cung 1a két luan va huéng phat trién.

2. Phuwong phap nghién ciru
2.1. Kién tritc ciia mgng SDN

Kién trac cuaa SDN bao gém: Lop tng dung (Application Layer), I6p diéu khién (Control
Layer) va I6p co sé ha tang/lop dir liéu (Infrastructure Layer/ data layer). Cac phan s& lién két véi
nhau thong qua giao thirc hodc cac API. Hinh 1 m6 ta Kién tric cia SDN mot cach don gian va
day du [1], [2].

Lop g dung (Applycation Layer)

La cac ung dung duoc trién khai trén mang, két ndi téi lop diéu khién thong qua cac API,
cung cap kha ning cho phép ung dung 18p trinh lai (Cau hinh lai) mang (diéu chinh cac tham s6
tré, bang thong, dinh tuyen .) thong qua I6p didu khién 1ap trinh gitip cho hé théng mang hoat
dong t6i wu theo mot yéu cau nhét dinh.
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Lép diéu khién (Control Layer)

La noi tap trung cac bo diéu khién (controller) thyc hién viéc diéu khién cau hinh mang theo
céc yéu cau tir 16p tng dung va kha ning cia mang. Cac bo diéu khién nay co thé 1a cac phan
mém dugc 1ap trinh.

Bo diéu khién 1a mot tmg dung quan 1y kiém soat ludng luu lugng trong méi truong mang. Bé
truyén thong diéu khién 16p co so ha tang, 16p diéu khién st dung cac co ché nhu Openflow,
ONOS, ForCES, PCEP, NETCONF, SNMP hoic thong qua cac co ché riéng biét. Hau hét cac bo
diéu khién cua SDN hién nay dya trén giao thic Openflow.

Lép co so ha tang/dir liéu (Infrastructure Layer/Data layer)

Lép dit liéu (co sé ha tang) cua hé théng mang, bao gém cac thiét bj mang thyc té (vat ly hay
40 hoa) thuc hién viéc chuyén tlep goi tin theo sy didu khién cua lop diéu khién. Mot thiét bi
mang c6 thé hoat dong theo su didu khién cua nhiéu bo diéu khién khac nhau, diéu nay giup ting
cuong kha nang ao hoa ctia mang.
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Hinh 1. Kién tric ciia SDN
2.2. Tdn céng DDoS vio mang SDN

Céc cudc tan cong DDoS tiém ning c6 thé dugc thyc hién trong ca 3 mat phang ctia SDN nhu mo
ta hinh 2.

Tdn céng DDoS vao 16p vmg dung: Co6 hai cach khac nhau dé trién khai cac cudc tin cong
DDoS vao I6p tng dung. Mat 1a cac cudc tan cong tap trung vao mot s6 ung dung ciia SDN; Hai
1a tan cong tap trung vao giao tiép giira bo diéu khién voi phan mém quan 1y (Northbound API)
ciia SDN [2]. Cac cudc tan cong DDoS & 16p wng dung dugc thiét ké dé tin cong cac (ng dung
cu thé, phd bién nhit 13 may chi web hoic cac dich vu nhu thoai SIP va BGP. Tan cong DDoS
vao 16p tng dung c6 thé anh huong dén tng dung khac khong phai 1a muc tiéu. Cac cudc tan
cong DDoS nhu vay thudng c6 cuong do tir thip dén trung binh vi ching phai tuan theo giao
thic ma ung dung dang st dung, thuong lién quan dén bit tay giao thuc va tudn tha giao
thic/ing dung. Diéu ndy c6 nghia 1a cac cudc tn cong DDoS nay chii yéu s& duoc thuc hién
bang cach st dung cac may khach thong minh riéng, thuong l1a cac thiét bi IoT va khong thé bi
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gia mao. Cac wng dung bi xAm nhap nhu vy giy ra van dé I6n d6i véi mang SDN. Co thé ké dén
cac loai tan cong nhu: Slow Read, Slowloriss, Slowpost...

Tdn céng DDoS vao 16p diéu khién: Lop diéu khién 1a trung tim ctia SDN va c6 thé coi 1a 16p
dé bi tAn cong nhat vi n6 két ndi toan bd an ninh trong SDN. Céc cudc tan cong vao 16p nay cb
gang lam cho cac ngudi ding hop phap khong thé truy cap dugc cac chic ning cta bo didu khién
bang cach lam can Kiét tai nguyén tinh toan hoac bo nhs. Ke tan cong co thé tao ra mot ludng luu
lugng mang khong 16 trong thoi gian ngan bang cach sir dung may chu luu trit ciia chinh ching
hoac bang cach kiém soat cac may chil zombie phan tan khac [3]-[6].

Tan cong DDoS vao 16p dir ligu: Mt phang dir liéu khong cho phép bt ky tng dung xau nao
c6 thé cai dat, thay ddi hoac diéu chinh cac quy tac luong, khi tan «cong DDoS dugc khai dong thi
céc bo dinh tuyén bi tin cong. Trong cudc tin cong DDoS, mot sb lugng lén cac goi tin dugc guri
dén cac nhom may chi trong mang. Phan I6n switch (bd chuyén mach) khong thé phat hién ra tan
cong, va goi tin duoc gui dén bo diéu khién. Ca goi tin hop phap va goi tin gia mao DDoS két
hop véi nhau c6 thé 1am can kiét tai nguyén cua bo diéu khién. Nhu vay, tan cong DDoS vao 16p
dit liéu ciing gian tiép lam bo diéu khién bi anh huang [2].

Cac irng dung SDN
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Hinh 2. Tdn ¢éng DDoS vao mang SDN
2.3. Gidi phdp phdt hi¢n tin cong DDoS ¢ |6p diF liéu

Trong céc giai phap phat hién tin cong DDoS trudc va gan day déu tap trung tan cong DDoS
va phat hién tan cong DDoS & lép diéu khién cua SDN [3] - [6]. Vi cac giai phap phat hién
trude ddy hau nhu déu dua vao dic diém cua giao thuc OpenFlow trong SDN, dé thuc hién phat
hién tan cong hoac sir dung thuat toan phat hién tan cong DDoS. Diéu nay, dan dén kho khin
trong viéc quan 1y va van hanh hé théng SDN. Gan déy, ciing c6 giai phap st dung snort dé phat
hién tin cong DDoS nhung trong bai bao nay snort lai duoc tich hop & 16p diéu khién cua mang
SDN dé canh bao géi tin ICMP flooding. Hon nita, trong bai bao nay sir dung b diéu khién RYU
dé tao SDN [4].

L6p div liéu Mininet L6p diéu khién

_____________ —_—— —

Controller SDN
Opendaylight

\/Switch

A 4

Snort IDS

Virtual machine 1 Virtual machine 2

Hinh 3. M6 hinh gidi phdp phat hién sir dung snort
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Bai bao nay nhom tac gia trinh bay ¥ tudng tan cong DDoS & 16p dit liéu cia SDN voi thanh
phan tham gia sir dung bo didu khién Opendaylight [9]. Bac biét, dé thuc hién phat hién tin cong
DDoS & 16p dit liéu, nhém tac gia tich hop snort & mat phang dir liéu ciia SDN hinh 3. Diéu nay,
gitip snort c¢6 thé giam sat va dua ra cac canh bao vé cac goi tin TCP SYN flooding va ICMP
flooding nho cac luat da thiét lap trong snort.

3. Két qua va thao luan
3.1. M6 phong thuc nghiém
3.1.1. M6 hinh thuc nghiém

Dé xiy dung mé hinh tin cong DDoS vao mang SDN, nhém tac gia st dung cic cong cu sau:

Mininet: Mininet 1a mot cong cu gia 1ap mang, bao gom tap hop cac hosts dau cudi, cac
switches, routers va cac lién két trén mot Linux kernel. Mininet sir dung cong nghé o héa (&
mirc don gian) dé tao nén hé thdng mang hoan chinh, Mininet cho phép tao topo mang nhanh
chong, tuy chinh dugc topo mang, chay dugc cac phﬁn mém thuc sy nhu web servers, TCP
monitoring, Wireshark, snort; tiry chinh dugc viéc chuyén tiép goi tin [10].

OpenDaylight: La phan mém ma nguén mé danh cho SDN sir dung giao thirc mé cung cap
kha ning kiém soat tap trung, c6 kha ning lap trinh dwoc va theo ddi cac thiét bi mang. Gibng
nhu nhiéu bo diéu khién SDN khac, OpenDaylight hd trg OpenFlow va cung cip cac giai phap
mang khéc san sang dé cai dit khi co yéu cau.

MobaXterm: La phan mém gitip giao tiép Windows véi Linux, hd trg truy cap tir xa quan tri
cac thiét bi mang nhu Switch, Router. ..

Wireshark: Dé chan bit goi tin.

Hping3: Cong cu nay co6 thé cau hinh dé thuc hién tham do mang, theo dbi, guri ping, tin cong
ngap lut & cac cap do khac nhau... Tém lai, nd cung cap cho chung ta nhiéu kha ning dé tao cac goi
tin va guri chiing dén cac host myc tiéu hoic cac trang web khac nhau. Sir dung cong cu Hping3 véi
ky thuat tan cong Ping (ICMP) flood, TCP SYN flood dé tan cong DDoS vao SDN [11].

Snort: Sir dung snort dé theo ddi luu lugng mang nham phat hién ra hién tugng bat thuong,
céc hoat dong trai phép xam nhap vao hé théng SDN.

Mo phong tan cong DDoS thuc hién trén méy tinh win 10 (64 bit), core i5, RAM 8G. M6
phong mang SDN bing ma ngudn mé Mininet 2.3.0. Cac thanh phan ciia Mininet gém: cac host,
céc bo chuyén mach, bo didu khién duoc 4o hoa. Gia lap nay di kém véi ma ngudn mé co thé tao
mot mang 4o thyc té trén phan cing thyc.

Mb hinh thyc nghiém SDN gdém: 1 controller, 4 switch va 9 host. Mdi switch két ndi truc tiép
V6i 3 host, cac switch nay két ndi vai mot bo didu khién CO qua switch 1 dé bo didu khién co thé
dua ra cac quyét dinh chuyén tiép dugc dinh nghia trong mdi Open Flow switch hinh 4.

Mininet

192.168.1.8/24

Controller

_g__@

Opendaylight
192.168.1.6/24

10.0.0.0/24

Hinh 4. M6 hinh thuc nghiém
Sau khi tao ra topo mang theo hinh 4, gia dinh rang: mé hinh chua c6 bién phép nao dé ngan
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chin may C&C tir ngoai vao, md hinh tao ra trong sé d6 ¢ host tao ra luu luong truy cap binh
thudng, ciing c6 host bi ké tn cong xAm nhap (botnet) dé mo phong cac cudc tin cong DDoS. Cu
thé: Gia dinh host 3 va host 5 1a host ma ké tan cong da chiém quyén diéu khién goi 1a cac
bonnet, host 9 14 muc tiéu cho cac cudc tin cong va cac host con lai tao ra luu lugng truy cap
binh thuong. Trén host 9 do luong kha ning truy cap cua cac host khac trong mang va hiéu suat
str dung dich vy trude va sau khi bi tin cong.

3.1.2. Thuc hién tdn céng DDoS

Dau tién, can xdy dung mé phong mot mang sir dung phan mém mininet véi cau lénh CLI dé
taO mang voi 1 controller, 4 sw1tch 9 host hinh 5.

lr\et@m ninet-vm:~$ sudo mn r=remote, 1p—
network
Adding controller
e to contact the remote controller

=~ Adding hosts
h2 h3 h4a hs hr; h7 h8 ho
Adding switches:
sS2 s3 s<
Adding links:
s2) (s1, s3) (s1, s4) (s2, h1i)
‘Configuring hosts
hZ ha ha hs h6é h7 hs ho
controller

switch

received)

Hinh 5. Tgo mgng SDN
Su dung cau }énh “xterm?” dé mo terminalﬁs Cua cdc host: hl, h3, hS va h9. Hai host h3 va h5
dé mo phong luong tan cong DDoS va hl d& moé phong luong luu luong truy cap binh thuong.
Trudéc khi thuc hién tin cong vao h9 thi Iuu lugng truy cap khoang 12 packet/s hinh 6.
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Hinh 6. Khi chuwa thuc hién tan cong
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ep_seq 09 rit=0.0 ns b Ethernet II, Src: Pa:d3:1a:10:4f:5e (Ba:d3:1a:10:4f:5e), Dst: CayeeCon 08:00:01 (681:23:08
5::1232 I gg&:ﬁ E iSB‘ oA toss) dnlemldd b Link Layer Discovery Prutocol 0 e
1 0, c’l 1 64 id=48429 tos=) iplen=1428 0 & % 13 18 n m
1200 Tmelg

(@) (b)

Hinh 7. Tan céng ICMP flooding trén host 9
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15000
No. Time Source Destination Protocol Lengtt Info

{ 12000

|
L)
i

6000 VA I

3000

} Frame 1: 54 bytes o bits], 54 bytes captured (432 bits) erface §
b Ethemet IT, Sre: Ba:13:ab:de:1a:cd {8a: T3:abedex ), Dot 3arT6ead:eT:50:hD (3e: e 60:02) L[] [ 1] 120 160 200 o
¥ Intemet Protacol Vers anl Src: 18.0.8.3, Dst: 18.0.0.9 Tirid (8

» Transmission Contral Pram(nl Sre Port: 24237 Dst Part: 89, Seq: 8, Len: B

(@) (b)
Hinh 8. Tdn céng TCP SYN flooding trén host 9

Str dung cong cu hping3 gui goi tin ICMP flood va TCP SYN flood tir host 3 va host 5 t6i
host 9 trong khi d6 host 1 van ping den host 9, két qua chi ra hinh 7 va hinh 8 cho thay so luong
cac goi tin lan luot 1a 27.000 packets/s va 18.000 packets/s.

3.1.3. Gidi phdp phat hién tan céng DDoS sir dung snort

Dé thyc hién phat hién tdn cong DDoS nhom tac gia da tich hop snort vao mat phang dir liéu
ctia SDN, cu thé 1a host 9 hinh 4. Pay 1a mot diém mai so voi cac cong bd trude day chi tap trung
vao 16p diéu khién cua SDN [3]-[6], ma khong d& cap dén viéc phat hién tin cong & cac 16p khac
ctia mang SDN. Trong [4] c4c tic gia ciing c6 dua ra giai phap sir dung snort tich hgp vao bo dicu
khién RYU két hop véi giao thirc openflow dé phat hién tan cong nhung giai phap cua ho méi chi
dirng ¢ tan cong ICMP Fooding. Dac biét, voi cac gidi phap nay doi hoi nguoi quan tri mang phai
c6 nhiing hiéu biét sau vé mang SDN hoac phai c¢6 nhitng am hiéu vé cac thuat toan phat hién tan
cong dé c6 thé tich hop nham dua ra canh bao toi ngudi quan tri. Viay dé khic phuc nhiing ton
dong cua céc giai phap trén. Bai bdo cta ching t6i s€ tan dung uu diém cua snort 13 cong cu da
duoc str dung phé bién va hiéu qua trong cac mang truyén thong dé tich hop vao mat phang dir
liéu cia mang SDN dé phat hién cac goi tin khong chi ICMP flooding ma ca cac géi tin TCP
flooding ma céac bai bao trudc d6 maoi chi thuc hién moét trong hai loai. Hon nira, véi giai phap
nay gitip cac nha quan tri mang SDN c6 céi nhin da chiéu vé cach thirc phét hién tan cong DDoS
& 16p dir liéu caa mang SDN.

Khi snort dugc cai dat thanh cong, thyc hién ciu hinh snort dé n6 c6 thé phat hién nhirng tin
cong DDoS bang cach cau hinh canh bio DDoS SDN trong thu muyc /etc/snort/.

alert icmp any any -> SHOME NET any (msg: "ICMP connection attempt”; sid:1000002; rev:1 9
alert tcp any any -> SHOME NET 80 (flags: S; msg:"Possible DDoS Attack Type : Smﬂood"
;ﬂow stateless; sid:3; detection _ filter:track by _dst, count 20, seconds 10;)

Hinh 9. Cac ludt tgo trong snort

Sau khi tao ra cac luat trong file snort.conf hinh 9, nhém tac gia khéi tao mot sé tan cong
DDoS nhu hinh 7 va hinh 8. Khi d6, snort chi ra canh bao cho ngudi quan tri nhu trong hinh 10
va hinh 11.

3.2. Thdo lugn

Khi chua thuc hién tin cong DDoS vao mang SDN, st dung cong cu wireshark dé chan bit
g6i tin trén host 9 thiy rang goi tin ICMP tir host 1, host 3, host 5 guri toi host 9, host 9 van nhan
va tra 10i két ndi t6i cac host binh thudng hinh 6a. Quan sat trén hinh 6b thay rang sb lugng goi
tin khi chua thyuc hién tn cong nhidu nhat ciing chi khoang 12packet/s.

Khi thuc hién tan cong, sir dung cong cu hping3 véi hai truong hop tan cong khac nhau:
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Truong hop 1: giri cac goi tin ICMP flood tir host 3 va host 5 téi host 9. Bong thoi, luc nay host 1
van dang thyc hién ping dén host 9, nhung két qua hinh 7a cho thdy host 9 khong con nhan duoc
tin hiéu ping tur host 1. Quan st trén hinh 7b cling nhan thiy s6 lugng goi tin lac nay dinh diém
1én t61 27000 packet/s; Truwong hop 2: su dung cong cu hping3 dé gui cac goi tin TCP SYN flood
tir host 3 va host 5 t6i host 9, cting thoi diém nay host 1 van dang thyc hién ping dén host 9 thi
két qua hinh 8a sir dung wireshark cho thay host 9 khong con nhan duoc tin hiéu ping tir host 1.
Quan sat trén hinh 8b co thé thay sé lugng goi tin dinh diém c6 nhimng luc 1én hon 18000
packet/s. Nhu vy, trong hai trudng hop trén thi ¢6 thé nhan thiy host 9 di bi tn cong dan t6i
khong thé nhan va phan hdi cac théng tin dén tir host 1.

Trong phan giai phap: bai bao thuc hién trién khai cai dit va cau hinh snort & 16p dit liéu cua
SDN. Vi cac luat da duogc thiét lap trong hinh 9, giup ngudi quan tri c6 thé phat hién tan cong
DDoS Vi cac kiéu ICMP flood va TCP SYN flood hinh 10, hinh 11. Tir d6, gitp ngudi quan tri
mang c6 nhitng xu 1y kip thoi nham giam thiéu nhitng anh huong cia tin cong DDoS dén SDN.

| X X "Node: h3"@mininet-vm — m} 4
(64 kytes from 10.0.0.3: icwp_ses=300 ttl=64 time=0.026 ms |3 10.0. 0.3 2 10.0.0.9
164 butes from 10.0.0.9: icmp_see=301 ttl=6d4 time=0.017 ms 5334133, [#+] [1:1000002:1] ICMP connection attempt [#=] [Prioritu: 01 {ICHMP
84 bytes from 10,0,0,9F icmp_see=202 ttl=6d time=0,063 ms
lBd butes from 1000 9+ icmo sec=2032 t+l=fd +ime=0_02d m= [#=] [1:1000002:1] ICMF cornection attempt [#=] [Friority: 0] £ICMP
a
x o [x*] [1:1000002:1] IENP comnection steenet [x=] [Priorsty: o] £I0MP
ii::}:iﬂziziéf'Egg;g,étizea 1=83512 tos=0 iplen=1428 i [#=] [1:1000002:1] ICMP conmnection attempt [*=] [Priority: ©] {ICMP
iSﬁEiZii:iSE&S‘?gE;E,Stizﬁd 10=53513 tos=0 iplen=1423 36£§i563534 39,4 403933 [#=] [1:1000002:1] ICMP commection attemst [*=] [Pricritys 0] £ICHP
% i ) ) Beraits8i3a130 404025 [#+] [1:1000002:1] ICMP conmection attempt [#x] [Priority: 01 £ICMP
3 10,0,0.3 -» 10,0,0.9
icmp_seqEE1081 Tht=0,0 ns 34339, 404035 [==] [1:1000002:1] ICMP connection attempt [#=] [Priority: 0] {ICMP
ler=1428 1p=10,0,0,9 ttl=6d id=18142 tos=0 iplen=1428 0.0.9 .3
ienp_seaqERl002 THES0.0 me i34z 39 404201 [**] [1:1000002:1] ICMP conmection sttempt [*=] [Priority: 01 fICHP
lerm1d428 1p=10.0.0.9 ttl=6d4 id=18143 tos=0 iplen=1428 0.0.5 ]
icmp_seq=31083 rtt=0.0 mns :34 ZB 404208 [#=] [1:1000002:1] ICMP connection attemet [#=] [Priority: 0] {ICMP
ler=1428 ig=10,0,0,9 ttl=6d4 id=18144 tos=0 iplen=1428 .9 - .5
ienp_seqE3108d4 TH=0,0 ns : :39 404248 [#%] [1:1000002:1] ICMP commection attempt [#=] [Prisrity: 0] £ICMP
ler=1428 ip=10.0.0.9 ttl=6d4 id=18145 tos=0 iplen=1428 L05
ionp_seqEIl00S THAS0.0 me 134:39, 404252 [**] [1:1000002:1] ICMP conmection sttempt [*=] [Priority: 01 fICHP
lerm1428 1p=10.0.0.9 ttl=6d4 id=18146 tos=0 iplen=1428 .05 =
icmp_seq=31086 rtt=0.0 ms 134139, 405057 [#=] [1:1000002:1] ICMP connection attemet [#=] [Priority: 0] {ICMP
ler=1428 ig=10,0,0,9 ttl=6d4 id=18147 tos=0 iplen=1428 .5 -» 10,0,
ienp_seqE31087 THt=0,0 ns i34:39 405078 [#%] [1:1000002:1] ICMP commection attempt [#=] [Prisrity: 0] £ICMP
ler=1428 ip=10.0.0.9 ttl=6d4 id=18148 tos=0 iplen=1428 a >
lenp_seqEIL0E TH~0.0 me 134139, 405104 [#+] [1:1000002:1] ICMP connection attempt [#=] [Prioritu: 01 {ICHMP
ler=1428 ip=10.0.0.9 ttl=6d id=18149 tos=0 iplen=1428 3 0.5 - .2
lomp_seqeS1089 Thta0,0 ms Ber01209134:39, 405108 [==] [1:100000231] ICHE connection attempt [»=] [Pricority; 0] £ICMP
Hinh 10. Snort canh bdo tan cong ICMP food trén host 9
| X X "Node: h9"@mininet-vm - O X
54 buytes from 10,0,0,98 icwp_seq=929 ttl=fd time=0,032 ns 06/21-09:45:05,286945  [#=] [1:1000003:1] TELMET connection attempt [#=] [Priorituys O
64 bytes from 10,0,0,9: icep_seq=930 ttl=hd tine=0,06d ns 1 LTCPT 10,0.0,3:52836 -> 10.0.0,9:80
64 bytes from 10.0.0.9: icmp_seq=931 ttl=fd time=0.038 ns 06/21 (9145105, 286945 [#=] [1:3:0] Possible DDoS Attack Type:SYNFlood [+=] [Priority
L=t bgtes Fram 10,0,0,9: ichp_ seq—932 ttl=fd time=0,136 ns + 0] {ICP} 10,0,0,2352836 -» 10,0,0,9:80
[ amamama T AT 06/21—09:45:05.286959 [#+] [1:1000003:1] TELMET connection attempt [##] [Priority: O
x 1 £1CP3 10,0,0,3:52837 -3 10,0,0,9:80
06/21—09:45:05.286959 [#%] [1:3:0] Possible DDoS Attack Type:SYNFlood [*+] [Priority
root@mininet-un:# hping3 -5 -flood -V -p 80 10.0,0.9 + 0] {TCP} 10,0,0,322523837 -» 10,0,0,9:80
hping3: invalid gption -- 1 06/21°09:45:06,286972  [#=] [1:1000003:1] TELMET connect.ion attempt [##] [Priority: O
Try hping3 --help ] {7CP3 10,0,0,3:52838 - 10,0,0,9:80
root@mininet-wni®# hpingd -5 --flood ¥ -p 60 10,0,0.,9 06/21 09:45:05.286972 [#=] [1:3¢ 0] PDSSlblE [DoS Attack Tupe:StHFlood [#=] [Priority
using h3-eth0. addr: 10,0.0.3. MTU: 1500 1 0] {ICP} 10,0,0,3:52833 -» 10,0,0
HPING 10,0,0,9 {h3-eth0 10,0,0,90: § set, 40 headers + O data byte 0./215 (9:45:05,286985  [#=] [1: 1000003 1] TELMET connection attempt [#*] [Priority: 0
] {7CP} 10,0,0,3:5283% -» 10,0,0,9:80
]t 06!?1{09 %5 205,206898  [=*=] [1 3 0] Passlble ODcS Attack Tupe:SYNFlood [#=] [Priority
- e e ol {TCFT 10.0,0,3:52835 -» 10.0,0
rootBuininet -yn:"# hping3 -5 --flood -V -p 80 10,0.0.3 06/21-09145105,286945  [#+] [1: 1000003 1] TELMET conrection attempt [##] [Priority: 0
uzing HE-eth0, addri 10,0,0,5, MTU; 1500
PTHE 10,0,0,3 (hG-eth0 10.0,0.8)1 § set, 40 headers + 0 data bybeda, o, L0el:0.3192835 = 10,0.0,9:80
e ’Fi 'd o ’1‘ : ?ll b ’h Y306, /21-09:454065,286945  [#x] [1:3:0] Possible [DoS Attack Tuee:SYNFlood [##] [Priority
[ e e heee. TR TEPRES L Re o 1 0] {TCF} 10,0,0,3:52836 -> 10.0,0,9:60
06,/21-09145:05,286959  [#=] [1:1000003:1] TELMET connection attempt. [*x] [Priority: O
1 £1CP3 10,0,0,3:52837 > 10,0,0,9:80 T

Hinh 11. Snort canh bdo tan cong SYN food #rén host 9
4. Két luan va huéng phat trién

Bai bao trinh bay tan cong DDoS va giai phap phat hién tin cong DDoS st dung snort dugc
tich hop & 16p dir liéu trong mang dinh nghia mém. Day 1a mot hudng di khac so voi cac nghién
clru trude day la chi tép trung vao 16p diéu khién. Vi dong gop cua bai bao, gitp cac nha quan
tri mang dinh nghia mém c6 cdi nhin da chiéu vé cach thic thyc hién tan cong DDoS va giai
phap phét hién tan cong DDoS trong mang dinh nghia mém. Hon nita, theo hiéu biét cua nhom
tac gia thi day 1a mot giai phap don gian va hiéu qua giup cac nha quan tri mang c6 thé d& dang
phat hién tn cong DDoS trong mang dinh nghia mém. Hudng nghién ctu tiép theo, nhom tac gia
s& tap trung vao viéc ngan chan tin cong DDoS trong SDN.
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