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Smart contracts are at the core of today's strong development of
blockchain technology. However, due to the immutability and publicity
of smart contracts, potential vulnerabilities in them become extremely
dangerous. The issue of finding vulnerabilities in smart contracts thus
attracts a lot of attention and is a hot issue in the development of
blockchain applications. This paper proposes a model for applying deep
learning technology in detecting and classifying vulnerabilities in smart
contracts. The proposed model is developed based on 1D CNN
architecture. This model gives better performance than traditional 2D
CNN models in the problem of detecting vulnerabilities in smart
contracts. We collect and label smart contract vulnerabilities using the
Slither engine and perform proposed model evaluation with several
traditional CNN models. The results show that the proposed model has
a higher performance, reaching an accuracy of 98.18%. The results
show the applicability of deep learning technology in software
vulnerability detection in general and smart contracts in particular. This
is the basis for developing more secure smart contracts in practice.
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Hop dong thong minh 1a yéu t6 c6t 15i tao nén sy phat trién manh mé
ctia cong nghé chudi khdi ngay nay. Tuy nhién, do tinh bat bién va cong
khai ciia cac hop dong thong minh ma cac 15 hong tiém an trong n tre
lén hét suc nguy hiém. Van d& tim kiém cac 16 hong trong hop dong
thong minh do d6 thu hat nhidu sy quan tim va 1a mot van dé& nong
trong qua trinh phat trién cua cac ung dung chudi khéi. Bai bao nay dé
Xuit mot mé hinh tng dung cong nghé hoc sdu trong viéc phat hién va
phan l6p 15 hdng trong hop ddng théng minh. M6 hinh dé& xuat duoc
phat trién dua trén kién trac mang no ron tich chap CNN 1D. Mo hinh
nay cho hiéu qua tét hon so véi cac mé hinh CNN 2D truyén théng
trong bai toan phat hign 15 hong trong hop dong théng minh. Nghién
ctru nay thyc hién viéc thu thap va gan nhén cac 16 hong trén hgp dong
thong minh st dung cong cu Slither va thyc hién danh gid mé hinh dé
XUt Vi mot s6 mo hinh CNN truyén thong. Két qua cho thay mo hinh
dé xuat c6 hiéu suit cao hon, dat t6i do chinh xac 98,18%. Két qua cho
théy kha nang ung dung cong nghé hoc sau trong bai todn phat hién 15
hong phan mem noi chung va hop ddng théng minh néi riéng. bay la co
& dé phat trién cac hop dong thong minh an toan hon trén thyc té.
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1. Gigi thigu

Ké tir khi Satoshi Nakamoto xuat ban bai bao "Bitcoin: A Peer-to-Peer Electronic Cash
System" vao ndm 2008 [1] va sy ra doi chinh thirc cua Bitcoin mot nim sau d6, cong nghé chudi
khéi (blockchain) tir da tré 1én ngay cang thu hut nhiéu sy quan tam khong chi trong linh vuc hoc
thuat ma con trong linh vyc @ng dung. Hién nay, cong nghé nay di dwoc ung dung vao nhiéu linh
vuc nhu y té, kinh té, gido duc, chinh phu dién tir [2]. Su phé bién cua cac tng dung chudi khoi
ngdy nay bat nguon tir sy ra doi cia khai niém hop dong thong minh do Vitalik Buterin dé xuat
vao nam 2015 trong nén tang chudi khdi thé hé tiép theo Ethereum [3]. Cac khai ni¢m nhu hop
ddng thong minh, chudi khéi va may ao Ethereum phi tap trung (EVM) ctia né cung cip cho céc
nha phat trién kha ning xay dung cac ang dung phi tap trung (dApps) va do d6 co kha néng trién
khai dugc nhiéu bai toan trén thuc té hon thay vi chi dung lai véi vai tro 1a mot hé thdng tién té
thanh toan.

Hop ddng thong minh trén thuc té 1a cac chuong trinh kiém soat viéc thuc thi tw dong cho
nhiéu giao dich trong mang ngang hang [4]. Tuy nhién, cac hop dong thong minh nam gitr tién
dién tur tri gia hang ty d6 la, khién chiing tr¢ 1én hip dan doi vei nhiing ke tan cong. Vi s6 luong
hop dong thong minh ngdy cang tang, ngay cang co nhiéu van d& vé bao mat duoc phoi bay.
Nhing ke tan cong su dung 4c y cac 16 hong hop dong thong minh dé xam nhap mang chudi
khéi, gay ra ton that 1on cho ca hé thong chudi khéi va chii s¢ hitu hop dong théng minh [5].
Theo théng ké ciia SlowMist Hacked [6], tinh dén thoi diém hién tai, cac nén tang chudi khoi
chira ETH [7], EOS [8] va TRON [9] d bi thiét hai tri gi4 hon 1,2 ty USD do cudc tin cong bao
mat vao hop dong théng minh.

Céc hop dong thong minh Ethereum duoc viét bang Solidity, mot ngdn ngir lap trinh thudc
dang Turing hoan chinh: diéu nay cho phép cac nha phat trién chudi khéi dé dang trién khai cac
giai phap logic kinh doanh phurc tap va la cong cu phat trién cac tng dung phi tap trung (dApps).
Ethereum [7], mét trong nhung nén tang chudi khdi phd bién nhit, da trién khai hang chuc nghin
hop dong thong minh, kiém soat mot luong 16n Ether (Tién dién tir ciia Ethereum) tri gia hang ty
d6 la. Piéu nay ciing tao ra nhiéu kha nang xay ra I8i va 15 hong, c6 thé duoc tim thdy va sau d6
bi khai thac boi nhitng nguoi ding c6 ac y: ddy 1a mot vin dé nghiém trong ddi voi hop dong
thong minh, béi vi nhitng van dé nay khong thé dugc va sau khi trién khai do tinh chat bét bién
clia so cai.

Nhiéu sy kién bao mat hop. dong thong minh Ethereum do nhitng ké tan cong gy ra cling da
va dang xudt hién, trong khi tén that dac biét nghiém trong do tinh khong thé dao ngugc va bat
bién cua hop ddng thong minh. Chung ta chi c6 thé nhin Ether chdy vao ti cia ké tin cong
nhung khong thé ngin chin nd. Vao thang 6 nam 2016, hon 3,6 triéu Ether da bi danh cap bai tin
tic do khai thac 15 hong reentrancy ciia The DAO Attack [10], gy thiét hai hon 60 triéu USD.
Ngoai ra, vao thang 11 nam 2017, sb Ether trj gia 300 triéu USD da bi dong bang do vi MultiSig
cua Parity [11]. C6 thé coi rang ngay cang c6 nhiéu 15 hong dugc phat hién va khai thac, 1am noi
bat mot yéu cau cap thiét dbi véi tinh bao mat ctia cac hop dong thong minh. Do do, cic cong cu
phat hién 16 hong hiéu qua cho hop ddng théng minh 14 rat can thiét va cAp bach, dic biét 1a véi
su phu thudc cia cac giao dich mé rong vao cac hop dong thong minh trong hau hét cac nén tang
chudi khéi.

Ngay cang c¢6 nhiéu mbi _quan tdm va nghién ctru lién quan dén tinh an toan cua hop dong
thong minh, véi muyc tiéu cd gang tim kiém va xac dinh cac 15 héng khac nhau cua hop dong
thong minh. Huéng tiép can truyén thong trong bai toan nay 1a cic phuong phap phan tich tinh
ma ngudn va xay dung tap luat phat hién nhu phan tich thyuc thi hinh thirc va cac quy tic logic
ctimg do chuyén gia xac dinh. Dwa trén cac phuong phap ndy, cic cong cu phat hién 16 héng tu
dong dugc phat trién dé phat hién cac 16 hong trén hgp dong théng minh trudc khi trién khai hop
ddng théng minh trén mang chudi khdi. Cac cong cu phat hién 16 hong tu dong dua trén thuc thi
tuong trung va thuc thi phi twong trung thudong duoc sir dung do d6 chinh xac phat hién cao ddi
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V6i cac 16 hong da biét. Tuy nhién, cac cong cu thyc thi tugng trung nhu Oyente [12], Osiris [13],
Mythril [14] va Securify [15] t6n nhiéu thoi gian trong viéc mo phong céac duong dan biéu tuong
va khong phi hop dé phat hién 16 hong hang loat vi kho kham pha tat ca duong dan thyc thi trong
mot hop df)ng Céc cong cu thyc thi phi twong trung nhu Slither [16] va Smartcheck [17] ciing
tén thoi gian mo phong cac duong dan biéu twong va gy ra cac phu dinh sai vi chung phu thugc
nhiéu vao cac quy tic phat hién duoc xac dinh trude. Ngoai ra, cac phuong phép nay can dugc
thuc hién boi nhan lyc chuyén gia thong qua phén tich ma nguon va thu thap cac phan thyc thi
ma chinh nhu mét tinh nang dé kiém tra xem chiing c6 thé dan dén hanh vi giao dich doc hai hay
khong. Piéu nay kha tén kém va c6 thé thiéu chinh xac.

Hudéng tiép can hién dai hon xuat hién gan day 1a hudng tiép can phan tich dong trong d6 dua
vao cac dau vao va chay thir cic ma hop dong thong minh dé xac dinh két qua dau ra va cac tac
dong cua nd. Véi hudng tiép can nay thi chi phi bo ra kha 16n do viéc chay thir cac méa hop dong
thong minh doi hoi rat nhiéu tai nguyén, va cac hop dbng thong minh ciing ¢ thé goi ra cac tai
nguyén bén ngoai mang doi hoi cac chi phi bd sung. Diéu nay lam cho phén tich dong tré nén kha
t6n kém trong Viéc xac dinh cac 16 hdng trong hop dong thong minh.

Dé giai quyét cac van dé trén, cac phuong phap dua trén hoc mdy va hoc séu da dugc dé xuét
dé gitp nang cao hiéu qua trong viéc ty dong phat hién cac 15 hong trong hop dong thong minh.
Trong do, phwong phap hoc sau cho thiy d6 chinh xac phat hi¢n 16 hong tét ma khong can dinh
nghia rd rang vé cac quy tic phat hién tir tap dix liéu huan luyén [18]. bac biét, cac phuong phap
phat hién dya trén mang no-ron tich chép (CNN) nhin chung cho thay do chinh xac tot khi phan
I6p phan mém doc hai va 16 hong trong phan mém [19], [20]. Tuy nhién, do cac md hinh hoc sau
dua trén CNN [21] duoc thiét ké dé phan loai khong phai ma phan mém ma 1a hinh anh nén
chung khong thé phan tich chinh x4c ngit nghia va ngir canh cua hop dong thong minh do d6 gay
ra nhiéu két qua dwong tinh gia va am tinh gia. DA c6 nhiéu nghién ctru vé cac mang CNN 1D doi
véi cac bai toan nhu nhan dang Am thanh, phan tich cac dir liéu dang chudi, phan tich ngir
nghia,... Piéu nay cho thiy kha ning ¢ng dung mang CNN 1D trong bai toan vdi bai toan phat
hién 16 hong trong hop dong thong minh.

Pé dam bao hiéu qua cua phuong phap phat hi¢n 15 hong trong hop dong thong minh bang
mang CNN, bai bio ndy dé xuat mot mé hinh mang CNN 1D dua trén kién trac ResNet phu hop
cho hoat dong trén cac doan mé bytecode. Khac voi cac mo hinh CNN 2D truyén thong mo hinh
dugc dé xuat s& co thé trich xuat duoc cac thude tinh & mirc thap dé dang hon. N6 cho phép duy
tri sy twong quan trong ngir nghia va ngir canh cta cac mi hop dong théng minh khi thuc hién
viéc phan 16p. Dé trién khai m6 hinh nay, nghién ciru nay thyc hién viéc tién xir Iy cac ma
bytecode trong hop dong théng minh dé sinh ra cdc chudi RGB nhu viéc tao anh mau.

Dong gop chinh cua bai bao nay bao gbdm: (1) Dé xuit mot kién traic CNN méi dé phén 16p
cac 16 hong trong hop dong thong minh trong khi van gitr duoc ngir nghia va ngir canh cua hop
dong. Piéu nay khac véi cac klen trac CNN truyén thong van dugc st dung trong bai toan nay;
(2) Thyc hién viéc thu thap va tién xir 1y dir liéu hgp dong théng minh tir Etherscan va gan nhan
tu dong st dung cong cu Slither phuc vu cho viée danh gia; (3) Thuc hién dénh gia kién trac dé
Xuat S0 V&i céc kién tric CNN 2D truyen thong nhu AlexNet, GoogleNet, Interception,... dé chi
ra rang mé hinh dugc dé xuét cho két qua tot khi so sanh véi cac md hinh truyén thong.

2. Phwong phap nghién ciru

Muc tiéu cta bai béo nay la thiét ké mot phuong phap phat hién 15 hdng tu dong c6 kha ning
phan 16p va két luan vé mot s6 dang 16 hong pho bién trong hop dong théng minh. Dé dat duoc
muc tiéu ndy, bai bao nay da phat trién mot phuong phap trong dé dit lidu cua cac hop dong
thong minh viét bang solidity duoc tién xir 1y bang cach thuc hién dich cac md byte thanh ma
méau RGB va chuyén d6i ching thanh hinh anh dwgc ma héa c6 kich thuéc ¢6 dinh. Sau d6, hinh
anh dugc ma héa duoc dua vao mang no-ron tich chap dé trich xuat va hoc biéu dién ty dong. O
day, bai bao khong thuc hién viéc trich xuat thudc tinh tir md ngudn solidity trudce theo cach thu
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cong. Tat ca qua trinh hoc s& dién ra tw dong, gitip giam chi phi va cong sirc clia chuyén gia. Cach
biéu dién dic trung nay c6 thé biéu dién cac thong tin phirc tap hon trong ma ngudn solidity bang
cac anh mau véi kha nang biéu dién 16777216 mau khac nhau (mdi mau cé 24 pixel) thay véi hinh
anh thang do xam chi c6 256 mau (mdi mau co 8 bit pixel). Do kich thudc biéu dién dau vao phiic
tap nhu vay, do d6 bai bao st dung cac mé hinh CNN dé lam giam di kich thu6c so véi cac loai
mang két nbi day du. CNN cung cap kha ning ding chung tham s6 1am cho n6 phu hop hon voi
c4u trac phic tap hon. N6 khong chi lam giam s6 lwong tham s6 ma con phan anh sy phiic tap cua
hop dong théng minh, tiét kiém thoi gian tinh toan khong 16 véi phuong phap hién tai.

2.1. Thu thdp va xir Iy div ligu

Vi day 1a mot linh vic nghién ciru twong d6i mdi nén khong c6 nhiéu bo dir lidu nguon mé vé
céc hop dong thong minh dugc dén nhin va hau hét chung déu kha nho. Hai trong sé cac bo dir
liéu phd bién nhét hién nay 1a SmartBugs Wild [22] va ScrawlID [23]. P4y 1a hai b6 dit liéu dugc
gan nhén bang cac cong cu khac nhau c6 ty 1& dwong tinh gia twong d6i thap. Tuy nhién, sd lugng
mau thtr trong cac tap nay twong dbi nho. SmartBugs Wild chi chira hon 6700 mau va ScrawlID
1a hon 47000 mau. Pidu nay khién chung kha nho dé dao tao mot mo hinh siu tir ddu. Chinh vi
vay, bai bao thuc hién viéc tu thu thap dit liéu biang cach cao dir liéu cac hop ddng thong minh tir
Etherscan va cho chay qua cong cu ty quét 16 hong dé gan nhan.

Cong cu pyspider dugc st dung dé thuc hién cao dit liéu cua cac hop dong thong minh di
duoc trién khai trén mang ethereum mainnet trong khoang thoi gian tir thang mot nam 2023 dén
thang 3 nam 2023. Sau khi thuc hién thu thap, thu duoc 132564 mau hop dong thong minh. Cac
mau nay sau d6 duoc dwa qua cong cu phan tich tinh Slither dé tién hanh viéc gin nhan. Slither la
mot cong cu sir dung két hop nhiéu bo phat hién 16 hong dua trén luat (rule-based) do d6 cac 18
hong duoc két luan 1a cac 16 hong da ting ton tai va duoc tim ra va duoc xay dung thanh cac luat
phat hién. Chinh vi vy, cong cu nay c6 do tin cdy cao va tranh duoc ty 1¢ duong tinh gia. Cac
hop ddng théng minh sau khi thu thap dugc di qua cong cu nay va nhan vé cac file JSON chta
cac thong tin cu thé v& cac bd phat hién va 16 hong tuong tmg duoc két luan. Mot mau s& bao
gom cac thudc tinh: address (dia chi), source code (mi solidity) va bytecode (ma bytecode) va
mau JSON ma cong cu Slither tra vé.

Hinh 1 duéi day 1a mot vi du v& mot mau thu thap duoc sau khi di qua cong cu Slither.

{

‘address': '0x006699d34AA3013605d468d2755A2Fe59A16B12B'

'source_code": ‘pragma solidity 0.5.4; interface IERC20 { function balanceOf(address account) external ..."

‘bytecode':
'0x608060405234801561001057600080fd5b5060043610610202576000357c010000000000000000000000000000000000000000000
0000000000000900..."

‘slither": "{"'success": true, "error": null, "results": {"detectors": [{"check": "divide-before-multiply", "impact": "Medium",
"confidence™: "Medium"}]}}

1

Hinh 1. Mdu théng tin hop dong théng minh sau khi di qua céng cu Slither

Thong qua 38 b phat hién ctia cong cu Slither sir dung, tac gia thu dugc bd dit liéu con lai sau
khi loc bo mot s6 mau 18i khong di qua dugc cong cu bao gdm 120.608 mau. O day, bo dir ligu
thu thap duoc s€ dugc chia thanh 5 16p:

« access-control: 1a 16p cac 16 hong phd bién trong moi phan mém khong chi riéng voi chudi
khéi. Thong thuong, chic niang cua hop dong dugc truy cap thong qua cac ham cong khai
(public) hodc bén ngoai (external) cua nd nhung néu kha ning hién thi cia mét s6 truong/ham
khéng duoc dit chinh xac thanh riéng tu (private), thi ngudi dung doc hai c6 thé cé quyén truy
cap vao chung.

o arithmetic: day 1a cac 16 hong lién quan dén van dé xir 1y s6 hoc nhu tran s dudi hoic tran
s6 trén. Day 1a mot dang 18 hdng nghiém trong trong cac hop dong thong minh khi cac sb nguyén
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bi tran dan t6i cac két qua tinh toan khong chinh xac. Trong trudng hop tran sb trén, nhiéu doan
ma lién quan c6 thé 14 ban dap cho cic cudc tin cong DoS hoic danh cip thong tin.

« reentrancy: day c6 18 1a loat 15 hong néi tiéng nhét trong Ethereum. N6 xuat hién khi mot 10i
goi goi toéi mot hop dong bén ngoai dugc cho phép tao cac 1i goi méi nguoc tra lai hop dong goi
ban dau trude khi viéc thuc thi khai tao dugc hoan thanh. Diéu nay c6 nghia 1a trang thai ctia hop
ddng c6 thé bi thay dbi ¢ gitra qua trinh thyc thi cia mot ham.

e others: Pay 1a cac 16 hong khac khong thudc vao cac 16p 16 hong ¢ trén. Vi du nhu cac 16
hdng dang: uninitialized-state, mot dang 16 hong xuét hién khi hop dong thong minh c6 mot bién
trang thai khong dwoc khai tao; incorrect-equality, 1a dang 16 hong kiém tra diéu kién bang caa
tai khoan xem n6 c6 du Ether hoic token dé thuc hién giao dich hay khong, khi gip 15 hong nay
ké tan cong c6 thé dé dang thuc thi diéu kién kiém tra; va backdoor, don gian 1a cac ham dugc
gan nhén "backdoor".

e safe: 12 cac ma hop dong thong minh duoc coi 1a sach khi di qua cac bo phét hién cua cong
cu Slither ma khong duoc két luan 1a mot 16 hong nghiém trong.

Dé o thé sir dung cho viéc phan 16p, tir cac mau JSON tra vé tir cong cu Slither, bai bao thyuc
hién tién xtr 1y dé dua n6 vé nhan twong Gng véi két qua quét tir cong cu. Chang han quay lai vi
du trén, vai impact la Medium va khong thudc danh sach 5 nhan dugc chi dinh. Do do, n6 dugc
g4n nhan 13 4 (trc 1a mi an toan khong chira 16 hong) nhu biéu dién trong Hinh 2.

{

‘address': '0x006699d34AA3013605d468d2755A2Fe59A16B12B"

'source_code': 'pragma solidity 0.5.4; interface IERC20 { function balanceOf(address account) external ..."

‘bytecode:
'0x608060405234801561001057600080fd5b5060043610610202576000357c0100000000000000000000000000000000000000000000000000000000900

sslither: [ 4]

Hinh 2. Mdu théng tin hop dong théng minh sau khi gan nhan

Tir dir liéu thu thap dugc, phan bytecode s& dugc tach ra dé thuc hién tién xir Iy nham thu
dugc cac hinh anh mau RGB dé dwa vao mé hinh hoc sau phuc vu cho viéc phan 16p. Viéc bién
ddi tir bytecode vé dang anh c6 thé dwoc md ta nhu sau. Pau tién thuc hién lay 6 ky tu hexa
(twong tng vai 3 byte lién tiép) dé tao thanh mot diém anh RGB. S¢ di bai bao sir dung 6 ky tu
hexa 12 bai mdi mdi diém anh s& dugc biéu dién bang 3 byte twrong (ng vai 6 ky tu hexa.

Chang han, véi ngi dung ciia hop dong thong minh tai dia chi: 0xBB9bc244D798123fDe783
fCc1C72d3Bb8C189413, chung ta c6 thé thu duoc dang bytecode cua né tir https://etherscan.io
nhu trong Hinh 3.

Contract Security Audit

* @ No Contract Security Audit Submitted - Submit Audit Here

Contract ABI ExportAml ~ (@ I

Contract Creation Code Decompile ByteCode (2 Switch to Opcodes View
160c0806132c883396101 005192516600516161005193940203 82825260045 2905 5601083085 5601 1 5054610100530 2610100 6008600 20003199691 1617905 5604051 3600680190618
1bcBO61033e8330600160206002028390931 6908101 526181408201526040 51906190026 101 6001906608 70601 1 1 28054 19908116891
909116871 1 101bcB06104Fa83 3901508 36001 31661526020018261526020019 809103906000 F 3021916908
30217905550 I0600063405 16101 be BOE 106b 6833901 80836001 602 06002020316 815 2602001 §28152602001925 0505060405 1809 103906008 FOE00 8E05 46001 68060020203191691909117905 56007546001 6026802020316 60
00141561017557610002565b60085 46001 6030600203031 6600014156 10185576 1000256554 26002556005 6001 9081 5560008054626 2558 290801582901 16 101 157 6006 0261 6000028 3600052 602060002091620191 01610129
15061 11668089681 £19908116680190811 16835291 161 1225680651
5bSPSEE00EEA0IH20181905560095201 556004810180546001 60006002000 3191 69055600101 5bEAE21 1156103 305780546001, 191681 628101 101 2811615610100026
00019011664601 751981061030 381018054617 11191 1 965102192969102
8101995b508321115611 0131 1969155600391909101505 46001 it 1 1019061028991905b8082111561633a5
Constructor Arguments (ABI-Encoded and is the last bytes of the Contract Creation Cade above)
9080000000000000E0A0E0A0 14246260301 6809 4de 322575 1aab7 12896 oc7e14e4ae! 3536074abesszad bele
d674e: 163

9080000000000000000000

Hinh 3. Ma bytecode cua hop dong théng minh trén Etherscan
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Bytecode cua hop dong thong minh nay s& duoc chuyén thanh anh RGB bang cach 1y 6 ky tu
hexa tuong ng va&i 3 byte lién tiép 1 mot diém anh. Chang han, véi 6 ky tu dau tién cua
bytecode trong hop ddng thong minh ¢ trén (606060) ta s& chuyén dugc thanh mot diém anh
RGB (R:96, G:96, B:96). Tuong tu Voi 6 ky tu tiép theo (405260) s& twong tng véi diém anh
RGB (R:64, G:82, B:96) va cir tiép tuc nhu vdy. Sau qua trinh nay, chiing ta s& thu dwoc mot anh
RGB dé dua vao mo hinh hoc sau CNN dung cho vi€c phan 16p cac hop dong thong minh.

Hinh 4 la mét vi du vé mot anh j Jpg duoc tao thanh tir Chuyen dol bytecode Sang anh RGB

Hinh 4. Chuyén déi ma bytecode thanh dang anh JPG
Mic du bai bdo dé xuat mé hinh CNN 1D, tuy nhién dé tién cho viéc danh gia véi cac md
hinh CNN 2D khac thi bai bao van sir dung chung cach thuc biéu didn dit liéu dang anh mau
RGB. Khi d6 v&i m6 hinh CNN 1D thi anh s& duoc xét theo cac diém anh tir trai sang phai tir trén
xudng dudi dé 1am dau vao cho md hinh. Pé chuan hoa vé kich thude, cac hinh anh sau khi thu
duoc s& dugc chuan hoa vé kich thudc 128x128.

2.2. M6 hinh huén luyén

Bai bao nay sir dung mang no-ron tich chap (CNN) dé thuc hién viéc phan loai cac hinh anh
mau RGB. Tuy nhién, mé hinh CNN truyén thong s& c6 thé gap phai hai van dé sau:

e Kich thuéc bo loc truyén thng ciia mang no-ron tich chiap (CNN) 1a 3x3 hoic 5x5, do do,
cac ma bytecode khong tuong quan c6 thé tro thanh twong quan khi chung duwgc chuyén dbi thanh
hinh 4anh. Cac 13i bién dich ctia hop dong thong minh c6 thé tranh dwogc phét hién bang cach tan
dung su khong khéop nay.

e Hinh anh mau thu duoc tir viéc tdng hop ma bytecode cua hop dong théng minh khong
phai 12 hinh anh ty nhién; thay vao do, chung dugc hinh thanh tir mi ngudn solidity. Do d6, viéc
tong hop theo kién trac CNN 2D truyén thdng chic chin s& ph4 huy ngit canh va ngit nghia cua
phan ma doc hai, khién viéc phat hién khong chinh xac.

Dé giai quyét hai vin dé trén, bai bao nay d& xuét st dung mé hinh Conv1D. Két qua danh gia
cho thdy mé hinh nay cho hiéu qua cao hon véi ciac mo hinh 2D CNN truyén théng. Diéu nay co
thé giai thich rang cac mo hinh CNN 2 chiéu lam mét di su trong quan cua cic méd bytecode
trong hop dong thong minh trong khi md hinh CNN 1 Chleu van c6 kha ning giit lai dugc cic
moi tuong quan nay. Cac CNN 2D truyén thong dugc ciu truc theo cach sao cho cac 16p nong
nam bit cac thudc tinh cap thap, sau d6 dugc tong hop thanh cac thudc tinh cap cao trong cac 16p
tiép theo. Tuy nhién, cdc mau tht vi va hitu ich dé phat hién 16 hong trong ma bytecode rat cé thé
1a cac mau theo ting pixel & muc d6 thip. Trong thuc té, khi mang phat trién siu hon, chung ta
c6 xu huéng mat mot sb thong tin & cap do pixel. Do do, ngit nghia va ngir canh cua hop dong
thong minh c6 thé bi pha hity. Nguoc lai, viéc ap dung céc tich chap 1D trén ma bytecode cua
hop ddng dugc sir dung 1am tin hiéu (tuc 1a: khong dwoc dinh hinh lai duéi dang hinh anh RGB
hinh chit nhat) c6 thé dwoc trang bi t6t hon dé duy tri nhiing thong tin nay. Dé khiang dinh két qua
nay, bai bao da thuc hién nhiéu thir nghiém so sanh mé hinh dé xuat ConviD véi cac md hinh
CNN 2D truyén thong khac nhau (bao gom AlexNet, VGG19, ResNet-18, GoogleNet va
Inception-v3) dé ddi chiéu két qua thu duoc.
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Déi voi kién triic Conv1D, bai bao da trién khai va thir nghiém mang no-ron covultional 1D
lay cam hing tir ResNet. Hinh 5 dudi day thé hién kién truc cua mét khoi ResBlock1D trong mé
hinh Conv1D duoc ap dung.

Conv3 || BatchNorm [ LeakyReLu |»{ Conv3 [ BatchNorm \

R

Conv3 Add [»| LeakyRelLu

Hinh 5. Kién tric ciia mét khéi ResBlock1D

Hinh 6 du6i day thé hién chi tiét cac 16p cuia mang Conv1D Resnet nay:

Conv+ ResBlock+ R Cg’f\“"* N ResBlock+ gUN”V" ResBlock+ N g"ilflv’f R é\r/g;;itf
o N * Maxpool
| alevRal Maxpool LeakyRelu Maxpool LeakvRelu P00 LeakvRelu Flatten + Dense

Hinh 6. Kién triic chi tiét cua mang ResNet ConvlD dwoc Sir dung
3. Thir nghiém va danh gia

Dua trén mé hinh dé xuit va cac phan tich & trén, bai bao thir nghiém va danh gia mo hinh dé
xuit ResNet Conv1D trén bo dir liéu thu thap dwoc so v6i cac mé hinh CNN 2D truyén thong
khac. Phan thyc nghiém duoc thuc hién trén may Windows 10, 64-bit v&i cau hinh phan cing
gém: 64 GB DDR4 2400 RAM va CPU Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz 2.60
GHz, card d6 hoa GPU NVIDIA GTX950M 2GB. Céc thu vién dugc st dung la Pytorch,
sklearn. Ngon ngir 1ap trinh sir dung 1a Python 3.10.

Chung t6i da thir cac cau hinh cac siéu tham s6 khac nhau cho tirng loai mé hinh khac nhau
nhu: téc d6 hoc, thuat toan toi wu (Adam hodc SGD). B dit liéu thu thap dugc & trén duoc chia
ra thanh 2 phan: 80% cho viéc huan luyén va 20% cho viéc kiém thir mé hinh thu dwoc. Thir
nghiém duoc thuc hién 10 1an. M&i lan chay, dit liéu kiém thtr va huan luyén s& duoc chia lai
ngau nhién va dam bao ty I¢ gitra cac nhan.

Bang 1 dudi day chi ra két qua trung binh dat dugc trén bo kiém thir cho mdi lan chay. Luu ¥
rang trong ngir canh nay khi moi phan tir c6 thé thudc nhiéu hon mot 16p va cac nhin 16p khong
thuc sy can bang thi do chinh xac khong phai 1a thudce do 1y tudong dé sir dung. Do do, ching toi
cling xem xét thém chi sé F1 score, tdng hop cac dong gop cua tat ca cac 16p dé tinh toan sb lisu
trung binh va do d6 xir Iy cac vi du cua ting 16p véi trong sé bang nhau.

Bang 1. Pg chinh xdc cia viéc phdn I6p doi véi mét s6 mé hinh danh gid

M6 hinh Accuracy F1 Score
ResNet ConvlD 0,9818 0,9748
ResNet-18 0,9524 0,9414
Inception-v3 0,9626 0,9612
AlexNet 0,8548 0,8486
VGG19 0,9232 0,8958
GoogleNet 0,8996 0,8966

Céc CNN 2D c¢6 vu diém 1a khong yéu cau dau vao bi cat bét theo bat ky cach nao. Trude tién
cac hinh anh dugc tao ra bang cach sir dung tat ca cac bytecode va sau dé chi can thay ddi kich
thudc cia ching néu can. Tuy nhién, ching c6 nhimg nhugc diém di thao luan & trén, diéu nay
c6 thé khién chiing khong phai 1a lra chon 1y tuéng cho viéc phan loai cac 16 hong trén hop dong
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thong minh. Trén thyc té, cac mau 15 hong trong mi bytecode cua Solidity co thé chi ¢ cip do
ctia mot chudi ma 1énh nho va do d6 c6 thé bi bo sot khi sir dung tich chap c¢6 kich thude qua 1on.

Dbi voi mang tich chap 1D do kich thudc tinh toan tdi uu, bai bao thuc hién viéc cit mau dau
vao voi do dai t6i da 1on hon 1a 16384 (twong wng voi hinh anh 128x128 duoc lam phang). Két
qua cho thay nhu trong bang trén, kién tric nay 1a kién trac dat duoc két qua tét nhat.

4. Két luan

Bai bao nay da dé xuat mot phuong phap phat hién 16 hong hop dong thong minh méi bang
cach sir dung kién trac CNN 1D. Két qua danh gia da chi ra ring mé hinh duoc dé xuét c6 hiéu
qua cao trong viéc phat hién cac 15 hong trong ma hop dong théng minh. Phuong phap duogc dé
xuat cho thay hiéu qua cao hon trong hiéu suat phat hién véi nhiéu loai 156 hong khac nhau. Cu
thé, mo hinh cho d6 chinh xac 1én t6i 98, 18% so voi cac md hinh CNN 2D truyen théng. Tu
nhitng két qua danh gia nay, chung toi tin rang phuong phap dugc dé xuat co thé gitp cung cap
kha ning phat hién 156 hong hop ddng théng minh chinh xac va hiru ich hon dé cai thién moi
truong phat trién hop dong thong minh an toan.
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