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With the rapid development of quantum computers, the Shor algorithm
can break all popular digital signature schemes such as RSA, ECDSA,
and EdDSA in polynomial time. Therefore, post-quantum digital
signature schemes are being developed to resist this attack. Digital
signature schema based on the cryptographic hash function is one of the
post-quantum digital signature scheme that are interested in quantity
and have many published works. Two one-time digital signature
schemes, W-OTS and W-OTS+, are devised and serve as the
foundation for the subsequent development of more advanced post-
quantum digital signature schemes, such as XMSS or SPHINCS+. In
this paper, we analyze and compare the security and experimental
installation performance of two digital signature schemes, W-OTS and
W-OTS+, using a research method synthesized from published
documents and experiments implemented with Python programming
language. We provide our own commentary in addition to citations
from other works on the security of these two schemes. The
conclusions about the security of these two schemes in the article are
cited from other works and also concluded that our own contributions.

SO SANH PQ AN TOAN VA HIEU NANG CUA LUGC PO CHU KY SO
MQT LAN W-OTS VA W-OTS+

Nguyén Vin Nghi', Pham Thi Hién, Pinh Vin Hung, L& Thi Bich Hing

Hoc vién Ky thudt mdt ma

THONG TIN BAI BAO

TOM TAT

10/8/2023
Ngay hoan thién: 17/10/2023
Ngay dang: 17/10/2023

Ngay nhan bai:

TU KHOA

Lugc do ky s6 mot lan

Ham bam mat ma
WOTS

WOTS+

D6 an toan

Hiéu nang

V/6i sy phat trién nhanh chong cua may tinh lugng tu thi thuét toan Shor
c¢6 thé pha v& hét cac luoc db chir ky sé phd bién hién nay nhu RSA,
ECDSA, EdDSA trong thoi gian da thie. Chinh vi véy, cac luge db chir
ky s6 hau lugng tir dwoc phat trién nham khang lai tin cong nay. Luoc
db chir ky sb dua trén ham bam mat mé 1a mot trong cac luge dd chit ky
s6 hau lugng tir dang dwoc quan tdm va c6 nhidu cong trinh cong bé.
Trong d6 hai lugc do chir ky s6 mot lan W-OTS va W-OTS+ dugc phat
trién va 1a nén tang dé xay dung cac lugc do chir ky sé hau lugng tir tan
tién hon sau nay nhu XMSS hay SPHINCS+. Muc tiéu cta bai bio nay
di phan tich, so sanh d6 an toan va hiéu nang cai dat thuc nghiém cua
hai lwoc d6 chit ky s6 W-OTS va W-OTS+ dya trén phuong phap
nghién ciru 1a tdng hop tir cac tai liéu cong bd va cai dat thyc nghiém
bang ngon ngit lap trinh Python. Céac két luan vé su an toan cua hai lugc
dd nay trong bai bao duoc trich dan tir cac cong trinh khac va ciing co
két luan 1a dong gop cua riéng chung toi.
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1. Gioi thigu

Chir ky sé hdu lugng tir duoc thiét ké dé dam bao sy an toan truéc tin cong ciia may tinh
luong tir. Thuat toan ciia Shor chay trén may tinh lugng tir d3 duoc cong bd va chung minh rang
c6 thé giai cc bai toan phan tich s6 nguyén va logarit rdi rac trén trudng hitu han va trén duong
cong elliptic trong thoi gian da thirc [1]. Diéu ndy c6 nghia 14 sy an toan cua nhiéu lugce do chir
ky hién nay nhu RSA [2], ECDSA [3], EADSA [4], [5], s€ bi xdm pham khi cac mdy tinh luong
tir thuce té duge xay dung. Do do, viéc phat trién mat ma hau luong tir ndi chung va chir ky s hau
luong tir noéi riéng dé chdng lai su tan cong ciia may tinh lwong tir, ngy cang tré nén quan trong
dé dam bao sy an toan cho cic qua trinh truyén thong,

Lugc do chit ky s6 hau luong tir duoc thiét ké ¢é dam bao an toan ngay ca céac tin cong duoc
thuc hién bang may tinh luong tir bao gom ca thuat toan Shor. Cac bai toan dugc cho 1a khé giai
dbi v6i ca may tinh luong tir va may tinh truyén thdng, chang han nhu bai toan tim cic vector
ngan trong ludi hodc bai toan dya trén da thirc da bién. Mot s loai luge do chir ky hau luong to,
dua trén cach tiép can toan hoc nhu trén c6 thé ké dén: Chir ky dua trén ham bam (Hash based
signatures), chit ky dua trén ludi (Lattice based signatures), chit ky dua trén ma (Code based
signatures), chit ky dua trén da thie nhiéu bién (Multivariate polynomial based signatures), chi
ky dya trén dudng cong ky di (Isogeny based signatures) [1], [6], [7].

Céac nghién ctru hién tai cho thay rang chwa c6 thuat toan nao tbi wu trén may tinh lugng tir c6
thé pha v& duogc luoc dd chir ky sé dua trén ham bam mat mi trong thoi gian da thirc. M6t luoc
dd chir ky dua trén ham bam hoic luge do chir ky s Merkle (MSS) bao gom su két hop cua luoc
d chir ky s6 mot lan dé ky di liéu va luge dd xac thuc cay Merkle [1], [6], [7].

Lugc d chit ky s6 mot 1an (One Time Signature - OTS) 1a mét luge d6 chit ky s6 voi dic
trung 12 mdi cap khoa chi co thé sir dung mot Ian duy nhat dé ky cho mot thong diép [1], [6]-[8].
Uu diém chinh cia lugc do chir ky s6 mot lan 14 chung ¢ qua trinh ky va kiém tra chi ky s rat
nhanh so véi cac luoc d6 chit ky s6 khac nhu RSA, ECDSA, EdDSA. Tuy nhién, luge d6 chit ky
s6 mot lan cling c6 mot sé han ché nhit dinh nhu: gigi han vé sé chit ky c6 dé duoc ky, kich
thuéc chir ky va kich thuéc cia cac khoa kha 1on. Mot sé luge d6 OTS nhu: Lamport-Diffie
OTS, Merkle OTS, the Winternitz OTS, the Bleichenbacher-Maurer OTS, BiBa OTS va HORS
[6]. Lugc d6 Winternitz OTS (W-OTS) dugc chimg minh 1a phi hop nhit dé két hop né véi lugc
dd xac thuc cay Merkle, vi kich thudc xac minh nho va c6 su linh hoat giira kich thuéc chit ky va
thoi gian tao chir ky [6].

Luogc d6 chit ky sb mot 1an Lamport (Lamport-OTS) duoc thiét ké vao nam 1979 béi Leslie
Lamport, 13 luoc db chir ky sb dau tién dua trén ham bam [6], [7]. Qua trinh sinh khoa va qua
trinh ky cua lugc do chir ky sé Lamport-OTS dugc xem 1a rat hiéu qua, tuy nhién kich thudc chir
ky lai kha 16n. Luoc dd chit ky sé mét 1an Winternitz (W-OTS) ¢6 kich thudc chit ky ngan hon
dang ké so véi kich thudc chit ky trong Lamport-OTS. Y tuéng 1a st dung mét chudi bit trong
khoa bi mat dé ddng thoi ky mot sb bit cua thong diép. Luoc dd chir ky sé W-OTS+ duoc
Andreas Hulsing dé xuit vao nam 2013. Lugc d6 W-OTS+ dat dugc murc an toan cao hon so voi
lwge db chir ky s6 W-OTS [9].

Trong bai bao nay chung to1 tién hanh phan tich d6 an toan cia hai lugc do chit ky sé W-OTS
va W-OTS+. Cac nhan xét vé sy an toan cua hai luge do nay trong bai bao duoc trich dan tir cac
cong trinh khac va ciing c6 nhin xét cua riéng chung toi. Trong luoc dd chit ky s6 W-OTS+ sir
dung cac ham chudi thay cho cac ho ham thong thuong trong W-OTS [6] — [11], chiing t6i nhan
dinh diéu nay s& lam cho thoi gian thyc thi cia luge dd W-OTS+ cham hon so vi W-OTS. Dé so
sanh thoi gian thyc thi gitra hai thuat toan nay chiing t6i da thyc hién cai dit va so sanh hiéu suat
thuc thi cua hai thuat toan nay béng ngdn ngit 13p trinh Python. Diéu nay sé 1a co s¢ dé xem xét
lwa chon mot trong hai lugce d6 ky s6 nay lam nén tang dé ung dung phat trién hoac cai tién cac
luge d6 ky sb méi dira trén ham bam mat ma.
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Bai bdo c6 bd cuc nhu sau: Sau phan 1 giGi thiéu, bai bao s& mé ta chi tiét hai lwoc d6 chit ky
s6 W-OTS va W-OTS+ trong phan 2. Phan 3 1a cac nhan xét va so sanh do an toan cta hai luoc
dd chir ky s6 nay tir cac cong trinh di cong bd va mot sé nhan xét riéng cua ching toi. Va ciing
trong muc 3 thi chiing t6i ¢6 so sanh hiéu suat thyc thi cua hai lugc d6 nay dya trén viéc cai dat
thuc nghiém bang ngon ngit lap trinh Python trén cing mot nén tang phan cting. Cudi cung la
phan két luan va cac tai liéu tham khao ciia bai bao.

2. Vin dé nghién ciru
2.1. Lwgc do chiw ky s6 mét lan W-OTS

Theo [8], luoc dd phfr ky s6 W-OTS str dung cac tham sb sau: tham sb an toan n € N, d6 dai
thong diép m, tham so6 Winternitzw € N,w > 2 va
n [logt; + 1+ w]|
ty =|—|,t; =
1= [5] e = [
Bén canh d6, luoc d6 W-OTS sur dung mot ho ham
Fy = {f,:{0,1}" - {0,1}"|k € {0,1}"}.

Véi x € {0,1}",i € N, dinh nghia f!(x) = f (fki_l(x)).

Céc tham s6 n, m, ty,tyt,w va ho hém F, 1a dugc cong khai va cé y nghia nhu sau:

n la so6 bit cua dix liéu dau vao ya‘l dau ra !1(_) ham bam khong nén F,, m 1a d6 dai theo bit cua
thong diép dau vao can ky, tham so w (c6 thé bang 2, 4, 8, 16) 1a co s& S0 ma thong diép dau vao
duoc trinh dién (vi du w = 2 thi thong di¢p dugc trlnh dlen dudi dang co so s nhi phén), tham
s6 t =t, +t, dé xac dinh chi s6 phan tir trong chudi s6 ma thong diép dau vao biéu dién dudi
dang co so w. Luoc d6 ky s6 W-OTS bao gdm ba qua trinh 1 sinh khoa, ky va kiém tra chir ky.

2.1.1. Qua trinh sinh khoa

,t:t1+t2.

Piu vao: Cac tham s n, t, w.

Pau ra: Khoa bi mat sk va khoa cong khai pk.

1) Chon sk = (sk;_1, ..., skq, sky) 1a t chudi ngau nhién, trong d6 mdi chudi sk;, 0 <i <t —
1 c6 d¢ dai n bit.

2) Chon ngau nhién déu mot khoa k «g {0,1}".

3) Khoa pk = (pke_1, ..., pk1, pky), trong 6 pk; = f2 ~(sk;),0 <i<t—1.

4) Dua ra khoa bi mat sk va khoa cong khai (k, pk).

2.1.2. Qua trinh ky

DPAu vao: Cac tham sb n,m, t;, t,, t,w, thong diép M c6 d6 dai m bit va khoa bi mat sk.

Piu ra: Chit ky cho thong diép M.

1)Ky hieu M = (My,_4, ..., My) 1a biéu dién bit ctia thong digp M.

2) Thém t;w — m bit “0” vao phia trudc chudi bit cia thong diép M dé do dai cia chudi mo
rong cua thong diép M chia hét cho w. Viét lai

M={0..0 Myl .|| MO) = (be—1l| - ||be—r,), trong d6 mdi b;, (t —t; <i<t—1)
tyw-m

¢6 kich thuéc w bit.

3) Cac chudi b; dugc dong nhat véi cac s6 nguyén trong {0,1,...,2% — 1}.

4) Tinh € = ¥}, (2¥ —b;). Vi € < 52", nén do dai biéu dién nhj phan cta C 1a nho hon
log(t;2")] +1 = [log t+w+1

5) Thém mot lwong tdi thiéu bit “0” va phia trudc biéu dién nhi phan cia C dé do dai caa
chudi mé rong cua € 1a t,w bit. Chudi mé rong duoc chia thanh t, khoi bt,—1, -, bg mdi khéi co
kich thuéc w bit. Viét lai C = (by,—4]] ... |1bo).

http://jst.tnu.edu.vn 73 Email: jst@tnu.edu.vn



TNU Journal of Science and Technology 228(15): 71-78

6) bat B = (M|[C) = (be-1ll - |[be—¢, [1be,-11] .- || o).

7) Tinh 0 = (G-, -, 00) = (fi7 (Skem1)s o £ (5K, £ (ko) )
8) Pua ra o la chir ky cho thong diép M.
2.1.3. Qud trinh kiém tra chit ky
Piu vao: Cac tham sb n, t, t;, t,, w, thong diép M, khoa cong khai (k, pk) va chit ky o.

Pau ra: Chir ky 1a hop ¢ hoic chir ky 1a khong hop 1é.

1) Tinh chuoi bit B = (b1 || ... [|be—¢, [|be,—1]| - ||1bo nhu trong qué trinh ky.

2) Néu (szw‘l"’f-l(ot_l), o fE AR (00)) = (pky_1, ..., pko) thi chir ky hop l&. Néu
khong thi hay bé chir ky.

2.1.4. Tinh diing dan cia lwoc do chir ky s6 W-OTS
Néu o 1a chit ky duoc sinh ra tir qua trinh ky thi:
2W—1-b; _ 2%—-1-b; b; _ m2W _ .
FET o) = 2T (R k) = £ (k) = ph VO S i S £ 1,

Qua trinh sinh khoa ctia luge do chit ky s6 W-OTS yéu cau t(2% — 1) phép tinh sir dung ham
fr- Trong truong hop xau nhat, cac qua trinh ky va kiém tra chir ky yéu cau t(2% — 1) phép tinh
su dung ham f;,. Khoa bi mat va chit ky co6 kich thudc 1a tn bit. Kich thudc cua khoa cong khai la
(t + Dn bit.

2.2. Lwge dé chir ky sé6 mét lan W-OTS+
Theo [9], luge dd chit ky s6 W-OTS+ st dung cac tham sb gdm: tham sb an toan n € N, d6
dai thong diém m, tham s6 Winternitzw € N,w > 2 va
I = [ m ] L = log(ly(w — 1))
P logw) 1”2 7| log(w)
Bén canh d0, lugc d6 W-OTS+ sir dung mot ho ham
Fn = {fk: {0,1}11 - {O,l}nlk € {Oil}n}

Bang viéc sir dung F,, ta dinh nghia chudi ham ci (x,7) nhu sau: chudi ham ck(x,7) c6 dau
vao la gia tri x € {0,1}", bo dém so lan 1ap i € N, khoa k € {0,1}" va cac phan tir ngau nhién
r=(ry,..,17) € {0,137/ V6i j > i. Trong truong hop i = 0 thi ¢ (x,7) = x, v6i i > 0 chudi
ham c}, (x, ) duoc dinh nghia dé quy nhu sau:

ct (1) = fi(cE (1) B 1y). ~

Ta dinh nghia 7}, := (7, ..., 7p) 1a tdp con cua r. Trong truong hop a > b thi 1, 1a chuoi
rong. Cac tham sd n, m,w, ly, 15,1, ho ham F, va chudi ham ct (x, ) dugc cong khai c6 y nghia
nhu sau: va cd y nghia nhu sau: n 1a so bit cua dit liéu dau vao va dau ra ho ham bam khong nén
E,, m la d6 dai theo bit cua thdng diép dau vao can ky, tham s6 w (c6 thé bang 2, 4, 8, 16) 1a co
6 s0 ma thong diép dau vao dugc trinh dién (vi du w = 2 thi thong di€p duoc trinh dien dudi
dang co s& s6 nhi phan), tham s6 [ = [; + I, dé xac dinh chi s6 phan tir trong chudi s6 ma thong
diép dau vao bicu dién duéi dang co s¢ w. Giong nhu W-OTS thi luge d6 ky so W-OTS+ bao
gom ba qua trinh 1a sinh khoéa, ky so va kiém tra chit ky so.

2.2.1. Qua trinh sinh khoa

+1,l=l1+l2.

Pau vao: Cac tham sb (n,w, D).

Piu ra: Khoa bi mat sk va khoa cong khai pk.

1) Chon I + w — 1 chudi ngau nhién n bit. Dat I chudi dau 1a khoa bi mat sk = (sky, ..., sk;)
vaw — 1 chudibitconlailar = (ry, ..., Tyy—1)

2) Chon mot khoa k <4 {0,1}™.
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3) Tinh pk = (pky, ..., pk}) = (c,‘\’,"_l(skl, ), ) c,‘g"_l(skl,r)).

4) Pua ra khoa bi mat 1a sk = (sky, ..., sk;) va khoa cong khai la (, k, pk).
2.2.2. Qud trinh ky s6

Phu vao: Cic tham s6 n,w, y, I, [, thong digp M co do dai m bit, khoa bi mat sk va chudi
ngau nhién r.

Pau ra: Chir ky cho thong diép M.

1) Bicéu dién thong diép M theo co sd6 w. Ky hiéu, M = (My,...,M,,), trong d6 M =
Mywh ™t ot My _w+ My va M; €{0,..,w—1}V6i 1 <i <.

2) Tinh tong kiém tra ¢ = YiL, (w — 1 — M,).

3) Biéu dién C theo co sé6 w. Ky hiéu, € = (Cl, ...,Clz), trong 46 C = Cywh™t + .- +
Cp—aw+C, va € €{0,...,w—1}V6i 1 <i <1, (ViC < l(w— 1) nén do dai biéu dién cua
C theo co s6 w tdi da 14 [log,, (LL(w — 1)) +1 = l%] +1=10).

4)Pit B = (by, ...,b;) = M || C 1a sy ghép ndi cac biéu dién theo co sé w cia M va C.

5) Tinh o = (6q,..,00) = (c,l(’1 (skq, 1), ...,c,l(’l(skl,r)), trong d6 o; = c,lz"(skl-,r) Voi
1<i<l

6) Dua ra o 1a chir ky cua thong diép M.

Luu y rang gia tri tong kiém tra dam bao cho b;, 0 < i < ¢ tuong ung véi mot thong bao,
b’; twong ttng VaGi bat ky thong bao nao khac bao gom it nhat mot b'; < b; .

2.2.3. Qud trinh kiém tra chit ky so

Piu vao: Cac tham sé n,w, [, 1, L, thong diép M co kich thudc m bit, chir ky o va khoa cong
khai (7, k, pk).

Pau ra: Chfx~ky hop 1€ hoac khong hop I€.

1) Tinh chudi B = (b, ..., b;) = M || C nhu trong qua trinh ky.

X -1-b -1-b ) < e

2) Neu (CI‘;V ! 1(0'1:Tb1+1,w—1): ---;C]‘:} ! l(o-l:rbl+1,w—1)) = (pkl, :pkl) thi Chi ky

hop 1€, nguoc lai Chir ky khong hop 1€.

2.2.4. Tinh diing ddan ciia lwge do chik ky s6 W-OTS+

Dé d& dang, ta co thé gia sir b; = 1, khi d6 can chang minh
Cl‘év_z(ai;rz,w—l) = C%V_Z(C%(Ski;r)'rz,w—l) = Cl‘év_l(Ski'r) *)

Xétw = 2,c¢co
Cl‘év_z(ai» 7’2,w—1) = Ci%_z(airrz,zq)
= CI(C)(CI%(Skirr)ITZ,l)
= ¢2(cit(sk;, 1), D)
= ci(sk;,1)
Xétw =3, ¢co
C%"Z(Gi. Tz,w—l) = CIE_Z(UL':T’Z,3—1) = Cl%("ilrz,z)
= fk(clg(o-brz) ® Tz) = fx(o; D 13)
= fk(CI%(Ski: r) D 7’2) = Ci%(Ski'T)
Gia st (*) dang véiw = n — 1, tic 1a co:
-1)-2 -1)-2 -1)-1
C/\En ) (O'i' 7‘2,(n—1)—1) = C;En ) (CI% (Ski:r):rz,(n—l)—l) = C;En ) (ski,7)
Ta sé can chirng minh (*) dang véi w = n. That vy, ta co:
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k% (00 12m-1) = fie(ck 3 (00 12m-1) @ Tn-1)
Do ¢ 3(0y, 1on-1) = i 3(0y, on—2) = c " *(sk;,r). Suy ra
et 2 (0u12n-1) = fr(cR (00 12n-1) © Tn1)
) = iR (ki 1) @ 1q) = 7 (sky )
Tong quat, ta co thé chirtng minh

w—1-b w—1-b b —
Ck 1(0i;rb1+1,w—1) = G 1(Ck1(5ki:7")’7"b1+1,w—1) =cy (sky1)
Dovay,vé6il<i<l,tacod
w—=1-b;
Ck (Uler +1,w-— 1) - Sk

Qué trinh sinh khéa cuia luge db chir ky s6 W-OTS+ yéu cau I[(w — 1) phép tinh sir dung ham
fi. Trong trudng hop xau nhét, cac qua trinh ky va kiém tra chir ky yéu cau [(w — 1) phép tinh
sir dung ham f}. Kich thudc cua khoa bi mat va kich thudc chir ky 1a In bit. Khoa cong khai ¢o
kich thudce 1a (I + w)n bit.

3. Két qua va ban luan

Trong phan nay, chung t6i dua ra cac danh gia vé do an toan cua hai luoc d6 ky s6 mot lan W-
OTS va W-OTS+. Céc danh gia nay duoc tong hop tir cac cong bd [7] —[11] va ciing c6 cac danh
gia riéng cua chung toi cho sy an toan cia hai luge ky s6 nay trong trudng hop tham sé w = 2.
Phan cudi cia muyc nay 1a két qua so sanh hiéu ning cai dat thuc nghiém cua hai luge d6 W-OTS
va W-OTS+ bang ngon ngit lap trinh python trén ciing nén tang phan cang.

3.1. Mgt sé két lu@n vé s an toan ciia lwoc dé chit ky W-OTS va W-OTS+

Pdnh gid vé sw an toan ciia lwoc do chir ky s6 W-OTS

1) Luoc d6 chit ky s6 W-OTS 1a an toan EU-CMA, tirc 1a khong thé gia mao chit ky dudi cac
tan cong thong bao lwa chon thich nghi, néu E, 1a ho ham mot chiéu, khong thé phat hién (M6t ho
ham F, duoc goi 1a khong thé phat hién néu khong c6 ké tan cong nao trong thoi gian da thirc co
thé phan biét duoc mot gia tri dwoc chon ngau nhién dau trong mién gié tri cua F, voi mot gia tri
dugc tinh qua ho ham F, Vi xac suat dang ké) va khang va cham [7], [8].

2) Do tin cong ngay sinh luén c6 thé tim dugc va cham trong 2™2 budc nén luoc dd chir ky
s6 W-OTS chi dat duoc mirc an toan ™/, bit [7], [8].

3) Trong luoc d6 chir ky s6 W-OTS mdi khoa bi mat chi dugc sir dung mét 1an. Viéc st dung
lai khoa bi mat co thé giup ké tin cong dua ra duoc chit ky gia mao hop 18. Ngoai ra, can phai
chon tham s an toan n thich hop [7], [8].

- Gia str, v6i w = 2 nguoi ky st dung khoa bi mat sk = (sks, ... sky) dé ky hai thong diép co
biéu dién nhi phan: M; = (1,0,0) va M, = (1,1,1). Khi d6 ta c6 hai chit ky twong tng la
01 = (f(5k3)'Skz;f(5k1):f3(5ko)) va 0, = (f(sks), f3(sky), f(sky), sko) dugc sinh ra tir
cing mot khéa bi mat. Viéc biét hai chir ky nay gitp ké tan cong co thé dua ra chit ky hop ¢ cho
thong diép M5 = (1,1,0) ma khong can biét chinh xac khoa bi mat. That vay, chir ky hop 1¢ cua
thong digp M s& c6 dang o3 = (f (sks), f2(sk,), f(skq), f (sko)). Khi d6, ké tan cong s& tinh
duogc f(sks) do biét f(sks) trong thanh phan cia chit ky oy, tinh dugc f2(sk,) do ké tin cong
biét duoc gia trj sk, trong chir ky oy, tinh duoc f(sky) do biét f(sk,) ciing la thanh phan trong
chir ky oy va tinh duoc f(sk,) do ké tan cong biét dugc gid tri sk, trong 3.

4) Céc tham s6 w 1am cho W-OTS rt linh hoat. N6 cho phép can bang giita do dai cia mot
chir ky va cap khoa. Néu w duoc ting 1én, nhiéu bit cua gia tri bam khong dugc xu ly ddng thoi
va d6 dai chir ky giam. Tuy nhién, c¢6 nhiéu dénh gia ctia ham mot chiéu f dugc yéu cau trong qua
trinh sinh khoa va tao chit ky. Giam w ¢6 tac dung nguoc lai. Viéc st dung w = 2 doi hoi so
lwong it nhat danh gia ciia ham mot chidu f cho mdi bit. Day 1a danh gia dugc dua ra boi ching
t61 khi ap dung w = 2 cho lugc dd6 W-OTS.
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Nhdn xét vé sur an toan cia luoc do chip ky 56 W-OTS+

1) Lugc dd W-OTS+ duoc ching minh 14 an toan EU-CMA néu ho ham F, 13 ho ham mét
chiéu, khong thé phat hién va khang tién anh thi hai [9]-[11].

2) Luge dd chir ky s6 W-OTS+ dat mirc an toan n — log(w?1 + w) bit [9].

3) Trong luge db chit ky s6 W-OTS+ mdi khoa bi mat chi duoc st dung mét lan. Viéc sir
dung lai khoa bi mat c6 thé gitp ké tin cong dua ra duoc chir ky gia mao hop 1&. Nhan dinh nay
cling duoc chiing toi dwa ra khi xem xét ap dung w = 2,m = 3,7 = r; cho luoc d6 W-OTS+.

- Truong hop w = 2,m = 3,7 = ry, nguoi ky ky hai thong diép co biéu dién nhi phan la
M; = (0,0,1) va M, = (1,0,0) v6i cung mot khoa bi méat sk = (skq, ... sks). Khi d6 chit ky tuong
Ung o1 = (skyq, sky, cr(sks, 1), ¢ (sky, 1), 5ks) va 03 = (cx(skq,11), Sky, sk, i (sky, 11), Sks).
Viéc biét hai chir ky nay gitp ke tan cong co thé dua ra chir ky hop 18 cho théng diép M = (0,1,0)
ma khéng can biét chinh xac khoa bi mat. That vy, chit ky hop 1é cua théng diép M; & co dang
o3 = (sky, ci(sky,1y), sk, ¢ (sky,11), sks), trong d6 ké tin cong biét va tinh duoc
skq, cx(sky,11), i (Sky,11), Sks tir chir ky oy va tinh dugc sks tir chir ky o,.

3.2. So sdnh dp an toan ciia lwgc do chiv ky W-OTS va W-OTS+

Bang 1 dua ra so sanh sb phép toan st dung ham f trong cac qué trinh sinh khoéa, ky, kiém tra
chir ky va so sanh kich thude khoa bi mat, khoa cong khai, chir ky trong khi ky mét thong diép co
kich thudc m bit [8], [9].

Bang 1. So sanh giita W-OTS va W-OTS+ Véi ciing kich thude dau vao

Lugc db S6 phép tinh sir dung ham f Kich Kich thwéc Kich Mikc an toan
Qua trinh Qua trinh ky Qua trinh thwoc khoa cong thwéc
sinh khéa kiémtrachir khéabi  khai  chir ky
ky mat
W-OTS t(2¥—-1) t(2¥—-1) t2¥ -1) tn (t+Dn tn n/2
W-OTS+ [(w—-1) Ilw-1) Iw-—1) In (I+w)n In n —log(w? + w)

Tir Bang 1 thi thiy rang: ‘
- Lugc do chit ky W-OTS c¢6 kich thudc chir ky 1a tn bit s€ nho hon hoéc bang vai kich thude
chir ky cia W-OTS+ [n bit. Vitaluén co t = t; + t, (VOi t; = [ ] t, = [M]) nho hon

log(l,(w—1)
I=1+1, (voil, = [log(w)],z [—°g(1w )

log(w)
4,8,16. Voiw = 2thit = L.
- D6 an toan cua lugc dd W-OTS+ 1a n — log(w? + w) bit cao hon rat nhidu so véi mic
n/2 bit. Diéu nay duoc chirng minh bang viéc so sanh thuc té hai gia tri ¢ an toan nay tinh duoc
khithay w = 2,4, 8,16 vdi moi gia tri n vao cong thuc tinh.

3.3. So sanh hi¢u ning cai dat thuc nghiém cia W-OTS va W-OTS+

Chung t6i d3 tién hanh cai dat hai thuat toan W-OTS va W-OTS+ bang ngdn ngit lap trinh
Python theo ma ngudn trong [12] c¢6 kiém tra tinh ding dan ma ngudn cai dat véi cac Test Vector
da cong bd.

Dé so sanh hiéu ning thyc thi caa W-OTS va W-OTS+ chung toi da tién hanh cai dat hai thuat
toan W-OTS va W-OTS+ c6 céc tham sb twong dwong nhau trong d6: w = 16, ham bam mat ma:
openssl_sha512, va ham gid ngiu nhién dugc sa dung cho W-OTS+ la prf
hmac_openssl sha256. Qué trinh thuc hién duoc sir dung véi dau vao 1a cac tap tin dit liéu co
dung luong khac nhau trén cung mot nén tang phan cimg 1a Laptop HP Zbook 15 Intel Core I7
4680, 16 Gb RAM chay Window 11. Thoi gian thuc thi cia cac thuat toan dwoc thé hién nhu
bang 2 (ly trung binh cta 10 14n thuc nghiém cua chung t6i):

J + 1)) truong hop sir dung cac tham s w =
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Bang 2. Thoi gian thyc thi cia hai thudt todn W-OTS va W-OTS+

Thoi gian thuec thi (s)

Dung lrgng file dau vio

Thuit toan W-OTS Thuét toan W-OTS+
1MB 0,008 0,028
10MB 0,037 0,062
100MB 0,324 0,474
1GB 6,353 4,521

Dua trén két qua trén, thay rang qua trinh thyc thi cia thuat toan W-OTS nhanh hon so voi
qua trinh thyc thi caa thuat toan W-OTS+. Qua trinh thyc thi cia ca hai thuat toan nay la nhanh,
dbi voi tap tin c6 dung luong 1MB thi thoi gian thuc thi lan luge 14 0,008s va 0,028s, d6i véi tap
tin 1GB thi thoi gian thyc thi cling & mac 3,233s va 4,794s.

4. Két luan

Bai bao da tién hanh phan tich, so sanh dugc do an toan va hiéu ning thuc nghiém cua hai
luge do chit ky sé mot 1an W-OTS va W-OTS+. Vé do an toan thi W-OTS+ dat mirc cao hon so
v6i W-OTS nhung vé& mit hiéu nang thi luge d6 W-OTS nhanh hon mot chitt. Cac két qua nay co
thé giup cac nha mat ma hoc hoic quan tri vién hé thdng lva chon duoc mét luoc dd ky s mot
lan phu hop trong hoan canh nghién ciru hoic kich ban wng dung.
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