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schemes, blind signature schemes, etc. The threshold signature scheme,
Threshold Signature in particular, is a group-oriented digital signature scheme that has been
Elliptic Curve implemented in industries including blockchain technology and e-

commerce and is currently garnering considerable attention. The
Edward S - . .

objective of this paper is to propose a threshold signature scheme that
ECDSA offers both strong security and efficient computational cost when
TS-EdDSA implemented on Elliptic curves in Edwards form. We analyze the

security of the proposed scheme against known attacks, comparing the
security and computational cost with other existing schemes in recent
years. The result of the article is a threshold digital signature scheme
with good potential for practical application in e-commerce systems
and Blockchain technology.
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THONG TIN BAI BAO TOM TAT
Ngay nhan bai: 03/11/2023 Ngay nay, lugc dd chir ky so cung cap cac dich Vu an toan thong tin
. o quan trong nhu dich vu xac thyc, toan ven va chong choi bo trong hé
Ngay hoan thi¢n: 01/12/2023 thong mang may tinh. Ngoai cac chuan chir ky s6 dién hinh nhu RSA,
Ngay diang: 01/12/2023 ECDSA hay EdDSA thi cac nha mat ma hoc con phat trién va dua ra
mot s6 dang luge dd chix ky dac biét tng dung trong thyc té nhu lwgc

: g d6 chir ky s6 ngudng, luge dd chit ky sé mu, luge do chit ky sd vong...
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- - Trong do, luge d6 chit ky so6 ngudng la mot lugc do chir ky s6 huéng

Lugc d6 ky s6 ngudng nhém dang dugc quan tAm nhiéu va di ap dung vao trong céc linh vuc

Puong cong elliptic nhu thuong mai dién tr hay cong nghé Blockchain. Muyc tiéu cua bai

Edward béo nay la dé xuat mot luge do chir ky so ngudng c6 dd an toan cao va

ECDSA chi phi tinh toan tot trén duong cong elliptic dang Edward. Bé dat duoc

cac myc tiéu nay thi chung t6i st dung phuong phap nghién ctru la phan
TS-EdDSA tich su an toan cua luge d6 dé xuat trudc cac tan cong da biét, so sanh
su an toan va chi phi tinh todn véi cac luge dd khac trong nhimng cong
bé nhitng nam gin day. Két qua thu duoc cia bai bao 1a mot lwoc dd
chit ky s6 ngudng c6 tiém ning tét dé ap dung vao thyc té trong cac hé
thdng thuong mai dién tir va cong nghé Blockchain.
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1. Gioi thigu

Ngdy nay, hé thdng mang may tinh dang duoc ung dung rat rong rai trong moi linh vyc cia
doi song con ngudi nhu giai tri, hoc tap, hoi hop truc tuyén, ngan hang, thuong mai dién tu...
Viéc dam bao cac dich vu an toan thong tin nhu bi mat, xac thuc, toan ven, chéng chdi bo c6 vai
trd quan trong va rat cap thiét trong hoat dong ciia cac dich vu mang pho bién hién nay.

Luogc db chit ky sb 1a mot dang thuat toan mat ma khoa cong khai c6 kha niang cung cip duoc
dich vu x4c thuc, toan ven va chéng chdi bo cho cac dich vu mang. Céac chuan chit ky s6 dang
dugc ung dung phd bién trén hé thong mang hién nay 1a RSA, ECDSA hay EdDSA. Tuy nhién
thuc té hién nay con yéu cau thém vé chir ky s6 nhu gidu dugc thong tin ban 1 hay chir ky sb dai
dién cho nhom nguoi dung vi vay cac nha mat ma hoc con nghién ctru va dua ra cac dang lugc dd
chir ky dic biét nhu luge dd chir ky s ngudng, luoc d6 chir ky sé mu [1] — [5]. Lugc do chit ky
s6 ngudng 1a mot trong cac luge d6 chit ky sé huéng nhém nguoi dung duoc phat trién va da co
nhitng ung dung trén thuc té nhu cong nghé Blockchain, ngan hang hay thuong mai dién tur.

Trong vong khoang 5 nam tr¢ lai day thi da co rat nhiéu cac cong bd dé xuat vé lugc do chit
ky s6 ngudng dua trén cac chuan chir ky s6 nhu RSA, ECDSA hay EdDSA hoac mot s6 dang
lugc dd chit ky s6 khac nhu BLZ hay Schnorr. Cu thé c6 thé ké dén nhu: cac luogc dd chir ky sd
ngudng dya trén RSA trong [6] — [8], cac lugc dd chir ky s6 ngudng dua trén ECDSA nhu trong
[9], [10], cac lugce dd chir ky s0 ngudng dya trén EADSA/Schnorr nhu trong [11] - [14].

So lugng céac cong bd vé luge d6 chit ky sb ngudng dya trén chuin ECDSA va EdDSA chiém
da sb didu nay duogc 1y giai do khi st dung tham s6 c6 cing do an toan vdi chuin RSA thi
ECDSA va EdDSA c6 d6 dai khoa ngén hon va hi¢u nang t6t hon [15]. Tuy nhién, trong cac
cong bd 9], [10] thi cac lugce dd chir ky s6 ngudng dé xuat bj anh huong boi tan cong gy 16i 1én
bo tao so gia ngau nhién hoic tan cong tiém 15i 1én qua trinh sinh tham sé bi mat trong qua trinh
ky s6 [11] - [14]. Dong thoi trong cac cong bd [9] - [14] ciing chua dé cap dén van dé an toan
x04n cua dudng cong str dung trong lugc dd ky sb ngudng.

Trong bai bao nay chung tdi de Xuit mot luge do chir ky s6 ngudng trén duong cong elliptic
dang Edward. Lugc do chit ky s6 d& xuét cua chiing t6i khic phuc duoc cac diém yéu vé tan cong
gdy 15 1én bo tao s6 gia ngiu nhién hodc tiém 15i 1én qué trinh sinh sd bi mat trong qua trinh ky
s6. Pong thoi luge dd dé xuat co chi phi tinh toan va hiéu ning tét do sir dung dwong cong
ellipitic dang Edward [15].

Bai bao ¢6 bd cuc nhu sau: Sau phén 1 gici thi¢u, bai bao dua ra khai niém vé luge dd chir ky
s6 ngudng, cling nhu mo ta chi tiét v& luoc do chir ky sb ngudng dé xuat trong phan 2. Phan 3 1a
su phan tich vé d6 an toan cua luoc d6 dé xuét trude cac tan cong da biét va so sanh vé sy an toan
cling nhu chi phi tinh toan véi cac luge dd chir ky s6 ngudng da cong bd trong thoi gian gan dy.
Cubi cung 1a phan két luan va cac tai liéu tham khao cua bai bao.

2. Vén dé nghién ciru
2.1. Gigi thigu vé lwoc do chit ky sé ngwong

Nam 1987, Desmedt lan dau tién dua ra khai niém cac hé mat huéng nhém trong vigc truyén
thong an toan ctia nhom ngudi dung. Va luge dd ky sé ngudng dugc phat trién tir ¥ tudng cac hé
mat huéng nhém nay. Trong nim 1990, Desmedt va Frankel di dé xuat mot luge do ky sd
ngudng va mot luge dd chia sé bi mat dua trén hé mat RSA véi 2 dic diém co ban nhu sau [5]:

- i voi nhom nguoi dung cd6 N nguoi thi chi ¢an it nhat t ngudi ding (t < N) cong tac voi
nhau dé tao ra mot chir ky hop 18 cho ca nhém ngudi dung.

- Bat ky ai dong vai tro 1a ngudi xac minh thi déu co thé str dung khoa cong khai ctia nhoém dé
xéac minh chir ky nhom ma khong can xac dinh danh tinh cua nguoi ky.

Khdi niém lwoc do ky so nguong

Mot tap hop N nguodi dung st dung hé mat khoa cong khai gdm cac thanh phan:
(M,K,E,D, H,t) trong d6: M 1a khong gian 5, K 1a khong gian khoa gom 2 thanh phan 1a (pk 1a
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khoa cong khai va sk la khod bi mét), E la qué trinh ma hoa, D 1a qua trinh giai ma, H la ham
bam, t 1 ngudng (s6 nguoi can tap hop du). Lugc dd ky sb6 ngudng duoc dinh nghia boi ba qua
trinh 1a: sinh khoa, ky s6, kiém tra chir ky s6.

2.1.1. Qua trinh sinh khoa

Luogc dd ky ma thuc hién sinh cac khoa sau:

- Sinh ngau nhién khéa bi mat ciia nhém ngudi dung sk

- Tinh khoa cong khai cia nhom nguoi dung pk tir khoa bi mat

- Sinh khoa riéng ctia ngudi thir i trong nhom 1a pk; sao cho ¥V, sk; = sk.

2.1.2. Qud trinh ky so

Piu vao: Cac tham so: thong diép m, khoa bi mat ciia ngudi dung i 1a sk;.

Pau ra: Chir ky cho thong diép m ciia nguoi ding i trong nhom nguoi ding.

1) Tinh r = H(m) v6i H 1a ham bam mat ma.

2) Tinh chir ky sé cua nguoi dung i ddi voi thong diép m 1a: s; = E(sk;, 7).
2.1.3. Qud trinh kiém tra chir ky

Piu vao: thong diép m, khoa cong khai pk va t chit ky s6 cia t ngudi ding khac nhau trong
nhém (véi t < N).

Piu ra: Chir ky ciia nhom ngudi dung 1a hop 1¢ hodc khong hop 1¢.

1) Tinh chit ky s6 cua nhom ngudi dung cho théng diép m1a s = Yi-15i

2) Kiém tra chit ky s s bang khoa cong khai pk va dua ra thong diép chit ky cua nhom nguoi
dung 1a hop Ié hodc khong hop €.

2.2. Chudn chir ky sé EADSA

Chuan chir ky s6 EdDSA 1a mot chuan chit ky sé méi dua trén duong cong elliptic dang
Edward duoc cong bd trong RFC 8032 nam 2016. Chuén chir ky s6 EdDSA ciing bao gom ba
qua trinh 1a sinh khoa, ky s6 va kiém tra chix ky sd.

Tham sé mién trong chudn chir ky sé6 EdDSA

Luogc do chit ky sé R-EADSA st dung cac tham sé mién va quy tic ghi mi thoa mén cac yéu
cau giéng nhu ddi voi luge dd chir ky sé EADSA trong [4]. Cu thé nhu sau:

1) Chuén EdDSA sir dung mét dudmg cong elliptic trén truong hitu han F, v6i p 1a nguyén t5 manh.

2) Mot s6 nguyén duong b thoa man 22~ > p. Khoa cong khai cia EdDSA c6 d9 16n chinh
xac b bit, con chit ky EADSA ¢6 d6 16n chinh xac 2b bit.

3) M6t ham bam mat ma H voi déu ra ¢ d6 16n 2b bit.

4) Mot phan tira € [, thoa man a # 0 va a la mot s6 chinh phwong trong Fy.

5) Mot phan tir d € [F, théa man d khong phai la s0 chinh phuong trong Fy.

6) Mot diém co s B # (0,1) € E(F,) = {(x,¥), F, X Fy:ax? + y? = 1 + dx?y?} gom cac
diém x4c dinh trén truong hitu han F,, cia duong cong Edwards xoan E: ax? + y? = 1 + dx?y?

7) Mot s6 nguyén t6 1é [ thoa méan IB = 0 véi O 1a diém v6 cuc, goi 1a bac cua dudng cong.

2.2.1. Qua trinh sinh khoa

Chuan chit ky s EdDSA thuc hién sinh cac khoa sau:
- Sinh ngau nhién khéa bi mat cua ngudi dung la s6 nguyén sk: 1 < sk <[
- Tinh khoa cong khai ctiia nguoi dung 1a diem pk = sk X B
2.2.2. Qud trinh ky so
Piu vao: Cac tham s6: thong digp m, khoa bi mat ciia nguoi dung sk
Pau ra: Chit ky cho thong diép m cia nguoi dung.
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1) Tinhr = H(H(sk)||m) mod [ v6i H 1a ham bam mat ma.
2) TinhdiémR =71 x B

3) Tinh h = H(R||pk||m) mod [

4) Tinhgidtris = (r + h X sk) mod [

5) Dau rala chit ky sb {R, s}

2.2.3. Qud trinh kiém tra chit ky

Piu vao: thong diép m, khoéa cong khai pk va chir ky sé {R, s} ciia ngudi ding cho thong
digp m.

Pau ra: Chit ky ciia nguoi ding cho théng diép m 1a hop 18 hozc khong hop 8.

1) Tinh h = H(R||pk]||m) mod 1

2) Tinh diémP1=sxB

3) Tinhdiém P2 =R + h x pk

4) So sanh P1 = P2, néu bang nhau dua ra thong diép chit ky cia ngudi dung 1a hop 1& va

nguoc lai 1a khong hop 1€.

2.3. Dé xuit lwgc do chii ky sé6 nguwong TS-EADSA

Dua trén chuén chit ky s6 EdDSA thi trong phin nay ctia bai bao chung toi dé& xuit mot lugc
dd ky sb ngudng la 'TS-EdDSA. Ly do lya chon chuan ky s6 EdDSA vi chuén nay c6 do bao mat
cao va hiéu ning tét hon khi so vi Chuan ECDSA, diéu nay dugc khang dinh trong [15]. Tuy
nhién, trong luoc dd TS-EdDSA dé xuit chung t6i c6 sir dung tham s6 mién duodng cong la
Edward448 va ham bam H 1a SHAKE256 dé c6 d6 an toan cao (dugc thao luan trong muc 3.2.1
Cua bai bao nay).

Tham sé mién lirge do ky sé nguwong TS-EADSA

- Phuong trinh duong cong ax? + y? = 1 + dx2y? mod p

- S6 modulo p = 2448 — 2224 — 1 1a sb nguyén t6 manh theo RFC7748.

- Cac tham s6 duongconga = 1vad = —39081

- Ham bam mat ma H 1a SHAKE256.

- S6 nguyén b = 456.

- Piém co s6 B c6 toa do: (22458004029592430018760433409989603624678964163256413424612
5461686950415467406032909029192869357953282578032075146446173674602635247710,
29881921007848149267601793044393067343754404015408024209592824137233150618983587600353
6878655418784733982303233503462500531545062832660).

-Bacl = 2*°-13818066809895115352007386748515426880336692474882178609894547503885

Tiép theo, chung t6i md ta 3 qua trinh sinh khoa, ky sé va kiém tra chit ky sé cia luoc dd ky
s6 ngudng TS-EdDSA cho nhém N ngudi dung véi ngudng ky sd 1a t (t < N).

2.3.1. Qua trinh sinh khoa

Luogc dd ky ma thuc hién sinh cac khoa sau:

- Sinh ngau nhién khoa bi mat ciia nhém ngudi dung sk

- Tinh khoa cong khai cia nhém nguoi dung pk = sk X B

- Sinh khoa bi mat ctia ngudi thir i trong nhém 1a sk; sao cho Y, sk; = sk.

2.3.2. Qud trinh ky so

PAu vao: Céc tham sd: thong diép m, khoa bi mat cua nguoi dung sk

Piu ra: Chir ky cho théng diép m ciia nguoi ding i trong nhom

1) Nhom nguoi dung tinh r = H(sk||H (m)||time) mod | v&i time 1a tem thoi gian va sinh
N phan r; sao cho YN, ; = r (4p ding cho t = N, trudng hop t < N can 4p dung lugc db chia
sé bi mat Shamir).

2) Nhom ngudi ding tinh diém R = r x B
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3) Tiép theo nhom nguoi dung tinh gia tri h = H(R||pk||H(m)) mod | va gii h, r; cho
nguoi dung thir i trong nhom qua mot kénh an toan.

4) Nguoi dung tht i tién hanh tinh R; = 1; X B

5) Nguoi dung thir i tinh gia tri s; = (1; + h X sk;) mod [

6) Daurala chit ky s {R;, s;} ciia ngudi dung thir i cho thong diép m.

2.2.3. Qud trinh kiém tra chit ky

Piu vao: thong diép m, khoa cong khai pk ciia nhém ngudi ding va t chit ky {R;, s;} cua t
nguoi dung khac nhau trong nhom (truong hop nay t = N) cho thong diép m.

Pau ra: Chir ky ciia nhom nguoi dung cho thong diép m 1a hop 1¢ hodc khong hop 1¢.

Céc budc tinh toan qua trinh kiém tra chir ky dwoc thuc hién tai bén kiém tra thi ba la:

1) Nguoi kiém tra nhan duoc t chit ky {R;,s;} cia t ngudi ding khic nhau trong nhom
(truong hop ndy t = N) cho thong diép m thi s& tinh dugc gia tri chitky s = ¥f_;s; mod [ cua
nhom nguoi dung cho thong diép m.

2) Tinhdugc R =Y! | R;

3) Tinh h = H(R||pk||H(m)) mod [

4) Tinh diém P1 =s X B

5) Tinhdiém P2 = R + h x pk

6) So sanh P1 = P2, néu bing nhau dua ra thong diép chit ky ctia nhom ngudi ding 13 hop
1€ va nguoc lai 1a khong hop €.

Luuy:

- Truong hop t < N ¢6 thé 4p dung luoc db chia sé bi mat Shamir hodc luge d6 chia sé bi
méat Feldman VSS dé chia sé cac manh r;, sk; toi cho nguoi dung trong nhoém. Chi tiét cach thic
trién khai xem trong [13].

- Viéc phan phdi cac gia tri R,7;, sk; t6i cho nguoi dung trong nhém thi luge d6 d& xuat sir
dung mot may chu tap trung duoc quan ly béi quan tri nhoém ngudi dung va phan phdi cac gia tri
nay téi nguoi dung thong qua kénh truyen bao mat SSL/TLS. Truong hop khac hoan toan c6 thé
két hop lugc dd dé xuat voi cac luge dd phan phdi khoa khac nhu FROST trong [11], MPC
Rescure trong [13] hoac MPC ZKP trong [14].

3. Két qua va ban luan

Trong phan nay, chung toi dua ra phan tich vé tinh dung dan va su an toan cua luge do
chir ky s0 ngudng dé xuat. bon thoi, phan nay cung dwa ra két qua so sanh cac van dé an toan
va chi phi tinh toan ciia luge d6 dé xuat véi mot sb cong bd khac trong 5 ndm gan day.

3.1. Phan tich tinh diing din ciia liwge dé ky so ngwing dé xudt

Tinh dung dan cia luoc d6 dugc dam bao khi phuong trinh s = ¥!_,s; mod [ luon
dang. That vay, truong hop t = N ta ludn c6:
t N

Zsl- =Zsi =51+ S,+..+sy=(rp+hxXsk))+(ry,+ hxXsky)+ -+ (ry+hXsky)

i=1 i=1

=(r+rp+-+ry) +h(sky +sky,+-+sky) =r+hxsk=s.
Déi véi truong hop t < N thi phuong trinh s = ¥f_; s; mod | vin ding do tinh ding dan

cua lugc do chia sé bi mat Shamir.
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3.2. Phaén tich sw an toan ciia lwoc do chit ky sé ngwong dé xudt

Vian dé an toan cta luge do chit ky s ngudng dé xuat dugc xem xét thdng qua cac tan cong
nhu sau: mot la tan cong dwa trén ly thuyé€t toan hoc, hai la tan cong li€n quan dén qua trinh cai
dat, trién khai giao thic va cuoi cung la tan cong bang may tinh lugng tur.

3.2.1. Tdn céng diea trén Iy thuyét todn hoc

Viéc tan cong dua trén 1y thuyét toan hoc vao luge do chit ky s ngudng dé xuat c6 thé thuc
hién theo hai hudng 1a giai bai toan logarit roi rac trén duong cong elliptic hoic tin cong gia mao
thong diép dya trén pha v& ham bam mat mé sir dung trong lugc do.

- Trong lugc db ky sé ngudng dé xuit, ké tin cong tién hanh chin bét duoc cac gia tri khoa
cong khai ctia nhom nguoi ding 1a pk va diém R (tinh tir cac gia tri R; thu dugc trén kénh truyén)
va tién hanh du doan cac gia tri khoa bi mat sk va gia tri bi mat r. Cu thé cac bai toan can giai
db6i voi ké tin cong sé 1a: bai toan logarit roi rac trén dudng cong elliptic. bay dugc xem la mot
bai toan kho va khong c6 khad néng giai trong khoang thoi gian da thirc néu cac tham sb duong
cong dugc lya chon 1a an toan. Chung ta c6 Bang 1 1a khuyen nghi cua Vién tiéu chuan qudc gia
Hoa Ky NIST trong viéc lya chon kich thuéc tham sé cho cac thudt toan mat md co ban twong
g thoi diém sir dung duoc dua ra nam 2020 [16].

Bang 1. Khuyén ngh; NIST vé tham sé khéa cho cdc thudt todn mdt ma

Namsirdyng ~ Dobiomat ., daEiCthhzo bit)  (db dﬁ?wsz?zl)DtEeo pity ~ Hambdm
whuhonnia 128 256 3072 SHA3.235
whuhonna 192 84 7680 SHiA3-384
tuhonna 25 512 15360 SHASS12

S6 liéu trén Bang 1 cho thdy rang luge d6 dé xuit sir dung dudong cong Edward448 co sb
modulo p~448 bit nam trong mirc d6 bao mat tir 192 dén 256, thi dwoc du doan 1a an toan dé sir
dung téi nam 2030 va 1au hon nita dua theo sy phat trién nang luc tinh toan ciia may tinh hién nay.

- Bé gia mao thong diép trong luge dd dé xuat thi ké tAn cong co thé sir dung tn cong nghich
ly ngay sinh va tan cong gap nhau & gitta dé pha v& ham bam SHAKE256. Ham bam SHAKE256
la mot phién ban ciia ham bam SHA3-256, nén theo Bang 1 thi ham bam nay cling dugc du doan
14 an toan dé sir dung téi nam 2030 va lau hon nita.

Nhu véy, ddi véi tin cong theo 1y thuyét toan hoc véi cac tham sb duong cong Edward448 va
SHAKE256 dugc st dung thi lwge d6 dé xuat duge coi 1a an toan sir dung tdi nam 2030 va lau
hon niia.

3.2.2. Tdn céng lién quan dén van dé cai dat

Déi véi luge do dé xuat thi tin cong lién quan van dé cai dat c6 thé xem xét hai tin cong phod
bién nhu sau: tan cong 1én qua trinh sinh tham sé bi mat r va tan cong dua trén tinh chét an toan
X04n cua dudng cong sir dung.

- Poi Vi tan cong 1én qua trinh sinh tham s6 bi mat r thi ton tai hai tn cong chinh la: cai dat
bo sinh s6 gia ngau nhién ton tai 16 hong va tan cong tiém 15i.

+ Trong [17] khang dinh ton tai cac cudc tan cong vao qua trinh sinh cac So gia ngau nhién
trén véi viée cai dat bo sinh sé co 16 hong bao mat trén phan cing hay phan mém va ké tin cong
s& biét duoc gia tri sinh nay. Tuy nhién, luvgc d6 dé xuit sir dung ham bam SHAKE256 trong sinh
gié tri r diéu nay chong lai duoc tan cong cai dat b sinh sé gia ngau nhién c6 16 hong theo khang
dinh trong [17].
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+ Trong [18], khang dinh c6 thé thyc hién cac cudc tin cong tiém 161 vao ham bam trong sir
dung sinh sé ngdu nhién, tuy nhién luoc dd dé xuét co kha ning chong duoc tin cong nay do sir
dung tem thoi gian 1a mot dau vao ham bam trong qua trinh sinh s r va diéu nay duoc khang
dinh trong [18].

- D0i v6i tan cong gy 18i dya trén cai dit thang Montgomery trong dang duong cong xodn
hay tan cong dua trén tinh chat an toan xodn: Trong [19] khang dinh rang cac duong cong
Weistrass va Edward déu c6 thé duoc chuyén d6i sang dang duong ‘cong Edward xoan va tién
hanh tan céng gy 1di qua trinh tinh toan phép cong va nhan diém dya trén cai dit thang
Montgomery dé co thé giai bai toan logarit roi rac mot cach tdi uu hon va pha v& dugce cac lugc
dd ky so trén duong cong elliptic. Trong [20] khing dinh duong cong Edward448 13 an toan xoan
(twist-security) tic 1a chong duoc tin cong nay.

3.2.3. Tdn céng dwa trén may tinh leong tir

Theo [21] thi cic hé mat dua trén bai toan logarit rdi rac déu bi anh huong boi tin cong trén
may tinh luong tir, cu thé 1a thuat toan Shor. Ciing trong [21] dua ra s luong qubit téi thiéu giai
bai toan logarit roi rac trén duong cong elliptic va trén trweong hitu han theo d6 bao mat twong
duong d6 dai tham sé khoa hay s6 modulo nhu Bang 2.

Bing 2. So luong Qubits can thiét cho may tinh lwong ti dé gidi bai todn logarit roi rac
va phdn tich so nguyén

Db bio mat #Qubits _dé giai bai toin #Qubits cho giai bai phan tich s0
: : logarit rai rac trén elliptic nguyén
112 2042 4098
192 2330 6146
256 3484 15362

Luogc do dé xuét dya trén bai toan logarit roi rac trén dudng cong elliptic vi vay bi anh huong
boi tan cong Shor trén may tinh lugng tir, tuy nhién theo Bang 2 thi khi Iya chon tham s6 cho cac
giao thirc dé xuit c6 do bao mat tir 128 bit tré 1én thi yéu cdu may tinh luong tir hd tro tir 2000
qubit trg 1én. Tinh t6i thoi diém nay tirc nam 2023 thi diéu nay chua kha thi va theo khuyén nghi
clia co quan mat ma cta Pirc ndm 2023 trong tai liéu [22] thi khi lva chon tham sé cho lugce d6
dé xuat c6 d6 bao mat tir 128 bit thi luoc d co thé sir dung dén 2028 hoic lau hon nita c6 sy xem
xét cua may tinh lugng ta.

3.3. So sanh vin dé an toan ciia lwgc do ky sé nguwéng dé xudt véi mét sé cong bé khic

Phan nay, chiing t6i dwa ra Bang 3 so sanh vé van dé an toan cua lugc d6 dé xuat véi mot sd
lugc do chir ky s6 ngudng trong cac cong bo khac.

Bang 3. So sanh vin dé an toan ciia mgt s6 heoce do chik ky sé nguong trén dwong cong elliptic

Luoc dd Dua trén bai toan . Tflq cong
Chl"r.ky ¥4 ECLDP theo chuan Tan cong l1én qua trinh cai dat bang
nowdn ECDSA hoac may tinh
gwong EdDSA/Schnorr luwgng tir
P Tan cong tiem  Tan cong dua
EdDSA sﬁ‘:]?ll ir)a;ggu 16i 1én ham trén tinh chﬁt an
ECDSA /Schnorr nhién ton tai bam sinh s6 t_oa‘m Xoér_l
13 Héng [17'] ngau nhién (twist security)
[18] [20]
Trong [9] Cé Khong Cé Khong Ton tai Cé
Trong [10] Co Khéng Co Khoéng Ton tai Co
Trong [11]  Khéng Co Co Khoéng Ton tai Co
Trong [12]  Khong Co Khong Co Ton tai Co
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Luoc db Dua trén bai toan ) Tz"m‘ cong
Chfr.ky ¥4 ECLDP theo chuan Tan cong l1én qua trinh cai dat bang
ngudng ECDSA hoac may tinh
EdDSA/Schnorr lwong tir
Trong [13]  Khong Co Khéng Co Ton tai Co
Trong [14]  Khong Co Khong Ton tai Ton tai Co
buoe do - ehon Co Khon Kh Kh Ce
de xuat £ £ ong ong ©

Trong Bang 3, thi cac lugc do ky s ngudng dugc xem xét co thé bi anh huong boi cac tan
cong & ba muec la: khong, 6 va ton tai. PSi vai mirc “khong” thi cac luoc do khong bi anh huong

boi tin cong, & muc “c6” thi cac lwoc dd chic chin bi anh hudng bai cac tan cong, con mirc “tdn
tai” 1a c6 thé bi anh huong boi tAn cong dang xem xét tily thudc vao dudng cong ma luoc dd do
su dung.

Nhu vay, d& thiy ring lugc d6 cua chung t6i dé xuit chéng duoc tat ca cac tin cong 1én qua
trinh cai dat da de cap trong muc 3.2 va tot hon tat ca cac luwoc do dang so sanh.

3.3. So sdnh chi phi tinh todn ciia lwoc do dé xudt véi mgt sé6 cong bo khdc

Trong phan nay, ching t6i dua ra so sanh vé chi phi tinh toan ciia luge do dé& xuat so véi cac
lugc dd khac trong cac cong trinh dd cong bd trong khoang 5 nim gan day. Chi phi tinh toan cua
céc giao thirc tai cac bén lién lac s& dugc do boi sé cac phép tinh nhu: Elliptic Curve Point
Multiplication (ECPM) — phép nhéan diém, Elliptic Curve Point Addition (ECPA) — Phép cong
diém, Modular Inversion (MI) — Phép nghich dao, Modular Multiplication (Mul) — Phép nhan,
Modular Addition (Add) — Phép cong, One-way hash function (Hash) — Bam mat ma. Trong
Bang 4 14 s6 liéu chi phi tinh toan chung tdi tinh duoc ddi véi qua trinh ky sé va kiém tra ky so
trong mot sé luge d6 chit ky sb ngudng trén dudng cong elliptic ddi véi mot ngudi ding trong
nhom va khong tinh chi phi dbi véi cac cach thirc phan phdi khoa (trong bang chi dua ra tén cach
thirc phan phéi khoa). Qua trinh phan phdi khoa ky hiéu 1a KD (Key Distribution).

Bang 4. Chi phi tinh todn ciia mét sé lroe do chir ky s6 nguwong

Lugc do Qua trinh ECPM ECPA Ml Mul Add  Hash KD
Trong [9] va Ky 1 0 0 2 1 1 May chu
[10] Kiém tra 2 1 1 2 tdén N 1 tap trung
Trong [11] Ky 1 0 0 1 1 1
va[12] Kiém tra 1 0 0 1 tdén N 1 FROST
Ky 2 0 0 1 1 2
Trong [13] Kiém tra 2 1 0 0 tdén N 1 ZKP
Ky 2 0 0 1 1 4
Trong [14] Kiém tra 2 1 0 0 tdénN 2 Rescure
Luoc do dé Ky 2 0 0 1 1 3 Méychu
XUt Kiém tra 2 1 0 0 tdén N 1 tap trung

. S6 lieu Bang 4 cho thiy luoc dd dé xuit co chi phi tinh toén gan nhu twong ddng véi cac lugc
do chir ky so6 ngudng dua trén EADSA/Schnorr da cong bo khac.
4. Két luan
Bai bao da d& xuit dwoc mot luoc dd chir ky sé ngudng trén dudng cong elliptic Edward448.
V61 d6 an toan cao va chi phi trién khai thap da dugc chimg minh va so sanh voi mot lugc chix ky

s6 ngudng khac da cong bo, thi luge d6 dé xuat rat co tiém ning trong trién khai tng dung thyc té
nhu thuong mai dién tir hoac cong nghé Blockchain.
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