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NGHIEN CUU UNG DUNG CONG NGHE BLOCKCHAIN
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TOM TAT

Trén thuc t& co nhidu k¥ thuat ding dé ngin chan cac cudc tan cong thu rac (spam email), tuy
nhién hau hét chwa phuwong phap nio ¢ thé ngin chan triét dé vi ké tin cong ngay cang c6 cac ky
thuat tinh vi hon. Trong bai bao nay nhém tac gia tip trung nghién clru Gting dung cta cong nghé
Blockchain trong viéc giam thiéu va ngin chin cac cudc tdn cong spam email sir dung thuat toan
SAGAgc (Spam Attack Guard Algorithm Using BlockChain) thong qua thyc nghiém mé phéng
chirng minh tinh hi¢u qua. Ket qué cho thiy, véi cac truong hop ngudi dung s dung SAGAgc dé
giri hodc nhan email, ti 1¢ bi tin cong thu rac giam xudng rd rét so voi cach giri nhan truyén thong.
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Le Hoang Hiep", Tran Thi Yen? Do Dinh Luc’,

Nguyen Van Vu?, Nguyen Van Trung?, Tran Ngoc Truong®
*University of Information and Communication Technology — TNU,
2Nam Dinh University of Technology Education,

*Thai Nguyen Industrial College

ABSTRACT

In fact, there are many techniques used to prevent spam attacks, but most have not been able to
prevent them completely because attackers are getting more sophisticated techniques. In this
paper, the authors focus on studying the application of Blockchain technology in reducing and
preventing email spam attacks using SAGAgc algorithm through simulation experiments to prove
the effectiveness. The results showed that, for the case of users using SAGAgc (Spam Attack
Guard Algorithm Using BlockChain) to send or receive email, the rate of spam attacks decreased
significantly compared to the traditional way of sending and receiving.
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1. Gi6i thiéu

Thu réac, thu linh tinh, hay con dugc dung
dudi tén la spam (Stupid Pointless Annoying
Messages) hay spam mail, 1a cac thu dién t
vO bo thuong chira cac loai thong tin khong
c6 ich, tham chi con c6 hai cho ngudi dung
nhu thong tin quang cdo, email dinh kém
virus, thong tin nhay cdm,...d6i khi, nd dan
du nguoi nhe da, tim cach doc s6 thé tin dung
va cac tin tirc ca nhan cua ho dugc giri mot
cach vo t0i va va noi nhan 1a mét danh sach
rat dai gui tir cdc ca nhan hay cac nhom nguoi
va chat luong cia loai thu nay thuong thap.
Spam email 1a mot trong cac phuong thtic cua
cac cudce tin cong DDoS (Distributed Denial
of Service), 1a mot trong nhitng thach thirc an
ninh phd bién nhit ma ca c nhan va cac t6
chtre, doanh nghiép phai dbi mat trong viéc
dam bdo an toan thong tin ctia ho. Cu thé hon
Phishing 1a mot phuong thic lira ddo nham
gid mao céc to chire c6 uy tin nhu ngan hang,
trang web giao dich truc tuyén va cac cong ty
thé tin dung dé lira nguoi dung chia sé thong
tin tai chinh nhu: tén dang nhap, mat khau
giao dich, nhing thong tin nhay cam khac cua
ho. Phucng thirc tin cong nay con ¢ thé cai
phan mém ddc hai vao thiét bi cua nguoi
ding. Ching thuc sy 1a mdi quan ngai 16n
néu ngudi ding chua c6 kién thic vé kiéu tin
cong nay hoic thiéu canh giac vé no.

Dic diém chinh cta phuong thirc tn cong
spam email d6 1a: nhiing mét lién két trong
mot email chuyén huéng nguoi ding toi mot
trang web khong an toan va yéu cau ngudi
dung cung cap nhitng thong tin nhay cam; Gia
mao dia chi ngudi g trong mot email dé
xuét hién nhu mot ngudn dang tin ciy va yéu
ciu thong tin nhay cam; Dt mot Trojan (mi
doc) thong qua mot tdp tin dinh kém trong
email hodc quang cdo nhitng th (ma ké xam
nhap mong mudn) duoc giri vao hom thu cia
ngudi dung. Tur d6, ké x4m nhap c6 thé khai
thac 16 hong va c6 dugc thong tin nhay cam.
Tan cong DDoS thong qua spam mail 1a mot
dang cua tdn cong DDoS. O dang nay,
Attacker (ké tAn cong) tham nhdp vao mang
bang mot chuong trinh duoc dinh kém vao
spam mail. Sau khi khoi chay file dinh kem

d6, ngudn tai nguyén cua Mail Server s& bi
can kiét dan boi mot sé luong 16n mail tir cac
méy khac trong Domain giri dén gy ra hién
tuong tur chdi dich vu DoS. K¢é tin cong da
tao ra cac spam mail vuot qua dugc bd loc
spam va chuyén spam mail y téi hop thu cia

nguoi dung [1].
?1

s

@

=

Hinh 1. Minh hoa Spam Email Attack
Trén thuc té dd c6 nhiéu nghién ctru, dua ra
nhiéu giai phap nham ngin chin viéc bi tin
cong spam email. Tuy nhién su sang tao cla
con ngudi gan nhu vo han, d6 1a khi ngudi
gui email spam (Spammer) luén ludn tim ra
dugc cach méi dé c6 thé tién hanh thyc hién
thanh coéng viéc chuyén hay gui cic spam
email té6i hop thu ctia nguoi dung cho du
ngudi ding c6 mong mudn hay khong.
Trong bai bao nay sé tip trung nghién cuu,
phan tich cac ung dung cua cong nghé
Blockchain nhu mét ki thut [2] nham han ché
hodc ngin ngira cac cudc tn cong spam email.
2. Co s6 xay dung giai thuat SAGAgc
2.1. Khéi dau
Mot email chinh théng (khong phai spam
email) co thé duoc nhan mot cach binh
thuong tir may chu. Tuy nhién, mot sé dia chi
email duoc st dung dé spam lai c6 thé bi tur
chdi, do d6 chi c6 mot phﬁn cua thu rac gui di
tr Spammer co thé dén dugc muc tiéu (noi
nhan). Trong phuong phap duoc trinh bay &
trong thuat toan nay, bat ky nguoi gul thu
(Sender) nao muén giri mot email di déu phal
tra mot chi phi, chi phi nay dugc goi la tién
dién tir (Cryptocurrency). Néu email d6 dén
dugc nguodi nhan mot cach chinh xac, 1€ phi
d6 s€ dugc hoan tra lai cho nguoi gui. Nhiing
nguodi gii email chinh théng (phuc vu cho
cong viéc) s€ tra mdt it chi phi, tuy nhién
nhitng ké gii thu rac (Spammer) sé phai tra
chi phi nhiéu hon méi ¢ thé thyc hién duoc
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mot spam email (hay spam attack). Véi
phuong phép niy s& lam giam cac cudc tin
cong spam email boi ly do nhu da ndi, d6 1a
ké tan cong s& phai tra nhiéu chi phi cho céac
cudc tan cong spam mail (vi s6 luong mail rat
l6n). K¥ thudt nay goi 1a “Spam Attack Guard
Algorithm Using BlockChain” (goi tit la
thudt toan SAGAgc).

2.2. Thuét ngir lién quan

Boi vi tién dién tir 1a mot khai niém tuong dbi
méi, do d6 trong bai bao nay cin chi ra mot
s6 khai niém, thuat nglt co6 lién quan toi
nghién ctru nay [3]:

+ Blockchain: hay cubn sb cai (chudi khdi),
la mot hé théng co sO dir li€u c6 chira thong
tin, duoc dung dé luu trir thong tin trong cac
khdi (block) théng tin dugc lién két véi nhau
(chain). Cudn s6 cai (tép) nay khéng dugc luu
trit trong mdt may chd trung tam nhu trong
mot ngan hang hodc trong mét trung tam dir
liéu ma nguoc lai dugc phan phéi trén toan
thé giéi thong qua mot mang ludi cac may
tinh ngang hang véi vai tro luu trit dir liéu va
thuc thi cac tinh toan. M&i may tinh nay dai
dién cho mot node cia mang ludi Blockchain
va mdi node déu c6 mdt ban sao cla tép 0
cai nay. Pong thoi cho phép truyén tai dit lidu
mot cach an toan bang mot hé théng md hoa
phuc tap va duoc md rong theo thoi gian.
Cong nghé Blockchain trong dong véi co sé
di 1i€u, chi khac & viéc tuong tac voi co so
dir lidu.

BLOCK T

BLOCK 2 8LOCK 3

Hinh 2. M6 td cdu triic ciia cong nghé Blockchain

+ Cryptocurrency: hay tién ma hoa 1a mot tai
san k¥ thuat sé duoc thiét ké dé 1am viéc nhu
12 mot trung gian trao d6i ma str dung mat ma
dé dam bao cac giao dich cta nd, dé kiém
soat viée tao ra cac don vi bd sung va dé xac
minh viéc chuyén giao tai san. Tién 4o duoc
phan loai nhu 1a mot tip con cua cac loai tién
k¥ thuat sb va cling duoc phan loai la mot tap
con cua cac loai tién té thay thé va cac loai
tién 0. Bitcoin duoc tao ra trong nam 2009,
1a tién ma hoé dau tién. K& tir @6, nhiéu loai
tién md hoa khac da dugc tao ra. Chiing
thuong duogc goi 1a altcoin, viét tit cua déng
tién thay thé.

+ Wallet: Boi vi cac loai tién dién tir nhu
Bitcoin, Ethereum, Litecoin, ... déu ton tai
dudi dang k¥ thuat s6, cho nén khi mudn luu
trir hay sir dung chiing can phai c6 mot vi luu
trir riéng, hay con goi 1a vi tién dién tur. Vi
trong Blockchain 1a m¢t phuong tién luu trix
tién dién tir. Bat cu ai cling co thé tu do tao vi
mién phi. Vi duoc coi 1a mét co ché dé quan
Iy tién dién tu.

+ Wallet account: tai khoan vi 1la mot ID
ding dé xac dinh (nhan dang) mot vi c4 nhan
ctia ngudi dung. Ngudi dung quan 1y tién dién
tr cua ho thong qua tai khoan vi.

+ Transaction: 1a mét ban ghi xac thuc viée
giri/giao dich tién mad hoa tir tai khoan vi cua
ngudi ndy t6i tai khoan vi ctia nguoi khac va can
¢6 su xéac thue bang khoa (key) trong giao dich.

+ Mining (mdy ddo): Khi mot Transaction
méi dugce tao ra boi mot Wallet, no co thé tao
offline rdi sau dé truyén tai 1én Bitcoin
Network khi Wallet online (gidng nhu ta viét
thu bo vao bao thu & nha, rdi sau d6 mang thu
dén mang lu6i chuyén phat buu dién).
Transaction can phai duoc Confirm (x4c nhan
hop 1€) trude khi duge dua vao Block bédi cac
may Mining, cac may Mining c6 thé 1a may vi
tinh, may di¢én thoai, hodc loai may chuyén
dung ... st dung tai nguyén cta no (CPU
hoic GPU) thuc hién cac phép toan dé xac
minh cac dir liéu cta Transaction. Cdc may
Mining tong hop du s6 lwong cac Transaction
vao mot Block, sau d6 n6 s€ thyuc hién viéc do
tim ra mot chubi Hash thoéa man Difficulty
Target (d0 kh6é muc tiéu) ma mang ludi quy
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dinh tai thoi diém do, viéc nay goi 1a Proof-
of-work (bang chimg lam viéc). Sau khi tim
duoc chudi Hash théa man Difficulty Target,
Block d6 duoc xem la Mined (da dugc dao),
va dua Block d6 vao Blockchain.

2.3. Thiét 1ap hé thong, giai thuit

SAGAgc két hop v6i mot tai khoan email
duge lién két voi mot tai khoan vi dién tir
nham ngadn ngira tin cong spam email. Hiéu
don gian, mot email client (email khéach) s& co
mot hoac nhiéu tai khoan email. Mot tai
khoan vi dién ti s€ dugc gan voi mot hodc
nhiéu tai khoan email béi thuat toan SAGAgc.
Email client két hop v6i mot tai khoan email
s& dugc thiét 1ap voi mot tai khoan vi dién tir.

Hé théng SAGAg: bao gé)m cac thanh phén sau:

- Cryptocurrency: Mail Send Coin (MSC) la
mot trong nhitng loai tién dién ti duoc trién
khai boi SAGAgc. MSC khong phai 1la ma
thong bao tién t& ma 1a mot loai mé théng bao
hitu ich. Bét ctr ai st dung SAGAgc ciing co
thé sur dung cac loai tién dién tir hién co.

- Mailers (may giwi): Trong SAGAgc mot
chtc ning mé rong (add-on) ctia Mailer noi
chung dugc thuc hién:

- Ham qudn ly tai khodn (account
management function): Nhu dugc hién thi
trong Hinh 3, ham quan 1y tai khoan trich xudt
cac tai khoan vi @6 khong chi tuong ing voi
tai khodn email cua chu s¢ hitu ma con tuong
ung cho mot tai khoan email dich.

Email Address Wallet Account

userl@tuscuyn | DASIDIOGR il
l (a2 10L0TT

SSEr2 @ty pour (24100077

user3@ictu.eduun QANTBNTT

users@ictu.eduvn DQA10TS

userS@ictuedusn 28100047

Hinh 3. Trich xudt tai khoan vi

- Ham yéu cdu xem ligu MSC di dwoc thanh
todn chwa: ham nay thim dinh mot
Blockchain vé viéce liéu MSC ¢6 duogc thanh
toan tir vi dién tir phia bén giri hay khong. Bat
ky dir liéu da thu thap tir cac két qua tham
chiéu nhu vay s& dugc luu trit trong ham nay.

- Ham sdp xép (sorting function): Ham nay
déanh gia xem email c6 phai la thu rac hay khong
theo s6 lugng MSC d4 tra dé guri chiing di va sap
xép chiing vao mot thu muc email spam.

- Ham chuyén tién (remittance function):
Ham chuyén tién 12 ham thanh toan MSC hoat
dong tir tai khoan vi twong tmg dén chu so
httu tai khoan email ma c6 lién hé véi tai
khoan vi twong tng véi dich dén (noi nhan)
tai khoan email.

- Ham xdc nhdn (validation function): lan
dau tién email duoc gui dén nguoi nhan mai,
ham nay xac thuc tai khoan vi tuong ung véi
tai Khoan email dich. Sau d6, nguoi gui thu sé
kiém tra tai khoan vi dugc lién két va xdc
dinh xem ho da gti phi MSC cho ngudi nhan
chua. May nhan thu két ndi tai khoan vi duoc
thiét 1ap véi may giri thu tiy thudc vao danh
tinh cta tai khoan vi giri va sb tién phu hop
cua MSC da dugc thanh toan. May gui thu
sau do6 gtri phi MSC vao tai khoan vi nhan.

- Ham khai thac (mining function): néu
MSC tra tién khong du, ngudi ding c6 thé bd
sung bang cach khai thac (dao coin) cac giao
dich MSC ma nguoi dung khac da phat hanh.
Mot ngudi gui thu rac ciing c6 thé bd sung
MSC theo cach twong tw, nhung chi phi nhidu
nhiéu hon cho mét ngudi dung bat hop phap
dé 1am nhu vay.

2.4. Thu tuc (Procedure) cin tuan tha khi
cd may gii va may nhan sit dung thuit
toan SAGAgc:

a. Sending mailers (may giii):

Sendingsite | Gin mot Emal '
terminal & Senging side Server
~a st
A\i‘g‘{oil[),
e
\7) -
- Blockchain
6
7/;[\«.3:'9'3“
e
T I.';-‘\'f" e
T b gucd ¢
Receiving site 4
termiral Receptiion side Server

Hinh 4. Xdc thyc tai khodn vi
Nhu dugc hién thi trong Hinh 4, khi mot
nguoi gui thu giri email, n6 phat hanh mét s
luwgng giao dich nhat dinh dé giri MSC vao tai
khoan vi twong tmg véi tai khoan email dich.
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b. Receiving mailers (mdy nhdn):

May nhan thu xic dinh xem mot buc thu
email 1a thu rac dua trén sb lugng MSC dinh
kém va sap xép thu rac vao thu muc thu rac.
May nhan thu sau d6 s& tu dong quyét dinh
hoan phi MSC da tra tuy theo mic d6 ma
email da duogc xir ly. Néu tin nhén bj x6a hoic
duoc sap xép vao thu muc thu rac, phi MSC
da tra phi s¢ khong dugc hoan lai. Tuy nhién,
néu tin nhan (email) khong dugc xir 1y trong
mot khoang thoi gian nhat dinh, s6 tién phi
MSC di thanh toan c6 thé duge hoan tra vao
tai khoan vi.

c. Mining (may dao):

Céac giao dich da phat hanh dugc ghi lai ¢
phan dau cia Blockchain bdi mot miner. Tat
ca cac thuc thi lién quan dén giao dich sau d6
dugc két thic.

2.5. Thu tuc (Procedure) cin tuan tha khi
may gii hodc may nhin khong st dung
thllé:lt toan SAGAg::

a. Khi chi c6 mdy giii sir dung SAGAgc: may
giri ¢6 thé xac dinh may nhan c6 sit dung
SAGAgc hay khong dua vao ham xac thyc
(Validation function). Trong truong hop nay,
méay gii ¢6 thé giri mot email thong thuong
ma khong phai tra phi giao dich MSC.

b. Khi chi c6 may nhin sir dung SAGAgc:
May nhén c6 thé xac dinh may giri co str dung
MSC hay khong dwa vao ham yéu ciu xem
lidu MSC di duogc thanh toan chua. Néu may
giri khong str dung SAGAgc, may nhan sé& biét
didu nay dua vao ham quan Iy tai khoan
(Account management function). Trong trudong
hop nay, may nhan giai quyét cac tin nhan dén
nhu email binh thudng s& khéng thé xac thuc
dugc do co phai 1a thu rac hay khong.

c. Khi mdy giti va mdy nhin déu khong siv
dung SAGAgc: trong truong hop nay email
dugc gui va nhan s€ st dung phuong phép
truyén thong nhu thong thuong.

2.6. Dy doan trwéce hi€u lwe ciia mot cufe
tin cong Spam:

Khi st dung thuat toan SAGAgc, nguoi gui
email phai dong thoi giri mot khoan phi MSC

dén vi nhan néu mudn thuc hién gui email.
Trén thuc té, Spammer luén giri mot luong
16n céac thu rac (spam email) khi d6 s€ phai
mét téng chi phi MSC 16n tuong mg. Chinh
diéu nay sé giy khé khin khién Spammer
khong thé gui spam email. Khi cic email
thong thuong dugc nhin mét cach chinh xac,
nguoi gui email nay (khong phai Spammer)
s& khong mat phi MSC ctia ho. Ngay ca khi
phi MSC bién mét, ho van c6 thé phuc hdi boi
méay dao (Mining). Bang cach nay nguoi st
dung SAGAgc s€ han ché nhéan duogc thu rac.
3. Thuc nghiém mé phéng

Trong phan nay sé& tdp trung xac minh viéc
sa dung giai thudt SAGAgc c6 thé ngin
chin tin cong spam dya trén viéc mo phong
minh hoa. Viéc mo6 phdng nay s€ khong bao
gdm ngudi giri email ma khong st dung
SAGAgc [4], [5], [6].

3.1. M6 hinh thyc nghiém:

Nhu trong hinh 5 hién thj cac ké hoach mé phong.
(1). Thiét lgp ban dau (Initial setting): sd
luong nguoi st dung SAGAgc duge chi dinh
1a “N”. Gia tri ban dau ciia MSC ma tt ca
nguoi dung dang co dugc chi dinh 1a “M”. S6
Spammer dugc chi dinh 1a “S” va s6 nguoi
dung (nguoi giri email binh thuong) dugc chi
dinh 1a “N-S”.

(2). Giri email va MSC (Sending emails and
MSCs): mot ngudi st dung SAGAgc binh
thuong gri mot email va mot MSC td1 mét
dia chi dugc lya chon tr danh sach nguoi
dung (ngoai trur dia chi riéng ctiia nguodi dung
va dia chi ciia nguoi giri thu rac). Néu nguoi
ding binh thuong khong cé bat ky MSC nao
thi email khong thé duoc giri ¢én mot dia chi
dich bang cach str dung SAGAgc.

(3). Hoan trd (Refunds): Khdng c6 email nao
da guri boi nguoi dung binh thuong (N-S) la
thu rac. Chi phi 1 MSC da gui t6i vi nhén
duoc hoan tra toi vi da thiét 1ap véi email
nguoi dung.

(4). Vong ldp cho nguwoi dung thong thuong
(Loop for genuine users): Mo phong thuc
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hién lap lai ké hoach (1), (2) va (3) bén trén
cho (N-S).
(5). Gvii email va MSC (Sending emails and
MSCs): Mot Spammer st dung SAGAgc dé
gui mot tin nhin spam va mdt MSC tdi mot
dia chi dugc chon tur danh sach nguoi st dung
khéc (ngoai trir dia chi riéng cua Spammer.
Néu vi thiét 1ap véi tai khoan ctia Spammer
khong c6 MSC thi Spammer khong thé giri
dugc tin nhan spam).
(6). Hoan tri (Refunds): bit ky email nao
duoc gtri boi Spammer thi dugce coi 1a thu rac,
do d6 MSC ma Spammer da giri d¢én vi nhan
thi s€ khong dugc hoan tra.
(7). Loi nhudn (Profit): Spammer kiém duoc
loi nhuén b thong qua xac suét p trén mdi tin
nhin rac di gui. Spammer thu dugc sé tién
cia MSC nhu nhau théng qua 1gi nhuan b
kiém dugc tir mining.
(8).Vong lap giwi spam (Loop for sending
spam): thuc nghiém mé phong lip ké hoach
(5), (6) va (7) véi sb lan 1a T. Trong do, T
duoc chon ngﬁu nhién tir cac sb tu nhién thoa
man OT < N. Cu thé 1a mdi Spammer sé& giri T
lan tin nhin rac dén mot tai khoan email
ngoai tru tai khoan email ctia chinh ho va
khong bi chdng chéo don vi thoi gian cho mbi
lan giri.

Thiét lap ban dau(l)

Lap trong s6 lan (10)

Lap cho nguon sir ding thong thuomg (4)
Gin mail va MSC (2)
Hoantra(3)
Lap cho SPAMMER (9)
Lip choviee g thurae (8)
G matl va MSC (5)
Hoan ra (6)

Tien la'lgn nhuan(7)

Hinh 5. Ké hoach cho thire nghiém mé phong
(9).Vong lap cho Spammer (Loop for
Spammer): thuc hién lip cac ké hoach tir (5)
dén (8) cho tit ca Spammer.

(10). Vong lip trong don vi lin (Loop in unit
time): cac ké hoach tir (2) dén (9) duoc coi la
mdt don vi thoi gian (T) va dugce lap lai.
3.2. Tham s6 md phéng
Trong md phong nay, cac tham sb duoc thiét
lap nhu sau: N=10.000 (M < 980, 1000,
1020), (S < 300, 500, 700). Xac sudt phan
phéi P cuta loi nhuan G duoc tinh nhu sau:

P = 1000 x (C)™
Trong d6 hing sé C 1a (27) va (X) 1a sé
phan phdi dong nhit ngiu nhién thoa mén 0
< X <330.
3.3. Két qud thuc nghiém
M6 phong nay duoc thuc hién 100 lan cho
mot trong ba loai gid tri ban dau cua MSC,
thoa min S = 500. Hinh 6 cho thiy su thay
d6i cua muc trung binh trong mdi 100 lan
chay tir ba diéu kién (M < 980, 1000, 1020).
Truc ngang cua hinh cho biét don vi thoi gian
t. Truc doc cua hinh biéu thi ty 1€ spam cho
tat ca cac email da duoc gui.
Hinh 6 ciing cho thiy ty 1& thu rac d6i véi tat
ca cac email dugc gui giam mot cach rd rang
mic du tbc d6 giam nay khac nhau cho mét

trong ba loai gia tri ban dau ctia MSC.
spamiad / AMad

"avaSpemMadRatio-980 "
09 } "aveSparmMaiiatio 1000 ba*
“aveSpamMaiRatio- 1020 tx1*

alio
u

"0 % 10 150 20 20 M0 10 40
Hinh 6. Két qua mé phong (M < 980, 1000, 1020)
Mo phéng tiép theo dugc thuc hién 100 lan
cho mot trong ba s6 Spammer, thoa man (M =
1000) nhu Hinh 7 cho thiy su thay ddi cua
gia tri trung binh thong qua mot trén 100 md
phong voi ba diéu kién (S < 300, 500, 700).
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Hinh 7 ciing cho thiy ty 1¢ spam dbi véi tat ca
cac email dugc giri gidm mot cach rd rang,
mic du tée do giam nay khac nhau cho mot
trong sb ba loai lgi nhuan ma Spammer thu
ve.
spomial | AV es

“aveSparidaRalo 00 b" |

on voSpantdasfiatio SO0 wr
"oveSpamMasfnlo- 700 '

o

0 o 0o 150 M) 350 300 {01 4

Hinh 7. Két qua mé phong (S <300, 500, 700)
4. Két luan
Két qua mo phong cho thdy SAGAgc co thé
ngan chan thu rac mot cach hiéu qua hon cac
phuong phéap ngan chin thu rac truyén thong.
Boi vi viéc ngan chin thu rac dién ra trong ca
may cha giri va bd loc ciia may chi nhén.
Hon nita ciing c6 nhiing loi thé khac biét
trong viéc sit dung SAGAgc nhu sau:
- Ngay ca khi may chu giri cia nguoi dung
giébng nhur ciia Spammer, SAGAgc ¢6 thé ngin
chin tin cong spam vi SAGAgc xac dinh xem
mdt email 1a thu rac hodc co tinh hop phap hay
khong trong mbi tai khoan email.
- Ngay ca khi Spammer chuyén sang mot may
chi gui khac, SAGAgc s€ ngin ngua
Spammer thuc hién diéu nay trir khi Spammer
mua lai MSC.
- Vi email dén (nhan dugc) duoc tra phi
MSC béi vi cia nguoi giri, may chi nhan va
may nhan khong can xem xét téi ndi dung

cua mot email nhu vay s€ c6 mot luong tai
(workload) nhé.

- Nguoi giri email ¢6 sy dam bao rang nhiing
tin nhan s& khong bi phan loai giéng nhu thu
rac mién 1a c6 su tra phi MSC.

Két qua md phong cho thiy ring tin cong
spam s& giam xudng khi ngudi dung giri email
stt dung SAGARgc khi d6 s€ c6 su bao toan nhu
mot cong cu bao v€.SAGAg: da tao ra nhitng
bat loi cho Spammer, Spammer duong nhién s&
khong st dung nd. Tuy nhién, vdi nguoi dung
thong thuong mudn dam bao rang cac email ma
ho nhan duoc da tra phi MSC thi ludn 1a email
that, khong phai spam email.
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