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NGHIEN CU'U VA THIET KE THIET BI SMARTLOCKICTU

Pao Td Hiéu', Ping Thi Loan Phuong,
Tran Hong Hai, Tran Xuin Trong

Trueong Bai hoc Cong nghé Théong tin & Truyén théng — PH Thdi Nguyén

TOM TAT

Vi 6 khoa trén ctra chinh ctia ngdi nha, chii nha co thé diéu khién va giam sat tryc tiép trang thai
khoa déng/mé tir bat cr noi ddu qua internet va tin nhin SMS. SmartLockICTU 1a mot thiét bi
tuong tu 6 khoa nhung khong can dén chia khoa va c¢6 thé duge ngudi chi gia dinh mé tir xa & bt
ctr noi dau c6 internet. SmartLockICTU st dung céng nghé Wifi voi Chuan giao thirc mang
WLAN - IEEE 802.11 cho phép két néi internet linh hoat v&i ha ting mang gia dinh va ngudi chu
gia dinh c6 thé tuong tac truc tiép tir xa voi 6 khoa qua internet v6i co ché bao mat 2 16p sir dung
mi OTP (One Time Password). SmartLockICTU duoc trang bi co cdu chng trom bé khoa, pha
khoa va canh bao thong minh cho phép viéc quan ly, giam sat 6 khoa thuan tién. Thiét bi khoa
thong minh nay dugc thiét ké nham dem lai su an toan, tién loi cho nguoi st dung va cd kha nang

thay thé hoan toan nhimng 6 kho4 truyén thong.

Twr khéa: Khoda thong minh, van tay, mdt khau, ma OTP, tw dong khoa, diéu khién tir xa

GIOI THIEU

SmartLockICTU 1a mot thiét bi khoa hay 6
khoa dwgc dat trén canh cira chinh, duoc diéu
khién trang thai dong mé boi mat khau, diu
van tay, thoi gian dong cua hodc giao dién
Web Server, ung dung trén Smart Phone
thong qua internet. Thiét bi nay duoc s dung
rong rai trong nha thong minh, dap Gng nhu
cau kiém soat ngdi nha cua nguoi chu gia
dinh doi héi sy bao mat, chinh xac va an toan.
Mo hinh hé thdng SmartLockICTU gbm:
phan diéu khién dong/mo khoa, phan nhan
dang van tay (Fingerprint), phan kiém tra mat
khau (PassWord), bo thoi gian chd khoa khi
ctra duoc dong lai (Timing), phan cam bién
phat hién sy tdc dong nhu pha khoa hay bé
khéa (Dynamic detection), phan cinh bao
bang am thanh (Ring) va thuc hién nhin tin
SMS/cudc goi dén sd dién thoai di ding ky
va phan Wifi gitip thiét bi khoa két ndi Web
Server thong qua internet. Chi ngdi nha su
dung dién thoai théng minh (Your Phone)
hodc may tinh (Computer) truy cip dén giao
dién Web Server va thuc hién tién trinh
dong/mo khoa véi co ché bao mat 2 16p sir
dung md OTP qua tin nhin SMS. Moi qué
trinh tuong tac voi khoa sé dugce luu lai trén
Server. Minh hoa mé hinh hé théng khoa
SmartLockITCU tai hinh 1.

* Tel: 0389 959524, Email: hieudtvt2@gmail.com
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Hinh 1. M6 hinh hé thong khéa SmartLockICTU
CO CHE PHAT HIEN, GIAM SAT VA
CANH BAO
Mé cira tir bén ngoai khong cé mat khau,
khong ding van tay

B6 xtr ly trung tdm cua khoa cua s€ luu triv
thong tin mat khau, diu van tay cho phép mo
clra, mat khau c6 thé bao gém 4-12 ky tu va
mot khoa ¢6 thé luu trit duoc nhiéu mat khau
va du van phu hop. Mat khau va diu van tay
c6 thé thay doi khi cai dat va thay thé cho
chia khoa dé mé cira vao nha. Tuy nhién, néu
nguoi mo khéa quén mat khau, khong duoc
cap mat khiu hodc khong ton tai van tay trong
bd nhé nhung c6 y dinh doan mat khau dé
vao nha thi hé théng kich hoat bao dong dé
ngan chan hanh vi “mo” mat khau.

Mé cira bing tac dong ngoai luc

Thiét bj khoa thong minh ¢ trang bi cam
bién phat hién rung va va dap cho phép nhan
biét nhitng tac dong co hoc do ngoai lyc bén
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ngoai tac dong vao khoa. Khi lyc tac dong
vuot ngudng cho phép da cai dat khi thiét bi &
trang thai “khoa” thi hé thdng canh bio s&
phat coi canh bao dé gy su cha y cho ngudi
xung quanh dong thoi khéa ciing giri tin nhin
canh bao/cudc goi khén cép dén sb dién thoai
cua nguoi chu gia dinh.

PHUONG PHAP MO KHOA THONG
MINH QUA INTERNET

Phuong phap mé khoa online

Tién trinh m& khoa online dugc thwc hién
thuc hién theo co ché bao mat 2 16p v6i ma
OTP (On Time Password) [2] qua tin nhin
dugc minh hoa trong hinh 2. Véi yéu cau mé
khoa tu, nguoi dung sit dung Smart Phone
hoidc PC (Personal Computer) truy nhap dén
Web Server qua internet, nhdp User Name va
mat khau da dugc cai dit trude va thyc hién
thao tac click chudt mé khoa. Giao dién hién
thi Web s& yéu ciu nhép chudi ky tu (mi
OTP). Budc tiép theo, hé thong giri mot tin
nhén chita ma OTP dén sb dién thoai nguoi
dung di dang ky truéc. Néu ma OTP dugc
nhép dung thi khoa sé dugc mé ngay sau do.

WEB SERVER

3740\

N LOCK
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YOUR PHONE

Hinh 2. Thir tw tién trinh thuc hién mé khéa
online

Hé thong Web Server

Hé théng Web Server 1a ciu ndi giita ngudi
dung va thiét bi khoa. H¢ thong giup nguoi
dung diéu khién tir xa v6i bao mét cao, luu
trlr dir liéu tuong tac vai thict bi khoa. Nguoi
dung cé thé truy cdp dia chi cia Web Server
dé thuc hién thao tac dong/mo khoa va xem
lich str tuong tac.

THIET KE SMARTLOCKICTU

So d6 khoi thiét ké SmartLockICTU

Phin cimg SmartLockITCU (hinh 3) bao
gom: Ban phim, Cam bién van tay, by xur ly
trung tam, Card wifi, by cam bién phat hién
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tac dong ngoai lyc, bo nguén va bd GSM
dugc gan SIM dién thoai.

Keyboard/

H’O(EE’
Dynamic
Detection

Hinh 3. So d6 khéi SmartLockICTU

Giao dién SmartLockICTU

Hinh 4 thé hién b6 cuc thiét ké thiét bi khoa
v6i ban phim, nhan dang van tay, loa canh
bao va man hinh hién thi LCD. Thiét bi duoc
thiét k& voi d¢ day phu hop voi nhitng canh
cua thong dung tai cac khu chung cu, nha
théng minh cao cap.
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Hinh 4. SmartLockICTU

Giao dién Web Server

Chu nha ding nhap bang User va mat khau ca
nhan da dugc thiét 1ap (hinh 5).

Tén dang nhéap
minh

Mat khau

% Ghi nhé t6i lan sau

Hinh 5. Giao dién dang nhdp

Thuc hién thao tdc mdé khoa va xac nhan ma
OTP (hinh 6).

Léy lai mat khau?
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OTP
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Nhap méa OTP ban vira nhan dwoc

Insert OTP

Hinh 6. Giao dién xdc nhan bao mdt véi ma OTP
HOAT DONG

SmartLockICTU hoat dong nhw thé nao?
SmartLockICTU

Chu nha va thanh vién gia dinh c6 thé twong
tac véi hé théng SmartLockICTU tir xa thong
qua giao dién Web Server trén SmartPhone
hodc may tinh ca nhan. Hé théng khoa thong
minh hoat dong thong qua sy ki€n mat khéu
dugc nhap tir ban phim va két ndi dén Web
Server qua WIFI. Mat khau dé mé cira chi
gianh cho nhiing thanh vién trong gia dinh ma
khong can dén WIFI nhung khi chii nha dang
vang nha ma c6 nguoi than dén choi hay nhan
vién dich vu dén thi chi nha hodc ngudi than
c6 thé sir dung tai khoan va mat khau ding
nhap d3 biét dé ding nhap vao giao dién Web
Server va md khoa online tir xa thong qua
internet. Trong truong hop d6, mot tin nhin
chira ma OTP sé& gui dén sb dién thoai cua
cht nha dé yéu cau xac thyc hanh dong mé
khoa. Khi d6 ngudi chu gia dinh nhan ra sy
bt thuong néu c6 ngudi c¢b tinh md khoa
online nhiéu 1an hodc nhép sai ma OTP.

Web Server SmartLockICTU

Web Server SmartLockICTU quan 1y nguoi
dung ding nhap hé thdng khoa online. Khi
nguoi dung dang nhdp tai khoan vao giao
dién Web Server va thuc hién yéu cAu mo
khoa, Web Server tao ra mot chudi ky tu bao
gdm ma bao mat (OTP) véi thoi gian ton tai
gidi han roi giri dén khoa SmartLockICTU va
khoa s& giri md OTP nay dén sb dién thoai ma
nguoi dung da dang ky trudc. Véi thoi gian
ton tai gidi han, ma OTP phai dugc nhap vao

hé thong dé xac thuc bao mat ngay sau do.
Sau thoi gian nhat dinh, ma OTP s& mat hiéu
lyc va hé thong s& hay 1énh mé khéa néu ma
OTP chua dugc nhap chinh xac.

Bdo mdt van tay va mat khdu

Van tay va mat khau 13 théng tin ca nhan cua
thanh vién trong gia dinh dugc luu trit trong
bd nhé ciia SmartLockICTU. Vi ddu van tay
thi s& duoc luu 1an luot theo thtr tw van tay
nhap truée dén van tay nhap sau. Hé théng
khoéa c6 thé duge xac thuc ma khong can két
ndi dén WIFI, internet thong qua tuong tac
tryc tiép nhap mat khau tir ban phim hay ding
vay tay. Thao tac nhu sau:

Buée 1: Nhan phim “*” (khong giit qua 2 gidy).
Buée 2: Nhap mat khiu thong qua tuong tac
ban phim hodc nhdp van tay. Trong qua trinh
nhap ban phim ma muén nhap lai thi chi can
nhan phim “*”,

Buée 3: V6i mat khau cin nhin phim “#” dé
xac thuc méat khau con van tay thi khong can
nhén thém. DAu van tay hodc mat khéu duoc
xac thuc dung thi khéa s€ md ngay sau do,
néu xac thyc sai thi phai thyc hién lai budc 1.
Chii nha mudn thay d6i théng tin xac thuc qua
mat khau hay van tay can thyuc hién nhu sau:
Buée 1: Nhin va giit phim “*” trong 5 gidy
roi nhap mat khau dong/ma khoa.
Bude 2: Xac thyc van tay. Chon thay ddi van
tay/mat khau

Bude 3: Xoa dau van tay theo thu tu da luu
trir hodc thay ddi mat khiu. Khong thé xba
dau van tay khi chi con mét thong tin dau van
tay trong bo nho.

Buéc 4: nhan phim “#” dé luu trir toan by qua
trinh thay doi.

Timing - B¢ thoi gian cho khoa

Bo thoi gian cho khoa dugc kich hoat khi
SmartLockICTU dang trong trang thai md
khoa ma canh ctra dugc dong lai. Khi canh
cua trong thoi gian dai khong dugc mo ra thi
hé théng khoa tu dong khéa cira. Trong
trudng hop ctra khong duoc khép chat khién 6
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khéa léch, h¢ thong khoa thong minh phat ra
canh bao béng am thanh va thuc hién cudc
goi canh bao dén nguoi chu gia dinh.

MOT SO KET QUA THUC HIEN

Hinh 8 mo ta giao dién nhap chudt dé thuc
hién mo khoa online. Thao tic nay duoc thuc
hién khi ngudi chii gia dinh mudn mé khod tir
xa dé cho phép ngudi than hay nhan vién dich
vu di thong bao trude dén nha.
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Hinh 8. Giao dién dong/mo khod online
Hinh 9 cho thdy d¢ tré trung binh khi thyc
hién qua trinh didu khién khoa online vao
khoang 900ms — 3300 ms. Tuy nhién do tré &
day la diéu khong mong mudn phu thudc vao
ha t:‘?mg mang st dung va tbc do két ndi,
truyén nhan dir liéu
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Hinh 9. B 1ré trung binh khi thuwc hién mé khéa
online

Tir tng dung thuc t& cho thiy xac thuc mé
khéa 2 16p can nhiéu thoi gian hon nhiéu lan
so voi m¢d khoa thong thuong. Do do, hanh
dong mo khoa online can duoc bao mat 2 16p
nhung hanh dong khod thi khong can. Hé
thong tién hanh luu lai thong tin khoa
dong/mé trong 10 ngdy gan nhat gitip cha nha
thuén tién giam sat ngdi nha ctia minh.
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Hinh 10. Théng ké s6 lan mo khda thanh cong va
that bai

KET LUAN

Dé tai da gidi thiéu mo hinh hé thdng khoa
théng minh SmartLockICTU tich hop xac
thuc bdo mat van tay, mat khiu va co ché
giam sat diéu khién tir xa qua internet. Mo
hinh nay c6 thé tmg dung hiéu qua trong nha
thong minh va két hop véi hé thong thiéu
sang thong minh, hé théng an ninh...
SmartLockICTU la san pham khoa hoc cua dé
tai c6 ma s6 T2018-07-14, dugc tai trg boi
kinh phi cta truong Pai hoc Coéng ngh¢
Thong tin va Truyén théng. Tuy nhién dé hé
théng khoa hoat dong tdt can nghién ciru
thém vé bao mat Web Sever, pht trién co ché
bao mat 2 16p khi diéu khién online két hop
v6i mat khau ding nhap dé giam thiéu thoi
gian tré, giam thiéu phu thudc vao toc do két
ndi cua ha ting mang. Thém vao d6, hé thong
khoa thong minh can két ndi linh hoat dén cac
hé théng giam sat, an ninh khac dé ting tinh
thong minh cta ngdi nha, than thién vaéi
nguoi dung.
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ABSTRACT
RESEARCH AND DESIGN SMARTLOCKICTU DEVICE

Dao To Hieu", Dang Thi Loan Phuong,
Tran Hong Hai, Tran Xuan Trong
University of Information & Communication Technology - TNU

With the abovementioned locker, the main door of the house, the landlord can directly control and
monitor the locking / unlocking status from anywhere via the internet and SMS. SmartLockICTU
is a locker without key and absolutely secure. It uses Wifi technology with IEEE 802.11 WLAN
protocol that allows flexible internet connection with home and home network infrastructure that
can interact directly with remote locker via the internet with two-layer security mechanism using
OTP. It is equipped with anti-theft mechanic for breaking the locker, key lock and intelligent alarm
allowing the convenient management and monitoring. It is more secure and simpler with
SmartLockICTU.

Key Words: Smart Lock, Fingerprint, Password, OTP code, Auto Lock, remote controller.
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